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PREFACE

We have been posing our ideas about conflict in the information age
for some years now, beginning in 1991 with our original ruminations
about cyberwar, then about netwar, and lately about “information
strategy.” With each step, we have kept returning to a favorite set of
themes—organization is as crucial as technology in understanding
the information revolution; this revolution is giving rise to network
forms of organization; and the rise of networks will continue to ac-
crue power to nonstate actors, more than to states, until states adapt
by learning to remold their hierarchies into hybrids that incorporate
network design elements. Meanwhile, we have kept our eyes on
emerging trends in conflict—from the end of the Persian Gulf War,
through recent developments in places like Chechnya and Chiapas—
to further our understanding that the context and conduct of conflict
is changing from one end of the spectrum to the other.

New modes of war, terrorism, crime, and even radical activism—are
all these emerging from similar information-age dynamics? If so,
what is the best preparation for responding to such modes? When
the subject is warfare, for example, it is common wisdom that mili-
taries tend to prepare for the last war, and there is much historical
evidence to support this notion. Today, however, it is clear that de-
fense establishments around the world—and especially in the United
States—are thinking about how war will change, how the “revolution
in military affairs” (RMA) will unfold, and how the next war may well
be quite different from the last. Whether the focus is warfare, terror-

ism, crime, or social conflict, we have striven to anticipate what the

spectrum of future wars and other types of conflicts will look like. If
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our approach proves correct, then perhaps this volume can help de-
fense planners prepare for the next war instead of the last.

We hope that our own and our contributors’ views are largely correct,
and that our collective insights will prove useful to those, both
civilians and military personnel, who are entrusted with developing
and implementing national security strategy. We also hope that the
studies in this volume are clear and compelling enough to attract a
broad, general readership, since, without greater public understand-
ing and support, all efforts to prepare effectively for conflict in the
information age could go astray.

The preparation of this volume has been supported by RAND and by
the Office of the Assistant Secretary of Defense (Command, Control,
Communications, and Intelligence) and was carried out in the Ac-
quisition and Technology Policy Center of RAND’s National Defense
Research Institute, a federally funded research and development
center sponsored by the Office of the Secretary of Defense, the Joint
Staff, and the defense agencies.
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Chapter One

ANEW EPOCH—AND SPECTRUM—OF CONFLICT
John Arquilla and David Ronfeldt

Look around. No “good old-fashioned war” is in sight. There are a
few possibilities—for example, on the Korean peninsula; or between
China and Taiwan; or India and Pakistan; and, as usual, in the Mid-
dle East—but these do not seem imminent. Moreover, the most re-
cent war, the Gulf War of 1990-1991, reflected the advent of the
“revolution in military affairs” among U.S. forces and thus was more
new- than old-fashioned—perhaps enough to discourage would-be
conventional warmakers elsewhere from supposing they could win
anytime soon against the newest generation of U.S. military forces. If
another conventional war involving the United States occurs, it is
likely to be radically different—as different from the Gulf War as it
was from what had gone before, and largely for the same reason: the
deepening impact of the information revolution on military affairs.
And once a new war occurs, it may then be observed that the 1990s
were not simply the post-Cold War period but also a new interwar
period, one filled with radical change in which the contours of future
conflicts were being shaped.

In this regard, the 1990s resemble the 1920s—the period after World
War 1. It was assumed by most political and military leaders then
that major war was no longer likely. However, others worried about
the possible return of major war. The worriers proved right. They
were indeed living in an interwar period. It was also a time of major
technological changes—with improvements in tanks, planes, and
electronic warfare—leading to new doctrines that would optimize
their use (e.g., blitzkrieg). Those who recognized that this was an in-
terwar period thought through the conceptual problems of the day
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and achieved striking successes in the opening phases of World
War [I—most notably, the Germans, who, in their victory in the Battle
of France in 1940, achieved success in four weeks on the same
ground where victory had eluded them for four years during the pre-
vious war. That is why analysts today would be well advised to be
worried anew about the possibility that the present time indeed does
not spell the end of major war.

When a new-fashioned war breaks out, what will it look like? On
land, there may be no fronts, because fighting may occur almost
anywhere anytime in a theater. The modal size of operational units
of maneuver will become quite small—perhaps below the size of the
typical 700-man battalion. At sea, the need for aircraft-carrier battle
groups is sure to end. They will be replaced by smaller, faster, and
equally capable fighting formations. The same is likely to hold for
aerial warfare, which is already moving away from traditional forma-
tions, long carefully specialized in air wings of bombers and fighters.
Today, the blending of the various types of aircraft in composite
wings is occurring; and through stealth technology and improve-
ments in the “information packages” of air-launched missiles, the air
forces of the future will be able to do much more—with less.

Information, in all its dimensions, will enhance both the destructive
and the disruptive capabilities of small units for all the services: in an
information-age “battlespace,” massed forces will simply form juicy
targets for small, smart attackers. In the new epoch, decisive duels
for the control of information flows will take the place of drawn-out
battles of attrition or annihilation; the requirement to destroy will re-
cede as the ability to disrupt is enhanced.

Despite the absence today (summer 1997) of a sizable conventional
war, it takes only about one every decade or so to keep the notion
high in people’s minds that this is what war is really all about—the
kind of war that matters most. However, for most of the world, the
daily reality remains otherwise. Irregular conflicts abound; they
pepper the conflict spectrum. Bands of Chechen ethnonationalists,
organized more like clans than corps, have repelled the clanking,
Cold War-era Russian army in bitter, murderous fighting. Hamas
terrorists, disdainful of Palestine Liberation Organization (PLO) lead-
ers, continue to hit Israeli targets. In Mexico, the Zapatista National
Liberation Army (EZLN), with minimal fighting but strong protective
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support from human-rights and other nongovernmental organiza-
tions (NGOs), has used novel “information operations” to put the
government on the defensive, both politically and militarily. On the
frontiers of violent crime, drug traffickers from Colombia and else-
where have built huge transnational enterprises protected by
paramilitary forces. Far away, high-seas pirates threaten oil-tankers
and other lucrative targets, even as they expand and diversify their
trade as smugglers in waters off China.

Everywhere, speculations about the kinds of conflicts that may pre-
vail in the future emphasize these and other kinds of messy irregular
conflicts that revolve around the rise of highly networked nonstate
combatants and criminals, whose principal targets may, in many
cases, be states. As terrorist organizations move away from tradi-
tional “great man” leadership structures (as exemplified by the PLO's
Yasser Arafat) and develop diffuse, dispersed, network structures (as
in the cases of Hamas and Hezbollah), they will be better able to
deny culpability and may become increasingly disposed to more vio-
lent behavior. Criminal networks may become the covert arms of
states aiming to pursue “strategic crime” and “criminal mercantil-
ism,” all the while denying their involvement, as some believe is
likely in the case of China’s involvement with the East Asian sea pi-
rate networks.

In short, and for myriad reasons, the world is entering—indeed, it
has already entered—a new epoch of conflict (and crime). This
epoch will be defined not so much by whether there is more or less
conflict than before, but by new dynamics and attributes of conflict.
Qualitative changes will be as strong, if not stronger, than quantita-
tive changes. The outlines of these changes have already emerged, as
can be seen in the cases previously noted. These changes will involve
high-tech sensors and weapons that can enable both distant stand-
off and close-in swarming attacks. The protagonists, and their at-
tacks, will be more widely dispersed and more decentralized than
ever before—and more surreptitious. Offense and defense will be
blended. The temporal and spatial dimensions of conflict will at
times be compressed, and at other times elongated. Disruption may
often be the intended strategic aim rather than destruction. Non-
state actors, many of them transnational, will play roles as crucial as
nation-state actors. Odd alliances may occur, notably between polit-
ical and criminal and between state and nonstate actors. Often it will
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not be clear who is aiding whom or fronting for whom. Traditional
hierarchical actors will lose many battles as well as entire wars to
newly networked actors. Notwithstanding the roles of high-tech
weapons, sensors, and information and communications systems in
this new epoch, less advanced technology will continue to play a
role. Curious combinations of premodern and postmodern elements
will appear in antagonists’ ideologies, objectives, doctrines, and or-
ganizational designs.

These are just a few of the trends that are anticipated. What under-
lies many of them—the crucial causal and contextual dynamic—is
the information revolution. How theorists and practitioners com-
prehend that dynamic and its effects on military affairs will guide
how they seek to prepare for what may lie ahead.

RETHINKING THE DYNAMICS OF CONFLICT: CYBERWAR
AND NETWAR

This book of essays about conflict in the information age shows how
the information revolution is altering the nature of conflict, and why
it is bringing new modes of warfare, terrorism, and crime to the fore,
requiring analysts, advisers, policymakers, and folks on the front
lines to rethink organization, doctrine, and strategy. While the book
is admittedly a vehicle for disseminating our own writings to a broad
public audience—in particular our ideas about “cyberwar” and
“netwar”—the book also provides a balanced selection of some of the
most insightful, instructive writings we encountered as we pondered
our own notions. Indeed, many of the pieces included here were on
a list of key readings about information-age conflict that circulated at
high levels of the Pentagon during the end of 1996 and the beginning
of 1997.

Several thematic threads run through the essays, which have been
selected in part because they speak to these themes. We believe that
a consensus is emerging around them (but we also know that they
are not yet widely accepted and still arouse resistance in some quar-
ters, a point to which we return in the concluding chapter).

The most basic theme is that conflicts will increasingly depend on,
and revolve around, information and communications—“cyber”
matters—broadly defined to include the related technological,
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organizational, and ideational structures of a society. Indeed,
information-age modes of conflict (and crime) will be largely about
“knowledge”—about who knows what, when, where, and why, and
about how secure a society, military, or other actor feels about its
knowledge of itself and its adversaries.

A second theme is that the information revolution is not solely or
mainly about technology; it is an organizational as well as a techno-
logical revolution. Thus, the emphasis in this volume is less on the
advance of technology than on the challenges for organization—and
on the interactions between technological and organizational
changes that have implications for doctrine and strategy.

A third theme, which is closely related to the second, is that the in-
formation revolution favors and strengthens network forms of orga-
nization, while making life difficult for hierarchical forms. The rise of
network forms of organization—particularly “all-channel networks,”
in which every node can communicate with every other node—is one
of the single most important effects of the information revolution for
all realms: political, economic, social, and military. It means that
power is migrating to small, nonstate actors who can organize into
sprawling networks more readily than can traditionally hierarchical
nation-state actors. It means that conflicts will increasingly be
waged by “networks,” rather than by “hierarchies.” It means that
whoever masters the network form stands to gain major advantages
in the new epoch. Some actors, such as various terrorists and crimi-
nals, may have little difficulty forming highly networked, largely
nonhierarchical organizations; but for other actors, such as profes-
sional militaries that must continue to uphold hierarchies at their
core, the challenge will be to discover how to combine hierarchical
and networked designs to increase their agility and flexibility for field
operations.

A fourth cross-cutting theme—reflective of the preceding three—is
that the conflict spectrum is being remolded from end to end. Major
alterations are looming in the nature of adversaries, in the threats
they may pose, and thus in the defenses and other responses re-
quired to counter them. Information-age threats are likely to be
more diffuse, dispersed, nonlinear, and multidimensional than were
industrial-age threats. This will place U.S. military (and police)
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forces under growing pressures to formulate new concepts for orga-
nization, doctrine, strategy, and tactics.

The fifth theme—one we impose on the volume, and that may not be
fully shared by all of our colleagues here—is that two new modes of
conflict in particular are going to define the information-age conflict
spectrum: what we term “cyberwar” and “netwar.” Both terms refer
to comprehensive approaches to conflict based on the centrality of
information—comprehensive in that they combine organizational,
doctrinal, strategic, tactical, and technological innovations, for both
offense and defense. Each term refers to a different end of the con-
flict spectrum.

Cyberwar—a comprehensive information-oriented approach to bat-
tle that may be to the information age what blitzkrieg was to the in-
dustrial age—will, in our view, be an ever-more-important entry at
the military end of the spectrum, where the language is normally
about high-intensity conflicts (HICs) and major regional conflicts
(MRCs).! [See the end of each chapter for notes.] Netwar—a com-
prehensive information-oriented approach to social conflict—will
figure increasingly at the societal end of the spectrum, where the
language is normally about low-intensity conflict (LIC), operations-
other-than-war (OOTW), and other, mostly nonmilitary, modes of
conflict and crime. Whereas cyberwar will usually feature formal
military forces pitted against each other, netwar will often involve
nonstate, paramilitary, and irregular forces. Cyberwars and netwars
may even be mounted at the same time, in mixes that pose uncom-
fortable societal dilemmas. Both concepts are consistent with the
views of analysts like Van Creveld (1991) who believe that a trans-
formation of war is under way that will lead to its increasing
“irregularization.” In this sense, the coming epoch of conflict will be
more about Van Creveld than Von Clausewitz.?

At present, the U.S. military is the world’s leader in thinking, plan-
ning, and preparing for the advent of cyberwar, both offensively and
defensively. The United States is the only country with the array of
advanced technologies (e.g., for command and control, surveillance,
stealth, etc.) as well as the organizational and doctrinal flexibility to
make cyberwar an attractive and feasible option. But its potential
adversaries, especially nonstate adversaries, may have the lead in re-
gard to netwar. Here, the U.S. emphasis may have to be on defensive
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measures. This would continue a long trend in which the United
States has prepared for waging major wars, while its adversaries may
instead wage guerrilla war, terrorism, and other irregular modes of
conflict. This may be partly the result of displacement—some adver-
saries, seeing that they should avoid or could not win at regular war-
fare, have opted for irregular modes, which the U.S. military may
then try to treat as “lesser-included cases.” Such displacement may
occur again with netwar and other new, LIC-like modes of conflict
and crime. But, we hope, netwar will not be perceived as a lesser-
included case of information-age conflict—for it is not.

Instead of using terms like cyberwar or netwar, many analysts have
treated such points under the rubric of the “revolution in military
affairs” (RMA). Yet, the meat of this concept is the information revo-
lution and its effects and implications. Early exponents viewed tech-
nological innovation as the key dynamic of the RMA. But other, re-
cent exponents now accept that the RMA is equally, if not mainly,
about organizational and doctrinal innovation—a view we have pre-
ferred since beginning our own efforts to conceptualize cyberwar
and netwar. Even so, discussions about the RMA tend to focus on
HICs and MRCs that revolve around regular, albeit much-modified,
military forces. Exponents of the RMA have generally had less to say
about the LIC (or netwar) end of the spectrum.

All these themes lead to a sixth theme that surfaces only occasionally
in this book: Conflict in the information age will not consist primar-
ily of “infowar” or “strategic information warfare” (SIW) or “Internet-
war.” In these types of conflicts, the threat is thought to reduce, one
way or another, to attacks on, or by way of, computerized infrastruc-
tures for information, communications, and other crucial services.
That kind of threat must be taken seriously. However, from the
broad perspective of preparing comprehensively for conflict in the
information age, two caveats are needed. First, while the informa-
tion technology revolution is facilitating the rise of technological
modes of conflict, the newest technologies may not be the only cru-
cial factors for a cyberwar or netwar actor. Older means of commu-
nication, like human couriers and ham radios, and other mixes of old
and new systems may, in some situations, do the job for the protag-
onist. Second, modes of conflict like cyberwar and netwar can be fa-
cilitated by, but do not necessarily depend on, “the Net” (i.e., the In-
ternet); nor do they occur only in “cyberspace” or the “infosphere.”




8  InAthena’s Camp: Preparing for Conflict in the Information Age

Some key battles may take place there, but a war’s overall conduct
and outcome may depend mostly on what happens in the “real
world”—it will continue to be, even in the information age, generally
more important than what happens in cyberspace or the infosphere.
In our view, information-age modes of conflict may, or may not, in-
volve SIW—and they may involve a lot more than SIW, especially
when the protagonists are more interested in keeping the Net up
than taking it down, so they can use it to mobilize their forces, dis-
seminate their views, and try to affect the beliefs and opinions of
other people.

Not everybody represented in this volume agrees entirely with our
concepts of cyberwar and netwar. Some authors are not comfortable
with any of the nouveau terms, while others would prefer different
terms or phrases, like the “revolution in military affairs,” or the “new
way of war.” Or they might define cyberwar or netwar differently
from the way we do—after all, these concepts are in flux, serving the
purpose of helping focus attention on the new dynamics of conflict,
but are still far from being settled as to their precise definition and
implications. Nonetheless, the first four themes resonate in most of
the selections and help bring the authors together in what we call
“Athena’s camp.”

NEW METAPHORS: ATHENA AND GO

Epochal shifts call for new metaphors. Metaphors and analogies
help convey new concepts by providing simplified images that en-
capsulate complex points. We recommend the two following
metaphors or analogies for better understanding the phenomenon of
conflict in the information age.

The first is a mythological metaphor that speaks to the title of this
book. Information has been associated with power, war, and the
state since at least the time of the Greek gods. One ordinarily thinks
of Ares, or the Roman refinement Mars, as the classical god of war.
But Ares was a rather narrow, undisciplined, middle-ranking god
who did not think much about what he was doing—he just stood
there and fought, often rather impulsively. This is not an appropriate
analogy for an epoch in which, increasingly, knowledge is fused to
power. Athena, the warrior goddess of wisdom who sprung fully
armed from Zeus's head and became the benevolent, ethical, patri-
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otic protectress and occasionally wrathful huntress who exemplified
reverence for the state, is the Greek god of war best attuned to the in-
formation age. Where warfare is about information, she is the supe-
rior deity.3

Athena is the only member of the Pantheon typically depicted with
both sword and shield, symbols of her capabilities for both offense
and defense. She could be wrathful, but unlike Ares, she took no
pleasure in war and preferred to see conflicts settled peacefully, ac-
cording to laws and with a sense of mercy. She was careful about
bearing arms in times of peace, but when needed, she had ready ac-
cess to Zeus's aegis (a unique, impenetrable body shielding) and to
his devastating thunderbolt. While the owl and the olive tree were
her chief symbols, she also attached to her hand-held shield the
frightening head of the Gorgon Medusa, whose live gaze could turn a
viewer to stone. Athena had previously instructed man in the art of
confronting such terrors as the Gorgon, showing Perseus how to de-
capitate Medusa by using his shield as a mirror so that he could ap-
proach and combat her without making direct eye contact. Finally,
one of Athena’s best skills was weaving—a metaphor for network-
building?

She stood for expanding the boundaries of civilization and defending
them against ignorant barbarians, and, within a civilization, for pur-
suing intellectual enlightenment as much as material gain. One
myth is particularly evocative for accepting her metaphorical rele-
vance to the information age. According to Virgil, Troy would be
powerful enough to withstand all its enemies so long as it possessed
and honored the Palladium, a sacred statue of Athena provided by
Zeus or Athena herself to city-states that worshipped her. Knowing
this, the Greeks arranged to steal the Trojans’ Palladium, spiritually
denying them their access to the goddess of wisdom and war. As a
result, she sided with the Greeks in the Trojan War, where she bested
Ares in battle and conceived the idea, communicated to Odysseus, of
the wooden “gift horse” secretly loaded with Greek soldiers. The
Trojans made the epic misjudgment of hauling it inside their fortress,
over the protestations of the priest Laocéon and the seer Cassandra.
The rest is history, and legend.

Ever since, examining the relationship between information and
power has attracted all manner of political and military theorists. In
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our view, to be in “Athena’s camp” is to understand that conflict—
not to mention the “revolution in military affairs”—is about far more
than technology; it is also about utilizing the highest levels of infor-
mation—knowledge and wisdom—and about the importance of
willpower and idealism in all worthy endeavors. Indeed, viewing
Athena, not Mars, as the emblematic god (or goddess) of war in the
information age is consistent with Clausewitz's dictum that knowl-
edge must become capability.

More to the point, Athena corresponds, by way of her association
with her namesake city-state, Athens, to the defense of democracy.
To be in her camp is to uphold democracy, by viewing information
(or knowledge and wisdom) as a vital dimension of a democratic so-
ciety that must be protected lest it be fouled and used to weaken that
society—a point to which we will return in a later discussion of
“guarded openness” as a U.S. information strategy.

The second metaphor is about strategic games. In America and Eu-
rope, chess is often viewed as a metaphor for war. But, for the infor-
mation age, the Oriental game of Go more accurately reflects the
nature of conflict than does chess—Western proclivity for the game
aside.

In chess, each side has a king and five other types of specialized
pieces. Each piece, including the king, has a different “value” and a
different ability to move. Each side lines up its pieces in assigned
positions on opposite sides of the game board. Thus the two sides
start by facing off along fronts separated by a “no man’s land.” Then,
each side maneuvers in ways that are generally designed to fight for
control of the board’s center, to shield valuable pieces from capture,
to use combinations of pieces to threaten and capture the oppo-
nent’s pieces, and ultimately to achieve checkmate (decapitation) of
the one-and-only king. Conventional warfare before World War II
was often like this, and it has generally retained this linear flavor up
through the Persian Gulf War.

The game of Go provides a better analogy for conflict in the informa-
tion age, especially for irregular warfare and for networked types of
conflict and crime at the low-intensity end of the spectrum. Whereas
chess starts with all pieces on the board, Go begins with an empty
board. It resembles a vast, grid-like chessboard with lots of tiny
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squares. Each side takes turns placing pieces called “stones” any-
where on the board, one by one. But the stones are placed not in the
squares as in chess, but on the points where the grid lines intersect.
All stones are alike—there is no king to decapitate, and no queen or
other specialization.

Once placed, a piece cannot move; it can only be removed, if sur-
rounded and captured according to the rules. But in this game, tak-
ing pieces has secondary importance. The goal is to control more of
the battlespace than one’s opponent does. Once emplaced, a piece
exerts a presence in that part of the board, making it easier for the
player to place additional pieces on nearby points in the process of
surrounding territory. As a result, there is almost never a front line,
and action may take place almost anywhere on the board at any
time. The key battles are less for control of the center than of the
corners and sides (since they are easier to box off). And whereas in
chess no piece is ever totally secure, in Go a piece of territory can be
made totally secure if it is surrounded in a particular way (in Go par-
lance, when the occupying pieces have two “eyes”).

Thus Go, in contrast to chess, is more about distributing one’s pieces
than about massing them. It is more about proactive insertion and
presence than about maneuver. It is more about deciding where to
stand than whether to advance or retreat. It is more about develop-
ing web-like links among nearby stationary pieces than about mov-
ing specialized pieces in combined operations. It is more about
creating networks of pieces than about protecting hierarchies of
pieces. It is more about fighting to create secure territories than
about fighting to the death of one’s pieces. Further, there is often a
blurring of offense and defense—a single move may both attack and
defend simultaneously. Finally, the use of massed concentrations is
to be avoided, especially in the early phases of a game, as they may
represent a misuse of time and later be susceptible to implosive at-
tacks. This is quite different from chess, which is generally linear,
and in which offense and defense are usually easily distinguished,
and massing is a virtue. Future conflicts will likely resemble the
game of Go more than the game of chess.
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INTRODUCTION TO THE SELECTIONS

Most of the authors represented here work on U.S. government and
military contracts; they have careers that depend on their ability to
conduct policy-oriented research and analysis. Working in that
world often involves a challenging tension. On the one hand, re-
searchers are asked to help a particular office resolve a particular is-
sue at a particular time—that is, to write for someone’s “in-box.” On
the other hand, they also strive to produce studies that will engage a
broad audience and have some enduring value—that is, to write with
a long “shelf-life” in mind. The pieces we have selected by our con-
tributors have each achieved such a shelf-life. They should be read
by all who seek to understand the emerging nature of conflict in the
information age. And they are being read by theorists and practi-
tioners who aim to fill the next bookshelf full of studies, which will no
doubt focus on preparing for conflict in the information age.

We have distributed our chapters into four parts. The first addresses
the nature of the revolution in military affairs which, as our contribu-
tors note, is mostly an information-driven revolution, though one
driven by more than just advanced technology. The second part
builds on this theme, examining in some detail the phenomenon of
“information warfare” as it may be waged in cyberspace and beyond.
The third set of readings considers the societal-level implications of
the information revolution, giving special attention to the rise of
networked, nonstate actors. The last part provides selections that
delineate the emergent paradigms that may come to displace current
thinking about the context and the conduct of all forms of conflict. It
concludes with a brief “look ahead,” which relates our latest sugges-
tions about how to develop an integrated view that will help to pre-
pare conceptually, organizationally, doctrinally, and strategically for
meeting and coping with all types of conflict that may emerge in the
information age. However, despite these divisions, many chapters
are interconnected.

Part I opens with our vision of the future spectrum of conflict, in
which we propose the concepts of “cyberwar” and “netwar” and ad-
vance an argument about the imminence of radical change. The se-
lections by Stephen Blank and Norman Davis offer careful analyses
of the RMA, upholding the view that it is largely information-based
and is driven as much by organizational and doctrinal change as by
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technological advances. Next, Jeff Cooper urges a strategic perspec-
tive on the RMA, arguing that the new technologies, doctrines, and
organizational designs must be melded together into an operating
system that allows for a new way of war. Finally, we excerpt the first
half of a study in which we analyze different views of information,
relate them to different views of power, and draw implications for the
RMA.

The present RMA is but the latest in a string of RMAs since ancient
times. Historians Geoffrey Parker (1988) and Jeremy Black (1994)—
who focus on the 16th and 17th centuries, respectively-—elucidate
the point that, RMAs evolve out of particular technological break-
throughs and organizational redesigns that, in turn, have radical ef-
fects on doctrine and strategy. There is no single cause of any RMA;
all have been complex and ofttimes halting undertakings that re-
quired many years to unfold, as multiple forces played around and
upon them. Most RMAs were resisted by military old-liners until the
innovations proved worthwhile in battle, turning the tide against
presumed odds. Some RMAs were fulfilled not by the dominant
power of the period, but by rising contenders who had the motiva-
tion and the industry to try to become the next dominant power. All
the selections in Part I are mainly about the future, but they reflect
this historical background; and the need to proceed warily but ener-
getically.

Indeed, if we had enlarged this volume, we would have included se-
lections that show what theorists and strategists in other nations are
thinking about information-age conflict, particularly in Russia and
China, where some sharp contrasts to the American, technology-
oriented approach are taking shape. Both the Russians and the
Chinese are focusing on information-based concepts of strategy,
doctrine, and organization—putting these at least on a par with
technology, while avoiding a single-minded intent on it. In this
regard, Americans may have much to learn from both the Russians
and the Chinese—about concepts of nonlinearity, about military
networks, and about notions that the more technologically advanced
an opponent is, the more he may be vulnerable to disruptive attack.
Tim Thomas (1996) points out that the Russians are well aware of
their organizational and technological limitations—this is one of the
reasons that their declaratory strategic policy seeks to deter
information attack by threatening the possibility of Russian nuclear
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retaliation. In the case of China, however, John Arquilla and
Solomon Karmel (1997) point out that the Chinese have a sanguine
view of the People’s Liberation Army’s ability to confront even the
most sophisticated opponent—so long as the conflict takes place
within or near the Chinese sphere of interest. Indeed, it may be that,
as far as doctrines are concerned, Mao’s view of “People’s War” has
more relevance to the information age than the U.S. Army’s plans for
“AirLand Battle.”

With the preeminence of information in mind, the selections that
form Part II examine the concept of “Information Warfare” (IW).
Bruce Berkowitz provides a broad definition of IW, sketching its
contours, and then focusing on important enabling factors to iden-
tify intelligence requirements for waging IW. Martin Libicki argues
the case for moving away from large units of maneuver and toward a
vision of “the small and the many.” In addition, with a keen skeptical
eye, John Rothrock asks—and answers—some key questions about
the nature and attributes of IW. The authors in this part concur with
the view that IW is not so much about tactical measures to disrupt an
opponent’s hardware, as it is about the use of information to impose
one’s will upon an adversary—often via cyberspace, but more often
by traditional means (e.g., public diplomacy, propaganda,
psychological operations, and perception management). Each
author makes a number of concrete recommendations regarding the
actions that need to be taken to prepare for IW, broadly defined.

But even though much of IW takes place outside of cyberspace, some
IW will occur in the electronic realm. In many ways, IW in the com-
ing years may resemble the early phases of aerial bombardment. In
the 1920s and 1930s, it was noted that aircraft provided a capability
to attack an enemy’s home front directly—without first having to
defeat his forces in the field. So, too, IW may enable a combatant to
strike electronically at the information, communications, economic,
and other crucial infrastructure of a society, without ever having to
engage, much less defeat, its armed forces. Richard Hundley and
Robert Anderson provide an insightful analysis of the types of “bad
actors” that may populate this part of the conflict spectrum in the
information age.* Hundley and Anderson also raise key questions
about the desirability and feasibility of cooperation between the pri-
vate sector and the government in the area of cyberspace security
and safety. Part II concludes with an excerpt from a study by Robert
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Anderson and Anthony Hearn in which they derive practical ideas for
improving cyberspace security by drawing on their experiences with
an “information wargame” based on the “Day After . ..” methodology
developed at RAND by Roger Molander (see Molander, Wilson, and
Riddile, Strategic Information Warfare, 1996).

Part III focuses on the rise of various sorts of nonstate actors, who are
expected to play increasing roles in future conflicts. Criminals, ter-
rorists, radical global activists, and others are newly enlivened by the
information revolution. In our view, they are uniquely well-suited to
exploit the advantages of the network form of organization. We open
Part Il with our assessment of how these networks may fight
“netwars”—against states, sometimes in alliance with states, and fi-
nally, in some cases, simply using states as arenas for their wars with
each other.

In the next selection, Brian Nichiporuk and Carl Builder ruminate
about the effects of the information revolution upon society in gen-
eral. They emphasize the point that improvements in computing
power and interconnectivity tend to empower individuals and small
groups, as opposed to nation-states, which may raise the possibility
of a new form of supranational civil society—but also may pose the
risk of growth in the capabilities of some very “uncivil” actors. Phil
Williams explores this latter theme, noting that, in the information
age, transnational criminal organizations (TCOs) are likely to exercise
very significant influence in international affairs. He notes that
criminal enterprises have long employed networked organizational
structures, and that the information revolution may now give them
the opportunity to actualize their ultimate potential. One need only
consider the manner in which criminals have held Colombia
hostage—using that troubled country as a hub for their transnational
activities—to see that Williams's vision of the future is already being
realized.

Much as the information revolution has empowered criminal net-
works so too will it reinvigorate terrorism, according to Bruce Hoff-
man. His paper presents the view that terrorists will find in advanced
technology both a new set of targets and a means of controlling their
own networks of dispersed actors, many of whom may or may not be
acting under direct control from the professional cadres. The
bombing of the World Trade Center is an example of this
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“amateurization” of terror; and the rise of the Hezbollah terror net-
work, which has no central leader, heralds the shift away from hier-
archical “great man” organizations such as Yasser Arafat’s PLO.
Hoffman also considers the possibility that terrorists may target key
nodes of their enemies’ information infrastructures, with either old-
style explosives or newfangled cyberspace technologies. This last
point may indicate a shift to bloodless information attacks that may
provoke less outrage among the target state’s public, and a lower
likelihood that the perpetrators will be alienated within the terrorist
organization itself.

Our own concept of netwar illuminates how networked actors engage
in conflict and how social netwars may take on a primarily
nonviolent character. This has been the case with the war waged in
Mexico since 1994 by activist NGOs to keep the government from a
bloody repression of the EZLN. In Chiapas, two weeks of open
fighting were followed by more than two years of negotiation and
“information operations.” Some of this is described in the excerpt
from the article on the EZLN by David Ronfeldt and Armando Mar-
tinez. However, an ethnonationalist netwar, such as the one waged
by the Chechens against Russia, may have a principally violent na-
ture. In the Chechen case, the networking was of bands of fighters,
linked by ham radios and runners, who fought and defeated the hier-
archical, linear-thinking Russian Army. Thus, as we posit in the
opening selection of Part III, traditional organizations have a very
hard time coping with networked actors. Indeed, it will likely take
networks to fight networks, much as, in an earlier era, it took tanks to
fight tanks.

Lastly, Part IV focuses on some paradigms for thinking about the
coming era of conflict that intend to spur specific defense planning
preparations and processes. First, Richard Szafranski elucidates his
concept of “neocortical warfare”—which views information-age
conflict as moving extremely slowly, and as being more about fight-
ing over knowledge than over territory or other resources. Szafranski
describes the purest essence of war in the information age, suggest-
ing that preparation may depend as much upon developing a mental
discipline as on building new technological structures or engaging in
the institutional redesign of hierarchical organizations. Next, we
present the second half of our paper on new views of information
and power, in which we exposit how these new concepts may ne-
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cessitate reconfiguring American grand strategy in favor of an ap-
proach we call “guarded openness.” Finally, we conclude this sec-
tion, and the book, with a “look ahead” at some requirements for
achieving an integrated vision of how best to prepare for conflict.

While the selections in this volume cover the six themes discussed
earlier, it is not the only volume that should be perused for either in-
troductory or advanced purposes. Two earlier insightful volumes
about the future of conflict—Martin Van Creveld’s The Transforma-
tion of War (1991) and Alvin and Heidi Toffler's War and Anti-War
(1993)—remain timely. Valuable readings can be found in two vol-
umes based on recent conferences at the Center for Strategic and
International Studies (CSIS): The Information Revolution and Na-
tional Security, edited by Stuart Schwartzstein (1996), and The Infor-
mation Revolution and International Security (forthcoming from
CSIS). For a military bent, see the book of readings edited by Alan
Campen, Douglas Dearth, and R.T. Goodden, titled Cyberwar (1996)
after the term we coined and James F. Dunnigan’s Digital Soldiers
(1996). In addition, the periodic journals Comparative Strategy and
Strategic Review should be watched for essays on information-age
conflict. Finally, an interesting array of World Wide Web pages have
appeared over the last several years that provide access to a menu of
readings, from official documents to critical rants—for example, take
a look at these two sites and their links: http://www.stl.nps.navy.mil
/cdi/ and http://www.teleport.com/~jwehling/OtherNetwars.html/

Over the past two decades, discussions and debates about the infor-
mation revolution have gone through cycles of alternating enthusi-
asm and skepticism. Partly because of overblown expectations in re-
cent years, more critical views are now in vogue—though not in this
volume. Nonetheless, we hope that our readers will look beyond
these cyclical trends in the debate. The bottom line for us and our
contributors has little to do with enthusiasm or skepticism. Rather, it
involves exploring these new frontiers of knowledge, trying to find
out where the cutting edge is, or should be, and contributing to
shaping it.

A GLIMPSE OF THINGS TO COME

If the themes that this volume emphasizes are correct, then we will
be looking forward not only to new modes of conflict—and a new
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spectrum of conflict—but also to new ways of preparing for and
dealing with them. Some of these ways were noted in the specula-
tions introducing this chapter: moving to smaller but highly capable
units of maneuver; developing vast sensor arrays for real-time intelli-
gence, surveillance, and target-acquisition; building capabilities for
distant stand-off as well as close-in swarming attacks; etc. Perhaps
the key factor—a result of the information revolution—is the in-
creasing destructive and disruptive power of the small group or unit
across the conflict spectrum. It is imperative to adapt to and inno-
vate around this factor.

If the United States does not adjust to smaller units of maneuver, our
large field armies, air wings, and naval battlegroups will be vulnera-
ble to the attacks of nimbler foes. But if we can learn to rebuild
around smaller (but stronger) military formations, the benefits may
include providing for national security and military readiness at
significantly reduced costs. Moreover, in light of the possibility that
disruption may become more important than destruction, the po-
tential of these small units implies that conflict in the information
age may have less need of bloody battle than did warfare in previous
eras. Indeed, just as the Oriental game of Go is replacing Western
chess as the preferred game metaphor for conflict, so Sun Tzu's no-
tions of victory with minimal violence may displace Clausewitz’s
emphasis on the deadly clash of armies amid fog and friction.

But it will be no easy task to accomplish such adaptation and inno-
vation. The best that we may be able to do, at present, is to identify
the key endeavors that must be undertaken to prepare for
information-age conflict. As some of the selections in this volume
suggest, and as we will elucidate in our concluding chapter, these
preparations are bound to entail the following:

* Articulating a better understanding than we currently have of
“information”—in a comprehensive sense, what it is, and is not.

* Realizing organizational and institutional redesigns along net-
worked lines, by skillfully blending hierarchies and networks.

¢ Developing a new doctrine of conflict based on “swarming” that
looks beyond AirLand Battle and can be applied across the full
spectrum of conflict, from high to low intensity.
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* Formulating an overarching strategy of “guarded openness” that
will guide the wise use of economic, political, and military ca-
pabilities and resources. '

These are the key challenges facing the denizens of Athena’s camp.
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NOTES

IMRC is also sometimes used to refer to middle-range contingencies.

ZThe 19th century Prussian philosopher of war who, in his classic On War, distilled the
lessons of the Napoleonic Wars, forming the basis for much of modern strategic
thought.

3Standard sources on Greek and Roman mythology include Graves (1960) and
Hamilton (1969). We also drew on Dunn Mascetti (1996) and Fleming (1968). For a
darker view of Athena as being coopted by the male attraction to conflict, see Hall
(1997). While Ares was refined by the Romans into Mars, Athena became Minerva.
But given the Romans’ penchant for specializing their gods, Minerva is mainly a
goddess of wisdom, stripped of the warrior element. Thus she does not fit our
purposes here.

4Another excellent selection about this subject is Richard Power’s (1995) survey of
advanced societies’ many cyberspace vulnerabilities. Power also discusses the ro-
bustness against attack of these societies’ infrastructures.
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Chapter Two

CYBERWAR IS COMING!
John Arquilla and David Ronfeldt

“Knowledge must become capability.”
—~Carl von Clausewitz, On War

EMERGENT MODES OF CONFLICT

Suppose that war looked like this: Small numbers of your light,
highly mobile forces defeat and compel the surrender of large masses
of heavily armed, dug-in enemy forces, with little loss of life on either
side. Your forces can do this because they are well prepared, make
room for maneuver, concentrate their firepower rapidly in unex-
pected places, and have superior command, control, and informa-
tion systems that are decentralized to allow tactical initiatives, yet
provide the central commanders with unparalleled intelligence and
“topsight” for strategic purposes.

For your forces, warfare is no longer primarily a function of who puts
the most capital, labor and technology on the battlefield, but of who
has the best information about the battlefield. What distinguishes
the victors is their grasp of information—not only from the mundane
standpoint of knowing how to find the enemy while keeping it in the
dark, but also in doctrinal and organizational terms. The analogy is
rather like a chess game where you see the entire board, but your op-

“John Arquilla and David Ronfeldt, “Cyberwar is Coming!” Comparative Strategy, Vol
12, No. 2, Spring 1993, pp. 141-165. Copyright 1993 Taylor & Francis, Inc. Used by
permission.
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ponent sees only its own pieces—you can win even if he is allowed to
start with additional powerful pieces.

We might appear to be extrapolating from the U.S. victory in the Gulf
War against Iraq. But our vision is inspired more by the example of
the Mongols of the 13th Century. Their “hordes” were almost always
outnumbered by their opponents. Yet they conquered, and held for
over a century, the largest continental empire ever seen. The key to
Mongol success was their absolute dominance of battlefield infor-
mation. They struck when and where they deemed appropriate; and
their “Arrow Riders” kept field commanders, often separated by
hundreds of miles, in daily communication. Even the Great Khan,
sometimes thousands of miles away, was aware of developments in
the field within days of their occurrence.

Absent the galvanizing threat that used to be posed by the Soviet
Union, domestic political pressures will encourage the United States
to make do with a smaller military in the future. The type of
warfighting capability that we envision, which is inspired by the
Mongol example but drawn mainly from our analysis of the informa-
tion revolution, may allow America to protect itself and its far-flung
friends and interests, regardless of the size and strength of our po-
tential future adversaries.

The Advance of Technology and Know-How

Throughout history, military doctrine, organization, and strategy
have continually undergone profound changes due in part to techno-
logical breakthroughs. The Greek phalanx, the combination of gun
and sail, the Jevee en masse, the blitzkrieg, the Strategic Air Com-
mand—history is filled with examples in which new weapon,
propulsion, communication, and transportation technologies pro-
vide a basis for advantageous shifts in doctrine, organization, and
strategy that enable the innovator to avoid exhausting attritional
battles and pursue instead a form of “decisive” warfare.!

Today, a variety of new technologies are once again taking hold, and
further innovations are on the way. The most enticing include non-
nuclear high-explosives; precision-guided munitions; stealth designs
for aircraft, tanks, and ships; radio-electronic combat (REC) systems;
new electronics for intelligence-gathering, interference, and decep-
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tion; new information and communications systems that improve
Command, Control, Communications and Intelligence (C3I) func-
tions; and futuristic designs for space-based weapons and for auto-
mated and robotic warfare. In addition, virtual reality systems are
being developed for simulation and training. Many of these ad-
vances enter into a current notion of a Military Technology Revolu-
tion (MTR).2

The future of war—specifically the U.S. ability to anticipate and wage
war—will be shaped in part by how these technological advances are
assessed and adopted. Yet, as military historians frequently warn,
technology permeates war but does not govern it. It is not technol-
ogy per se, but rather the organization of technology, broadly de-
fined, that is important. Russell Weigley describes the situation this
way:

.. . the technology of war does not consist only of instruments in-
tended primarily for the waging of war. A society’s ability to wage
war depends on every facet of its technology: its roads, its transport
vehicles, its agriculture, its industry, and its methods of organizing
its technology. As Van Creveld puts it, “behind military hardware
there is hardware in general, and behind that there is technology as
a certain kind of know-how, as a way of looking at the world and
coping with its problems.”3

In our view, the technological shift that matches this broad view is
the information revolution. This is what will bring the next major
shift in the nature of conflict and warfare.

Effects of the Information Revolution

The information revolution reflects the advance of computerized
information and communications technologies and related innova-
tions in organization and management theory. Sea changes are oc-
curring in how information is collected, stored, processed, commu-
nicated and presented, and in how organizations are designed to
take advantage of increased information.# Information is becoming
a strategic resource that may prove as valuable and influential in the
post-industrial era as capital and labor have been in the industrial
age.
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Advanced information and communications systems, properly ap-
plied, can improve the efficiency of many kinds of activities. But im-
proved efficiency is not the only or even the best possible effect. The
new technology is also having a transforming effect, for it disrupts
old ways of thinking and operating, provides capabilities to do things
differently, and suggests how some things may be done better, if
done differently:

The consequences of new technology can be usefully thought of as
first-level, or efficiency, effects and second-level, or social system,
effects. The history of previous technologies demonstrates that
early in the life of a new technology, people are likely to emphasize
the efficiency effects and underestimate or overlook potential social
system effects. Advances in networking technologies now make it
possible to think of people, as well as databases and processors, as
resources on a network.

Many organizations today are installing electronic networks for
first-level efficiency reasons. Executives now beginning to deploy
electronic mail and other network applications can realize effi-
ciency gains such as reduced elapsed time for transactions. If we
look beyond efficiency at behavioral and organizational changes,
we'll see where the second-level leverage is likely to be. These tech-
nologies can change how people spend their time and what and
who they know and care about. The full range of payoffs, and the
dilemmas, will come from how the technologies affect how people
can think and work together—the second-level effects (Sproull and
Kiesler, 1991: 15-16).

The information revolution, in both its technological and non-tech-
nological aspects, sets in motion forces that challenge the design of
many institutions. It disrupts and erodes the hierarchies around
which institutions are normally designed. It diffuses and redis-
tributes power, often to the benefit of what may be considered
weaker, smaller actors. It crosses borders and redraws the bound-
aries of offices and responsibilities. It expands the spatial and tem-
poral horizons that actors should take into account. And thus it gen-
erally compels closed systems to open up. But while this may make
life difficult especially for large, bureaucratic, aging institutions, the
institutional form per se is not becoming obsolete. Institutions of all
types remain essential to the organization of society. The responsive,
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capable ones will adapt their structures and processes to the infor-
mation age. Many will evolve from traditional hierarchical to new,
flexible, network-like models of organization. Success will depend
on learning to interlace hierarchical and network principles.®

Meanwhile, the very changes that trouble institutions—the erosion
of hierarchy, etc.—favor the rise of multi-organizational networks.
Indeed, the information revolution is strengthening the importance
of all forms of networks—social networks, communications net-
works, etc. The network form is very different from the institutional
form. While institutions (large ones in particular) are traditionally
built around hierarchies and aim to act on their own, multi-organiza-
tional networks consist of (often small) organizations or parts of in-
stitutions that have linked together to act jointly. The information
revolution favors the growth of such networks by making it possible
for diverse, dispersed actors to communicate, consult, coordinate,
and operate together across greater distances and on the basis of
more and better information than ever before.®

These points bear directly on the future of the military, and of con-
flict and warfare more generally.

Both Netwar and Cyberwar Are Likely

The thesis of this think piece is that the information revolution will
cause shifts both in how societies may come into conflict, and how
their armed forces may wage war. We offer a distinction between
what we call “netwar”—societal-level ideational conflicts waged in
part through internetted modes of communication—and “cyberwar”
at the military level. These terms are admittedly novel, and better
ones may yet be devised.” But for now they help illuminate a useful
distinction and identify the breadth of ways in which the information
revolution may alter the nature of conflict short of war, as well as the
context and the conduct of warfare.?

While both netwar and cyberwar revolve around information and
communications matters, at a deeper level they are forms of war
about “knowledge”—about who knows what, when, where, and why,
and about how secure a society or a military is regarding its knowl-
edge of itself and its adversaries.?
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Explaining Netwar. Netwar refers to information-related conflict at a
grand level between nations or societies. It means trying to disrupt,
damage, or modify what a target population “knows” or thinks it
knows about itself and the world around it. A netwar may focus on
public or elite opinion, or both. It may involve public diplomacy
measures, propaganda and psychological campaigns, political and
cultural subversion, deception of or interference with local media,
infiltration of computer networks and databases, and efforts to pro-
mote a dissident or opposition movements across computer net-
works. Thus designing a strategy for netwar may mean grouping to-
gether from a new perspective a number of measures that have been
used before but were viewed separately.

In other words, netwar represents a new entry on the spectrum of
conflict that spans economic, political, and social as well as military
forms of “war.” In contrast to economic wars that target the produc-
tion and distribution of goods, and political wars that aim at the
leadership and institutions of a government, netwars would be dis-
tinguished by their targeting of information and communications.
Like other forms on this spectrum, netwars would be largely non-
military, but they could have dimensions that overlap into military
war. For example, an economic war may involve trade restrictions,
the dumping of goods, the illicit penetration and subversion of busi-
nesses and markets in a target country, and the theft of technology—
none of which need involve the armed forces. Yet an economic war
may also come to include an armed blockade or strategic bombing of
economic assets, meaning it has also become a military war. In like
manner, a netwar that leads to targeting an enemy’s military C3I ca-
pabilities turns, at least in part, into what we mean by cyberwar.

Netwar will take various forms, depending on the actors. Some may
occur between the governments of rival nation-states. In some re-
spects, the U.S. and Cuban governments are already engaged in a
netwar. This is manifested in the activities of Radio and TV Marti on
the U.S. side, and on Castro’s side by the activities of pro-Cuban
support networks around the world.

Other kinds of netwar may arise between governments and non-state
actors. For example, these may be waged by governments against il-
licit groups and organizations involved in terrorism, proliferation of
weapons of mass destruction, or drug smuggling. Or, to the contrary,
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they may be waged against the policies of specific governments by
advocacy groups and movements—e.g., regarding environmental,
human-rights, or religious issues. The non-state actors may or may
not be associated with nations, and in some cases they may be orga-
nized into vast transnational networks and coalitions.

Another kind of netwar may occur between rival non-state actors,
with governments maneuvering on the sidelines to prevent collateral
damage to national interests and perhaps to support one side or an-
other. This is the most speculative kind of netwar, but the elements
for it have already appeared, especially among advocacy movements
around the world. Some movements are increasingly organizing into
cross-border networks and coalitions, identifying more with the de-
velopment of civil society (even global civil society) than with nation-
states, and using advanced information and communications tech-
nologies to strengthen their activities. This may well turn out to be
the next great frontier for ideological conflict, and netwar may be a
prime characteristic.

Most netwars will probably be non-violent, but in the worst of cases
one could combine the possibilities into some mean low-intensity
conflict scenarios. Van Creveld (1991: 197) does this when he worries
that “In the future war, war will not be waged by armies but by
groups whom today we call terrorists, guerrillas, bandits and robbers,
but who will undoubtedly hit on more formal titles to describe them-
selves.” In his view, war between states will diminish, and the state
may become obsolete as a major form of societal organization. Our
views coincide with many of Van Creveld’s, though we do not believe
that the state is even potentially obsolete. Rather, it will be trans-
formed by these developments.

Some netwars will involve military issues. Candidate issue areas in-
clude nuclear proliferation, drug smuggling, and anti-terrorism be-
cause of the potential threats they pose to international order and
national security interests. Moreover, broader societal trends—e.g.,
the redefinition of security concepts, the new roles of advocacy
groups, the blurring of the traditional boundaries between what is
military and what non-military, between what is public and what
private, and between what pertains to the state and what to society—
may engage the interests of at least some military offices in some
netwar-related activities.
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Netwars are not real wars, traditionally defined. But netwar might be
developed into an instrument for trying, early on, to prevent a real
war from arising. Deterrence in a chaotic world may become as
much a function of one’s “cyber” posture and presence as of one’s
force posture and presence.

Explaining Cyberwar. Cyberwar refers to conducting, and preparing
to conduct, military operations according to information-related
principles. It means disrupting if not destroying the information and
communications systems, broadly defined to include even military
culture, on which an adversary relies in order to “know” itself: who it
is, where it is, what it can do when, why it is fighting, which threats to
counter first, etc. It means trying to know all about an adversary
while keeping it from knowing much about oneself. It means turning
the “balance of information and knowledge” in one’s favor, espe-
cially if the balance of forces is not. It means using knowledge so that
less capital and labor may have to be expended.

This form of warfare may involve diverse technologies—notably for
C3I; for intelligence collection, processing, and distribution; for tacti-
cal communications, positioning, and identification-friend-or-foe
(IFF); and for “smart” weapons systems—to give but a few examples.
It may also involve electronically blinding, jamming, deceiving,
overloading, and intruding into an adversary’s information and
communications circuits. Yet cyberwar is not simply a set of mea-
sures based on technology. And it should not be confused with past
meanings of computerized, automated, robotic, or electronic war-
fare.

Cyberwar may have broad ramifications for military organization
and doctrine. As noted, the literature on the information revolution
calls for organizational innovations so that different parts of an insti-
tution function like interconnected networks rather than separate
hierarchies. Thus cyberwar may imply some institutional redesign
for a military in both intra- and inter-service areas. Moving to net-
worked structures may require some decentralization of command
and control, which may well be resisted in light of earlier views that
the new technology would provide greater central control of military
operations. But decentralization is only part of the picture; the new
technology may also provide greater “topsight”—a central under-
standing of the big picture that enhances the management of com-
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plexity.!® Many treatments of organizational redesign laud decen-
tralization; yet decentralization alone is not the key issue. The pair-
ing of decentralization with topsight brings the real gains.

Cyberwar may also imply developing new doctrines about what
kinds of forces are needed, where and how to deploy them, and what
and how to strike on the enemy’s side. How and where to position
what kinds of computers and related sensors, networks, databases,
etc. may become as important as the question used to be for the de-
ployment of bombers and their support functions. Cyberwar may
also have implications for the integration of the political and psycho-
logical with the military aspects of warfare.

In sum, cyberwar may raise broad issues of military organization and
doctrine, as well as strategy, tactics, and weapons design. It may be
applicable in low- and high-intensity conflicts, in conventional and
non-conventional environments, and for defensive or offensive pur-
poses.

As an innovation in warfare, we anticipate that cyberwar may be to
the 21st century what blitzkrieg was to the 20th century. Yet for now,
we also believe that the concept is too speculative for precise defini-
tion. At a minimum, it represents an extension of the traditional im-
portance of obtaining information in war—of having superior C3I,
and of trying to locate, read, surprise, and deceive the enemy before
he does the same to you. That remains important no matter what
overall strategy is pursued. In this sense, the concept means that
information-related factors are more important than ever due to new
technologies, but it does not spell a break with tradition. Indeed, it
resembles Thomas Rona’s (1976: 2) concept of an “information war”
that is “intertwined with, and superimposed on, other military op-
erations.” Our concept is broader than Rona’s, which focused on
countermeasures to degrade an enemy's weapons systems while
protecting one's own; yet we believe that this approach to defining
cyberwar will ultimately prove too limiting.

In a deeper sense, cyberwar signifies a transformation in the nature
of war. This, we believe, will prove to be the better approach to
defining cyberwar. Our position is at odds with a view (see Arnett,
1992) that uses the terms “hyperwar” and “cyberwar” (1?) to lay
claims that the key implication of the MTR is the automated battle-
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field; that future wars will be fought mainly by “brilliant” weapons,
robots, and autonomous computers; that man will be subordinate to
the machine; and that combat will be unusually fast and laden with
stand-off attacks. This view errs in its understanding of the effects of
the information revolution, and our own view differs on every point.
Cyberwar is about organization as much as technology. It implies
new man-machine interfaces that amplify man's capabilities, not a
separation of man and machine. In some situations, combat may be
waged fast and from afar, but in many other situations, it may be
slow and close-in; and new combinations of far and close and fast
and slow may be the norm, not one extreme or the other.

The post-modern battlefield stands to be fundamentally altered by
the information technology revolution, at both the strategic and the
tactical levels. The increasing breadth and depth of this battlefield
and the ever-improving accuracy and destructiveness of even con-
ventional munitions have heightened the importance of C3I matters
to the point where dominance in this aspect alone may now yield the
able practitioner consistent war-winning advantages. Yet cyberwar
is a much broader idea than attacking an enemy’s C3I systems while
improving and defending one’s own. In Clausewitz’s sense, it is
characterized by the effort to turn knowledge into capability.

Indeed, even though its full design and implementation requires ad-
vanced technology, cyberwar is not reliant upon advanced technol-
ogy per se. The continued development of advanced information
and communications technologies is crucial for U.S. military capa-
bilities. But cyberwar, whether waged by the United States or other
actors, does not necessarily require the presence of advanced tech-
nology. The organizational and psychological dimensions may be as
important as the technical. Cyberwar may actually be waged with
low technology under some circumstances.

INFORMATION-RELATED FACTORS IN MILITARY HISTORY

Our contention is that netwar and cyberwar represent new (and re-
lated) modes of conflict that will be increasingly important in the fu-
ture. The information revolution implies—indeed, it assures—that a
sea change is occurring in the nature of conflict and warfare. Yet
both new modes have many historical antecedents; efforts have been
made in the direction of conducting warfare from cyber-like per-
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spectives in the past. Information, communications, and control are
enduring concerns of warfighters; there is much historical evidence,
tactical and strategic, that attempting to pierce the “fog of war” and
envelop one’s foe in it has played a continuing role.!!

In an ancient example from the Second Punic War of the 3d Century
B.C., Carthaginian forces under the command of Hannibal routinely
stationed observers with mirrors on hilltops, keeping their leader ap-
prised of Roman movements while the latter remained ignorant of
his. Better communications contributed significantly to the ability of
Hannibal'’s forces to win a string of victories over a period of sixteen
years. In the most dramatic example of the use of superior informa-
tion, Hannibal's relatively small forces were able to rise literally from
the fog of war at Lake Trasimene to destroy a Roman army more than
twice its size.12

In another famous, more recent, example, during the Napoleonic
Wars, the British Royal Navy’s undisputed command of the Mediter-
ranean Sea, sealed at the Battle of the Nile in 1798, cut the strategic
sea communications of Bonaparte's expeditionary force in North
Africa, leading to its disastrous defeat. The invaders were stranded in
Egypt without supplies, or their commander, after Napoleon’s flight,
where they remained in place until the British came to take them
prisoner.

A few years later, in this same conflict, Lord Cochrane’s lone British
frigate was able to put French forces into total confusion along virtu-
ally the entire Mediterranean coast of occupied Spain and much of
France. The French relied for their communications on a semaphore
system to alert their troops to trouble, and to tell coastal vessels
when they could safely sail. Cochrane would raid these signaling
stations, then strike spectacularly, often in conjunction with Spanish
guerrilla forces, while French communications were disrupted.!3

Story upon story could be drawn from military history to illuminate
the significance of information and communications factors. But
this is meant to be only a brief paper to posit the concept of cyber-
war. Better we turn directly to an early example, a virtual model, of
this upcoming mode of warfare.
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An Early Example of Cyberwar: The Mongols

Efforts to strike at the enemy’s communications and ensure the
safety of one’s own are found, to varying degrees, throughout history.
Yet the Mongol way of warfare, which reached its zenith in the 12th
and 13th centuries, may be the closest that anyone has come to
waging pure cyberwar (or netwar, for that matter). Examining Mon-
gol military praxis should, therefore, be instructive in developing the
foundations for waging war in a like manner in the post-modern
world. Use of this example also reinforces the point that cyberwar
does not depend on high technology, but rather on how one thinks
about conflict and strategic interaction.

At the military level, the Mongols relied for success almost entirely
on learning exactly where their enemies were, while keeping their
own whereabouts a secret until they attacked. This enabled them,
despite a chronic inferiority in numbers, to overthrow the finest,
largest armies of Imperial China, Islam and Christendom. The sim-
plest way to illustrate their advantage is to suggest an analogy with
chess: war against the Mongols resembled playing against an oppo-
nent who could hide the dispositions of his pieces, but who could see
the placement of both his and one’s own. Indeed, under such con-
ditions, the player with knowledge of both sides’ deployments could
be expected to triumph with many fewer pieces. Moreover, the ad-
dition of even significant forces to the semi-blinded side would gen-
erate no requirement for a similar increase on the “sighted” side.
(Thus the similarity is not so much to chess as to its cousin,
kriegsspiel, in which both players start “blind” to their opponent’s
position; in our analogy, one player can see through the barrier that
is normally placed between the boards of the players.)

So it was with the Mongols. In one of their greatest campaigns,
against the mighty Muslim empire of Khwarizm (located approxi-
mately on the territory of today’s Iran, Iraq and portions of the Cen-
tral Asian republics of the former Soviet Union), a Mongol army of
some 125,000 toppled a foe whose standing armies amounted to
nearly half a million troops, with a similar number of reserves. How
could this happen? The answer is that the Mongols identified the
linear, forward dispositions of their foes and avoided them. Instead,
they worked around the defenders, making a point of waylaying mes-
sengers moving between the capital and the “front.”
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Muhammad Ali Shah, the ruler of Khwarizm, took the silence from
the front as a good sign, until one day a messenger, having narrowly
escaped a Mongol patrol, made his way into the capital, Samarkand.
Muhammad, inquiring about the news from his army, was told that
the frontier was holding. The messenger went on to add, however,
that he had observed a large Mongol army but a day’s march from
the capital. The shah fled. His capital fell swiftly. This news, when
given to the frontier armies, led to a general capitulation. Muham-
mad ended his days in hiding on the island of Abeshkum in the
Caspian Sea, where he contracted and died from pleurisy.

The campaign against Khwarizm is typical of the Mongol strategic
approach of first blinding an opponent, then striking at his heart (i.e.,
going for checkmate). Battles were infrequently fought, as they were
often unnecessary for achieving war aims. However, there were
times when confrontations could not be avoided. When this hap-
pened, the Mongols relied heavily on coordinated operations de-
signed to break down the plans and controls of their opponents.
Against the Polish-Prussian coalition forces at the battle of Liegnitz,
for example, the Mongols engaged an army some four times their
size, and defeated it in detail. Their success was based on keeping a
clear picture of the defending coalition’s order of battle, while con-
fusing the opponents as to their own whereabouts. Thus, portions of
the Western army chased after small detachments that were simple
lures, and ended up in the clutches of the Mongol main force. The
Poles and Prussians were defeated piecemeal. Indeed, the Mongols
were so sure of their information that they repeatedly used a river
crossing during the battle in the intervals between its being used by
the Poles and Prussians. !4

What about Mongol advantages in mobility and firepower? Cer-
tainly, the Mongols’ ability to move a division some eighty miles per
day was superior to other armies, and their horn bows did outrange
those of their enemies by 50-100 yards, on average. But neither of
these factors could offset their foes’ advantages in fortification tech-
nology; and the body armor of Western forces gave them distinct ad-
vantages over the Mongols in close combat. Thus, Mongol tactical
operations were often significantly stymied by defended cities,!® and
close engagements were exceedingly hard fought, with the Mongols
suffering heavily. Indeed, the ferocity and effectiveness of the
Prusso-Polish forces at Liegnitz, especially their cavalry, may have
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deterred the Mongols from continuing their invasion of Europe.!6 At
the battle of Hims, the Mamelukes showed that the forces of Islam
could also defeat the Mongols tactically. What neither Islam nor
Christendom could do consistently, however, was outwit the Mon-
gols strategically.

Clearly, the key to Mongol success was superior command, control,
communication, and intelligence. Scouts and messengers always
took along three or four extra horses, tethered, so that they could
switch mounts and keep riding when one grew tired. This gave the
horsemen, in relative terms, something approximating an ability to
provide real-time intelligence, almost as if from a satellite, on the en-
emy'’s order of battle and intentions. At the same time, this steppe-
version of the “Pony Express” (the Khan called them “Arrow Riders”)
enabled field generals to keep the high command, often thousands of
miles from the theater of war, informed as to all developments within
four or five days of their occurrence. For communication between
field forces, the Mongols also employed a sophisticated semaphore
system that allowed for swift tactical shifts as circumstances de-
manded. Organizationally, the Mongols emphasized decentralized
command in the field, unlike their foes who were generally required
to wait for orders from their capitals. Yet by developing a communi-
cation system that kept their leadership apprised at all times, the
Mongols enjoyed topsight as well as decentralization. The Khan
“advanced his armies on a wide front, controlling them with a highly
developed system of communication”—that was the secret of his
success (Chambers 1985:43).

In strategic terms, the Mongols aimed first to disrupt an enemy’s
communications, then to strike at his heart. Unlike Clausewitz, they
put little store in the need to destroy enemy forces before advancing.
Also, Mongol campaigns were in no way “linear.” They struck where
they wished, when circumstances were deemed favorable. That their
Christian and Muslim foes seldom emulated the Mongols' organiza-
tional and communication techniques is to their great discredit.
When, finally, the Mamelukes defeated the Mongols’ attempted in-
vasion of Egypt, it was because they kept track of Mongol movements
and were led in the field by their king, Kilawan, who exercised rapid,
effective control of his forces in the fluid battle situations that en-
sued. Also, the Mamelukes, employing carrier pigeons, had devel-
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oped faster strategic communications than even the Mongols’ Arrow
Riders, allowing them to mass in time to defend effectively.!?

As much as they form a paradigm for cyberwar, the Mongols were
also adept at netwar. Early in their campaigns, they used terror tac-
tics to weaken resistance. At the outset of any invasion, they broad-
cast that any city that resisted would be razed, its inhabitants
slaughtered. Surrender, on the other hand, would result simply in
coming under Mongol suzerainty; this entailed some initial rape and
pillage but thereafter settled into a distracted sort of occupation. As
a result, peaceful surrenders were plentiful. In later campaigns,
when the Mongols learned that both Christians and Muslims saw
them as the dark forces of Gog and Magog, heralding the “end of
times,” they deliberately cultivated this image. They renamed them-
selves Tartars, as though they were the minions of “tartarum,” the
biblical nether world. Later, when it was clear that the world was not
ending, the Mongols willingly adopted both Christianity and Islam,
whichever eased the burden of captivity for particular peoples. This
utilitarian approach to religion impeded the formation of opposing
coalitions.

Some analysts have argued that the Mongols represent an early ex-
periment with blitzkrieg.'® But in our view the differences between
cyberwar and blitzkrieg are significant, and the Mongols reflect the
former more than the latter.

Blitzkrieg, People’s War, and Beyond

The relative importance of war against an enemy’s command, con-
trol, and communications jumped with the advent of mechanized
warfare. In World War II, the German blitzkrieg doctrine—in some
ways a forerunner of cyberwar—made the disruption of enemy
communications and control an explicit goal at both the tactical and
strategic levels. For example, having radios in all of their tanks pro-
vided German armor with a tactical force multiplier in its long war
with the Soviet Union, whose tanks, though more numerous and bet-
ter built, provided radios only for commanders.!?

At the strategic level, destroying the Soviets’ central communications
and control site by capturing Moscow was a key element of the
planning for Operation Barbarossa. But when an opportunity arose
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during the campaign to win large material gains in the Ukraine,
Hitler diverted General Guderian’s panzers away from their ap-
proach to Moscow, and it was never taken. There would be no
“lightning” victory for the Germans, who soon found themselves on
the weaker side of a massive attritional struggle, doomed to defeat.?

Following WWII, information and communication technologies im-
proved by leaps and bounds in the major industrialized nations. But
the important wars with lessons for cyberwar were between these
nations and the underdeveloped ones of the Third World. A compar-
ison of two key conflicts—the one a people’s war waged by North
Vietnam and the Viet Cong in the 1960s and 1970s, the other the re-
cent, more conventional conflict between the American-led coalition
and Iraq—illuminates the growing importance and applicability of
cyberwar principles.

Both wars represent turning points. In the case of Vietnam, the en-
emy may have applied cyber principles more effectively than did the
United States—not only in military areas, but also where cyberwar
cuts into the political and societal dimensions of conflict. In the case
of the war against Iraq, the United States did superior work applying
cyberwar principles—they were not called that at the time, of
course—against an enemy whose organization, doctrine, strategy,
and tactics were from a different era.

In the Vietnam war, the United States appeared to have advantages
up and down the chain of command and control, from the construc-
tion of quantitative indicators and computerized models and
databases for analyzing the course of the war in Washington, through
field radios for calling in prompt air strikes, reinforcements, and res-
cue operations. But the thrall of computerization and quantitative
techniques led analysts to overlook the softer, subtler aspects of the
war where the enemy was winning. The excellence of U.S. commu-
nications capabilities encouraged inappropriate intrusion from
above into battles and campaigns best planned and waged within the
theater.

While U.S. forces had superior tactical communications, the guerril-
las’ strategic communications were largely unaffected. Meanwhile,
the North Vietnamese and Viet Cong operated on Mao Zedong's
doctrine that “command must be centralized for strategical purposes
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and decentralized for tactical purposes” (Mao 1961: 114)%1—a classic
combination of topsight and decentralization. The United States, on
the other hand, appears to have allowed the timely availability of vast
quantities of information at high levels to seduce leadership into
maintaining central tactical as well as strategic control, and into be-
lieving that they had topsight when they did not.

The Vietnam example illustrates our point that good communica-
tions, though they provide necessary conditions, are insufficient to
enable one to fight a cyberwar. For this endeavor, a doctrinal view of
the overarching importance and value of maintaining one’s own
communications while disabling the adversary’s is requisite. This
entails the development of tactics and operational strategies that dis-
card the basic tenets of both set-piece and even traditional maneuver
warfighting theories. Neither the grinding attritional approach of
Grant nor the explosive thrusts of Guderian will suffice. Instead,
radically different models must be considered that focus upon the
objective of systemically disorganizing the enemy.

To some extent, the recent American experience in the Gulf War sug-
gests that an increasing sensitivity to cyber principles is taking hold.
First, it was made quite clear by President Bush that he had no in-
tention of micro-managing tactical or even operationally strategic
actions. This is, in itself, a stark contrast to the classic image of
President Johnson poring over maps of North Vietnam, selecting
each of the targets to be hit by Operation Rolling Thunder.

The military operations brought significant cyber elements into play,
often utilizing them as “force multipliers” (Powell 1992). The Apache
helicopter strike against Iraqi air defense controls at the war’s outset
is but one, albeit very important, example. Also, the Allied coalition
had good knowledge of Iraqi dispositions, while the latter were
forced to fight virtually blind. Along these lines, a further example of
the force multiplying effect of command of information is provided
by the ability of a relatively small (less than 20,000 troops) Marine
force afloat to draw away from the landward front and tie down
roughly 125,000 Iraqi defenders.

A significant effort was made to employ netwar principles as well in
this war. The construction of an international consensus against the
Iraqi aggression, backed by the deployment of large, mechanized
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forces, was intended to persuade Saddam to retreat. His intransigent
behavior suggests that his vision of war was of a prior generation.

An Implication: Institutions Versus Networks

A military, from a traditional standpoint, is an institution that fields
armed forces. The form that all institutions normally take is the hier-
archy. Militaries in particular depend heavily on hierarchy.

Yet the information revolution is bound to erode hierarchies and re-
draw the boundaries around which institutions and their offices are
normally built. Moreover, this revolution favors organizational net-
work designs. These points were made in the first section of this pa-

per.

This second section leads to some related insights based on a quick
review of history. The classic example of an ancient force that
fought according to cyberwar principles, the Mongols, was organized
more like a network than a hierarchy. A relatively minor military
power, the combined forces of North Vietnam and the Viet Cong,
that fought to defeat a great modern power operated in many re-
spects more like a network than an institution; these forces even ex-
tended political support networks abroad. In both cases, the Mon-
golian and the Vietnamese, their defeated opponents amounted to
large institutions whose forces were designed to fight set-piece attri-
tional battles.

To this may be added a further set of observations drawn from cur-
rent events. Most adversaries that the United States and its allies
face in the realms of low-intensity conflict—international terrorists,
guerrilla insurgents, drug smuggling cartels, ethnic factions, as well
as racial and tribal gangs—are all organized like networks (although
their leadership may be quite hierarchical). Perhaps a reason that
military (and police) institutions keep having difficulty engaging in
low-intensity conflicts is because they are not meant to be fought by
institutions.

The lesson: Institutions can be defeated by networks. It may take
networks to counter networks. The future may belong to whoever
masters the network form.
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ISSUES FOR THE FUTURE

The implications of a revolutionary technology are often not widely
perceived at first. That was true of the tank, the machine gun and the
telephone. For example, with their newly developed, rapid firing
mitrailleuse, the French enjoyed a tremendous potential firepower
advantage over the Prussians in 1870. Unfortunately, this early ver-
sion of the machine gun looked more like a field piece instead of a ri-
fle, and it was deployed behind the front with the artillery. Thus, the
weapon that would dominate World War I a generation later had al-
most no effect on the Franco-Prussian conflict. People try to fit the
new technology into established ways of doing things; it is expected
to prove itself in terms of existing standards of efficiency and effec-
tiveness.

It may take time to realize that inserting the new technology into old
ways may create some new inefficiencies, even as some activities be-
come more efficient. It may take still more time to realize that the
activity itself—in both its operational and organizational dimen-
sions—should be restructured, even transformed, in order to realize
the full potential of the technology.?? This pattern is documented in
the early histories of the telephone and the electric motor, and is
being repeated with computer applications in the business world.

Why should anything different be expected for cyberwar? New in-
formation technology applications have begun to transform the
business world both operationally and organizationally. The gov-
ernment world is, for the most part, moving slowly in adopting the
information technology revolution. One might expect the military
world to lag behind both the business and government worlds, partly
because of its greater dependence on hierarchical traditions. But in
fact parts of the U.S. military are showing a keen interest in applying
the information revolution. As this unfolds, a constant but often
halting, contentious interplay between operational and organiza-
tional innovations should be expected.

Growing Awareness of the Information Revolution

An awareness is spreading in some U.S. military circles that the in-
formation revolution may transform the nature of warfare. One
hears that the MTR implies a period of reevaluation and experimen-
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tation not unlike the one in the 1920s and 1930s that resulted in
Germany's breakthrough formulation of the blitzkrieg doctrine. New
questions are being asked about how to apply the new technology in
innovative ways. For example, one set of arguments holds that the
MTR may increasingly enable armed forces to stand off and destroy
enemy targets with high precision weapons fired from great dis-
tances, including from outer space. But another set holds that the
information revolution may drive conflict and warfare toward the
low-intensity end of the scale, giving rise to new forms of close-in
combat. Clearly, military analysts and strategists are just beginning
to identify the questions and call for the required thinking.

The military, like much of the business world, remains in a stage of
installing pieces of the new technology to make specific operations
more effective. Indeed, techniques that we presume would be es-
sential to cyberwar may be used to improve the cost-effectiveness of
many military operations, no matter what overall strategy is being
pursued (even if cyberwar remains unformulated). For example, im-
proved surveillance and intelligence-gathering capabilities that help
identify timely opportunities for surprise—to some extent, a purpose
of the new Joint Targeting Network (JTN)—can be of service to a tra-
ditional attritional warfare strategy. Also, new capabilities for in-
forming the members of a unit in real time where their comrades are
located and what each is doing—as in recent experiments with inter-
vehicular information systems (IVIS)—may improve the ability to
concentrate force as a unit, and maintain that concentration
throughout an operation. The list of new techniques that could be
mentioned is long and growing.

We favor inquiring methodically into how the information revolution
may provide specific new technical capabilities for warfare, regard-
less of the doctrine and strategy used. We also favor analyzing what
kinds of operational and organizational innovations should be con-
sidered in light of such capabilities. And we recognize that it is quite
another thing to try to leap ahead and propose that “cyberwar” may
be a major part of the answer. But this think piece is not meant to be
so methodical; it is meant to be speculative and suggestive, in order
to call attention to the possibility of cyberwar as a topic that merits
further discussion and research.
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Indications and Aspects of Cyberwar

New theoretical ground needs to be broken regarding the informa-
tion and communications dimensions of war, and the role of
“knowledge” in conflict environments. Cyberwar is not merely a new
set of operational techniques. It is emerging, in our view, as a new
mode of warfare that will call for new approaches to plans and
strategies, and new forms of doctrine and organization.

What would a cyberwar look like? Are there different types? What
may be the distinctive attributes of cyberwar as a doctrine? Where
does cyberwar fit in the history of warfare—and why would it repre-
sent a radical shift? What are the requirements and options for
preparing for and conducting a cyberwar? Will it enable power to be
projected in new ways? What are the roles of organizational and
technological factors—and what other factors (e.g., psychological)
should be considered? How could the concept enable one to think
better, or at least differently in a useful way, about factors—e.g., C3I,
REC, psywar—that are important but not ordinarily considered to-
gether? What measures of effectiveness (MOE) should be used?
These kinds of questions—some of them touched on in this paper—
call for examination.

Paradigm Shift. We anticipate that cyberwar, like war in Clause-
witz’s view, may be a “chameleon.” It will be adaptable to varying
contexts; it will not represent or impose a single, structured ap-
proach. Cyberwar may be fought offensively and defensively, at the
strategic or tactical levels. It will span the gamut of intensity—from
conflicts waged by heavy mechanized forces across wide theaters, to
counterinsurgencies where “the mobility of the boot” may be the
prime means of maneuver.

Consider briefly the context of blitzkrieg. This doctrine for offensive
operations, based on the close coordination of mobile armored
forces and air power, was designed for relatively open terrain and
good weather. Its primary asset was speed; swift breakthroughs were
sought, and swift follow-ups required to prevent effective defensive
ripostes.

The blitzkrieg is predicated upon the assumption that the oppo-
nent’s army is a large and complex machine that is geared to
fighting along a well-established defensive line. In the machine’s
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rear lies a vulnerable network, which comprises numerous lines of
communication, along which supplies as well as information move,
and key nodal points at which the various lines intersect. Destruc-
tion of this central nervous system is tantamount to destruction of
the army. The principal aim of a blitzkrieg is therefore to effect a
strategic penetration. The attacker attempts to pierce the defend-
er’s front and then to drive deep into the defender’s rear, severing
his lines of communication and destroying key junctures in the
network.%3

By comparison, cyberwar takes a different view of what constitutes
the “battlefield.” Cyberwar depends less on the geographic terrain
than on the nature of the electronic “cyberspace,”24 which should be
open to domination through advanced technology applications.
Cyberwar benefits from an open radio-electronic spectrum and good
atmospheric and other conditions for utilizing that spectrum. Cy-
berwar may require speedy flows of information and communica-
tions, but not necessarily a speedy or heavily armed offense like
blitzkrieg. If the opponent is blinded, it can do little against even a
slow-moving adversary. How, when and where to position battle-
field computers and related sensors, communications networks,
databases, and REC devices may become as important in future wars
as the same questions were for tanks or bomber fleets and their sup-
porting equipment in the Second World War.

Cyberwar may imply a new view not only of what constitutes “attack”
but also of “defeat.” Throughout the era of modern nation-states,
beginning in about the 16th century, attrition has been the main
mode of warfare. An enemy’s armed forces had to be defeated before
objectives could be taken. This lasted for centuries until the
grotesque, massive slaughters of World War I led to a search for relief
from wars of exhaustion. This in turn led to the development of
blitzkrieg, which circumvented the more brutish aspects of attritional
war. Yet this maneuver-oriented doctrine still required the destruc-
tion of the enemy’s forces as the prerequisite to achieving war aims;
attritional war had simply been “put on wheels.”

Cyberwar may also imply—although we are not sure at this point—
that victory can be attained without the need to destroy an opposing
force. The Mongol defeat of Khwarizm is the best example of the
almost total circumvention and “virtual” dismemberment of an en-
emy'’s forces. It is possible to see in cyberwar an approach to conflict
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that allows for decisive campaigning without a succession of bloody
battles. Cyberwar may thus be developed as a post-industrial doc-
trine that differs from the industrial-age traditions of attritional war-
fare. It may even seek to avoid attritional conflict.?5 In the best cir-
cumstances, wars may be won by striking at the strategic heart of an
opponent’s cyber structures—his systems of knowledge, informa-
tion, and communications.

It is hard to think of any kind of warfare as humane, but a fully articu-
lated cyberwar doctrine might allow the development of a capability
to use force not only in ways that minimize the costs to oneself, but
which also allow victory to be achieved without the need to maxi-
mize the destruction of the enemy. If for no other reason, this po-
tential of cyberwar to lessen war’s cruelty demands its careful study
and elaboration.

Organizational and Related Strategic Considerations. At the strate-
gic level, cyberwar may imply Mao’s military ideal of combining
strategic centralization and tactical decentralization. The interplay
between these effects is one of the more complex facets of the infor-
mation revolution. Our preliminary view is that the benefits of de-
centralization may be enhanced if, to balance the possible loss of
centralization, the high command gains “topsight”—the term men-
tioned earlier that we currently favor to describe the view of the
overall conflict. This term carries with it an implication that the
temptation to micromanage will be resisted.

The new technology tends to produce a deluge of information that
must be taken in, filtered, and integrated in real time. Informational
overload and bottlenecking has long been a vulnerability of central-
ized, hierarchical structures for command and control.2¢ Waging
cyberwar may require major innovations in organizational design, in
particular a shift from hierarchies to networks. The traditional re-
liance on hierarchical designs may have to be adapted to network-
oriented models to allow greater flexibility, lateral connectivity, and
teamwork across institutional boundaries. The traditional emphasis
on command and control, a key strength of hierarchy, may have to
give way.to an emphasis on consultation and coordination, the cru-
cial building blocks of network designs. This may raise transitional -
concerns about how to maintain institutional traditions as various
parts become networked with other parts (if not with other, outside




46 InAthena’s Camp: Preparing for Conflict in the Information Age

institutions) in ways that may go “against the grain” of existing hier-
archies.

The information revolution has already raised issues for inter- and
intra-service linkages, and in the case of coalition warfare, for inter-
military linkages. Cyberwar doctrine may require such linkages. It
may call for particularly close communication, consultation, and co-
ordination between the officers in charge of strategy, plans, and op-
erations, and those in charge of C®I, not to mention units in the field.

Operational and tactical command in cyberwar may be exceptionally
demanding. There may be little of the traditional chain of command
to evaluate every move and issue each new order. Commanders,
from corps to company levels, may be required to operate with great
latitude. But if they are allowed to act more autonomously than ever,
they may also have to act more as a part of integrated joint opera-
tions. Topsight may have to be distributed to facilitate this. Also, the
types and composition of units may undergo striking changes. In-
stead of divisions, brigades and battalions, cyberwar may require the
creation of combined-arms task forces from each of the services,
something akin to the current Marine Air-Ground Task Force.

There are many historical examples of innovative tinkering with
units during wartime, going back to the creation of the Roman man-
iple as a counter to the phalanx. In modern times, World War II
brought the rise of many types of units never before seen. For ex-
ample, the U.S. Army began using combat commands or teams com-
posed of artillery-armor-infantry mixes. The German equivalent was
the Kampfgruppe. These kinds of units could often fulfill missions
for which larger bodies, even corps, had previously failed. The U.S.
Navy was also an innovator in this area, creating the task force as its
basic operating unit in the Pacific War. Our point here is that what
have often been viewed as makeshift wartime organizational adjust-
ments should now be viewed as a peacetime goal of our standing
forces, to be achieved before the onset of the next war.

Force Size Considerations. A cyberwar doctrine and accompanying
organizational and operational changes may allow for reductions in
the overall size of the U.S. armed forces. But if the history of earlier
sea changes in the nature of warfighting is any guide, long-term
prospects for significant reductions are problematic. All revolutions
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in warfare have created advantages that became subject to fairly
rapid “wasting” because successful innovations were quickly
copied.?

If both sides in a future conflict possess substantial cyberwar
capabilities, the intensity and complexity of that war may well
require more rather than fewer forces. The better trained, more
skillful practitioner may prevail, but it is likely that having “big
battalions” will still be necessary, especially as the relative cyberwar-
fighting proficiency of combatants nears parity. In any case, whether
future U.S. forces are larger or smaller, they will surely be configured
quite differently.

Operational and Tactical Considerations. Cyberwar may also have
radical implications at the operational and tactical levels. Tradition-
ally, military operations have been divisible into categories of
“holding and hitting.” Part of a force is used to tie down an oppo-
nent, freeing other assets for flank and other forms of maneuvering
attacks.?® Tactically, two key aspects of warfighting have been “fire
and movement.” Covering fire allows maneuver, with maneuver
units then firing to allow fellow units to move. Fire creates maneuver
potential. Tactical advance is viewed as a sort of leapfrogging affair.

Cyberwar may give rise to different, if not opposite, principles. Supe-
rior knowledge and control of information are likely to allow for
“hitting without holding,” strategically, and for tactical maneuvers
that create optimal conditions for subsequent “fire.”

Nuclear Considerations. What of nuclear weapons and cyberwar?
Future wars that may involve the United States will probably be non-
nuclear, for two reasons. First, the dismantling of the Soviet Union is
likely to persist, with further arms reductions making nuclear war
highly unlikely. Second, the United States is ill-advised to make nu-
clear threats against non-nuclear powers.

Besides the lack of central threat and the normative inhibitions
against using nuclear forces for coercive purposes, there is also a
practical reason for eschewing them in this context: Bullying could
drive an opponent into the arms of a nuclear protector, or spur pro-
liferation by the threatened party. However, even a successful prolif-
erator will prefer to keep conflicts conventional, since the United
States will continue to maintain overwhelming counterforce and
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countervalue advantages over all nascent nuclear adversaries.
Therefore, the likelihood that future wars, even major ones, will be
non-nuclear adds all the more reason to make an effort to optimize
our capabilities for conventional and unconventional wars by devel-
oping a cyberwar doctrine.

In the body of strategic and operational thought surrounding war
with weapons of mass destruction, an antecedent of cyberwar is
provided. Nuclear counterforce strategies were very much interested
in destroying the key communications centers of the opponent,
thereby making it impossible for him to command and control far-
flung nuclear weapons. The “decapitation” of an opponent’s leader-
ship was an inherently cyber principle. All said, though, the dilem-
mas of mutual deterrence forced this insight into warfighting to
remain in a suspended state for some decades.

Before leaving nuclear issues, we would note an exception in the case
of naval warfare. Because the United States enjoys an overwhelming
maritime preeminence, it is logical that our potential adversaries
may seek ways to diminish or extinguish it. Nuclear weapons may
thus grow attractive to opponents whose navies are small if the pur-
suit of their aims requires nullifying our sealift capabilities. A cen-
tury ago, the French Jeune Ecole, by developing swift vessels capable
of launching a brand new weapon, the torpedo, sought to counter
the Royal Navy’s power in international affairs. Today, latter-day
navalists of continental or minor powers may be driven to seek their
own new weapons.??

Fortunately, the U.S. Navy has been following a path that elevates the
information and communication dimensions of war to high impor-
tance. For, at sea, to be located is to become immediately vulnerable
to destruction. In fact, naval war may already be arriving at a doc-
trine that looks a lot like cyberwar. There may be deep historical rea-
sons for this, in that our naval examples, even from the Napoleonic
period, have a strong cyber character.

Suggested Next Steps for Research

Our ideas here are preliminary and tentative, and leave many issues
to be sorted out for analysis. Yet we are convinced that these are
exciting times for rethinking the theory and practice of warfare—and
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that cyberwar should be one of the subjects of that rethinking. This
is based on our assumption that technological and related organiza-
tional innovations will continue moving in revolutionary directions.

We suggest case studies to clarify what ought to be taken into ac-
count in developing a cyberwar perspective. As noted earlier, these
case studies should include the Vietnam and Gulf conflicts. Com-
bined with other materials—e.g., literature reviews, interviews—
about the potential effects of the information revolution, such stud-
ies may help to identify the theoretical and operational principles for
developing a framework that serves not only for analysis, but poten-
tially also for the formulation of a doctrine that may apply from
strategic to tactical levels, and to high- and low-intensity levels of
conflict. Such studies may also help distinguish between the techno-
logical and the non-technological underpinnings of cyberwar.

We suggest analytical exercises to identify what cyberwar—indeed,
the different modalities of cyberwar—may look like in the early 21st
century, when the new technologies should be more advanced, reli-
able, and internetted than at present. These exercises should con-
sider opponents that the United States may face in high- and low-
intensity conflicts. The list might include armed forces of the former
Soviet Union, North Korea, Iraq, Iran, and Cuba. Cyberwar against a
country's command structure may have a special potency when the
country is headed by a dictator whose base of national support is
narrow.3® Non-state actors should also be considered as opponents,
including some millennialist, terrorist, and criminal (e.g., drug
smuggling) organizations that cut across national boundaries. We
expect that both cyberwar and netwar may be uniquely suited to
fighting non-state actors.

Moreover, we suggest that the exercises consider some potentially
unusual opponents and countermeasures. The revolutionary forces
of the future may consist increasingly of widespread multi-organiza-
tional networks that have no particular national identity, claim to
arise from civil society, and include some aggressive groups and in-
dividuals who are keenly adept at using advanced technology, for
communications as well as munitions. How will we deal with that?
Can cyberwar (not to mention netwar) be developed as an appropri-
ate, effective response? Do formal institutions have so much diffi-
culty combating informal networks—as noted earlier—that the
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United States may want to design new kinds of military units and ca-
pabilities for engaging in network warfare?

All of the foregoing may lead to requirements for new kinds of net as-
sessments regarding U.S. cyberwar capabilities relative to those of
our potential opponents. How much of an advantage does the U.S.
have at present? How long will the advantage persist? Such assess-
ments should compare not only the capabilities of all parties to wage
and/or withstand a cyberwar, but also their abilities to learn, identify
and work around an opponent’s vulnerabilities.

Finally, despite the inherently futuristic tone of this think piece, two
dangers are developing in the world that may be countered through
the skillful application of netwar and cyberwar techniques. The first
comes from the proliferation of weapons of mass destruction. While
the specifics of acquisition and timetables for development of credi-
ble, secure arsenals are open to debate, American opposition to pro-
liferation is unquestioned; effective action must be taken now to
forestall or prevent it.

The prospects for proliferation in the post-Cold War era create a
highly appropriate issue area for the application of netwar tech-
niques, since suasion will be much preferred to the use of preventive
force®! in dealing with most nation-state actors (including Germany
and Japan, should either ever desire its own nuclear weapons). A
netwar designed to dissuade potential proliferators from acquiring
such weapons might consist of a “full court press” along the many
networks of communication that link us to them (including diplo-
matic, academic, commercial, journalistic and private avenues of
interconnection). The ideational aspect of the netwar would con-
centrate on convincing potential proliferators that they have no need
for such weapons. Obtaining them would create new enemies and
new risks to their survival, while the benefits would be minuscule
and fleeting.

The second danger likely to arise in the post-Cold War world is to
regional security. American defense spending is likely to continue
decreasing for at least the next decade. U.S. forces will be drawn
down, and overseas deployments curtailed. The number of air wings
and carrier battle groups will decrease. Each of these developments
spells a lessened American capability to effect successful deterrence
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against conventional aggression. From South Korea to the South
Asian subcontinent, from the Persian Gulf to the Balkans and across
the territory of the former Soviet satellites to the Baltic Sea, American
forward presence will vary between modest and nonexistent. In-
deed, when we consider the likely rise of age-old ideological, reli-
gious, ethnic and territorial rivalries, we see a world in which regional
deterrence is going to be a problematic practice.

If regional wars are likely, and if American forces will be fewer and
farther away from most regions than in the past, then a cyberwar
doctrine may help to compensate for problems of distance and small
force size. If we are correct about the implications of cyberwar—that
traditional force requirements against opponents varying in size and
strength no longer hold—then the United States ought to be able to
hurl back aggressors, when it chooses, even with relatively small
forces. General Colin Powell summarizes the essence of this notion
succinctly, based on his analysis of the Gulf War:

A downsized force and a shrinking defense budget result in an in-
creased reliance on technology, which must provide the force mul-
tiplier required to ensure a viable military deterrent.... Battlefield
information systems became the ally of the warrior. They did much
more than provide a service. Personal computers were force mul-
tipliers (Powell, 1992).

While a cyberwar doctrine should provide us with robust warfighting
capabilities against the largest regional aggressors, we must recog-
nize that the small size and (perhaps) unusual look of our forces may
have less of an “intimidation effect” on our future adversaries,
thereby vitiating crisis and deterrence stability. There are two ways
to mitigate this emergent dilemma. First, applying netwar tech-
niques in regions that bear upon our interests may provide early
warning signals, and an opportunity to dissuade a potential aggres-
sor as soon as we become aware of his intentions. The second means
of shoring up regional deterrence consists of signaling our resolve
tacitly. This may involve the deployment or “show” of military force
quite early in a crisis, and could even include the exemplary use of
our military capabilities.32 Indeed, if this sort of signaling were
aimed at targets suggested by cyberwar doctrine, such as critical
communication nodes, the aggressor’s capabilities for offensive ac-
tion might come close to being nil from the outset.
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What might a cyberwar against a regional aggressor look like? In
broad terms, it would follow a “Pusan-Inchon” pattern.33 First, the
aggressor’s “knockout blow” would have to be blunted. Then,
American forces would counterattack. The burden of preventing a
complete overrun at the outset of a war would surely fall heavily
upon the U.S. Air Force and its ability to knock out the attacker’s
communications and logistics. The details will vary across regions,
because some attackers may be more vulnerable to strategic paralysis
than others. For example, future Iraqi aggression against the Arabian
peninsula would depend on its ability to use a few roads and two
bridges across the Tigris River. On the other hand, North Korea has
many avenues of advance to the South.

The forces needed to roll back aggression would likely be modest in
size. Since the invader will have been blinded by the time U.S.
ground forces arrive, the latter will be able to strike where and when
they wish. On the Arabian peninsula, for example, even an invading
army of a million men would not be able to hold out against an
American cyberwar, particularly if a defensive lodgement had been
maintained. The attacker, not knowing where the Americans might
strike, would have to disperse his forces over a theater measured in
many hundreds of kilometers in each direction. American air power
would blind him and destroy his forces attempting to maneuver.
Then, counterattacking forces would strike where least expected, de-
stroying the invader’s very ability to fight as a cohesive force. As the
Mongols defeated an army some ten times their size in the campaign
against Khwarizm, so modern cyberwarriors should be able routinely
to defeat much larger forces in the field. Of course, details will vary
by region. Again, the Korean example would be a bit more compli-
cated, although the lack of strategic depth on that peninsula is more
than offset by robust South Korean defensive capabilities.

It seems clear that a cyberwar doctrine will give its able practitioner
the capability to defeat conventional regional aggression between
nation-states decisively, at low cost in blood and treasure. Will it fare
as well against unconventional adversaries? This is a crucial ques-
tion, as many, notably Van Creveld (1991), have argued that war is
being transformed by non-state actors, and by smaller states that
must ever think of new ways to fight and defeat their betters. Thus,
crises will likely be characterized by large, well-armed irregular
forces, taking maximum advantage of familiar terrain, motivated by
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religious, ethnic or tribal zeal. Finally, these forces may move easily
within and between the “membranes” of fractionated states.

Cyberwar may not provide a panacea for all conflicts of this type, but
it does create a new, useful framework for coping with them. For ex-
ample, in the former Yugoslavia, where all of the above factors have
manifested themselves, the U.S. Army’s AirLand Battle, or even Op-
eration Desert Storm, should not be used as models for analysis.
These frames of reference lead to thinking that an entire field army
(400,000-500,000 troops) is the appropriate tool for decisive warfight-
ing in this environment. Instead, an intervention could easily follow
cyberwar’s “Pusan-Inchon” approach to regional conflict. For ex-
ample, indigenous defenders in Bosnia and other areas of the former
Yugoslavia could be armed so that they could prevent any sort of
overrun (the campaign’s “Pusan”). Next, a small combined arms
American task force, including no more than a division of ground
troops,3* might strike opportunistically where and when it chooses
(the “Inchon”). Enemy forces would be easily locatable from the air,
from radio intercepts, and by unmanned ground sensors, especially
if they try to move or fight. The fact that the aggressors are dispersed
makes them easier to defeat in detail. If they concentrate, they fall
prey to tremendous American firepower.

The Balkan crisis may prove to be a framing event for future uncon-
ventional conflicts. It may also provide an important case for devel-
oping cyberwar doctrine in this sort of setting. We note, however,
that our assessment does not imply support for intervention in this
case.

While the advent of cyberwar enables us to feel more comfortable
about the prospects for maintaining regional security in an era likely
to be characterized by American force drawdowns and withdrawals,
there is another concern associated with this sort of warfighting ca-
pability. Should the United States seek out coalition partners when it
fights future regional wars? It seems obvious that we should, since
both international and domestic political problems are mitigated by
the vision of a group of nations marching arm in arm, if not in step,
against an aggressor. However, we should be concerned about trying
to incorporate other nations’ armed forces into a cyberwar cam-
paign. Aside from difficulties with integration, the United States
should not be in any hurry to share a new approach, particularly with
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allies who may have been recruited on an ad hoc basis. It's one thing
to take a long-standing ally like Britain into our confidence. Syria is
quite another matter. Perhaps this new tension can be resolved by
having our allies defend the lodgements, the “Pusans,” while we en-
gage in the “Inchons.” It is ironic that our ability to fight and win
wars in accordance with the principles of the information revolution
may require us to withhold our new-found insights, even from our
friends and allies.
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NOTES

IDelbruck (1985 edn.) describes warfare as a dual phenomenon: it may be waged with
either “exhaustion” or “annihilation” in mind.

2This notion borrows from an earlier Soviet notion of a Scientific Technology
Revolution (STR).

Sweigley (1989: 196), quoting Van Creveld (1989: 1).
4See Bell (1980), Beniger (1986), and Toffler (1990).

5The literature on these points is vast. Recent additions include: Bankes and Builder
(1991), Malone and Rockart (September 1991), Ronfeldt (1991), Sproull and Keisler
(1991, and September 1991), and Toffler (1990).

6Ronfeldt, “Institutions, Markets, and Networks,” in preparation.

"Terms with “cyber-" as the prefix—e.g., cyberspace—are currently in vogue among
some visionaries and technologists who are seeking names for new concepts related to
the information revolution. The prefix is from the Greek root kybernan, meaning to
steer or govern, and a related word kybernetes, meaning pilot, governor, or helmsman.
The prefix was introduced by Norbert Wiener in the 1940s in his classic works creating
the field of “cybernetics” (which is related to cybernétique, an older French word
meaning the art of government). Some readers may object to our additions to the lexi-
con, but we prefer them to alternative terms like “information warfare,” which has
been used in some circles to refer to warfare that focuses on C3I capabilities. In our
view, a case exists for using the prefix in that it bridges the fields of information and
governance better than does any other available prefix or term. Indeed, kybernan, the
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root of “cyber-,"” is also the root of the word “govern” and its extensions. Perhaps ren-
dering the term in German would help. A likely term would be Leitenkrieg, which
translates loosely as “control warfare” (our thanks to Denise Quigley for suggesting
this term).

8We are indebted to Carl Builder for observing that the information revolution may
have as much impact on the “context” as on the “conduct” of warfare, and that an
analyst ought to identify how the context may change before he or she declares how a
military’s conduct should change.

9The difficult term is “information”—defining it remains a key problem of the infor-
mation revolution. While no current definition is satisfactory, as a rule many analysts
subscribe to a hierarchy with data at the bottom, information in the middle, and
knowledge at the top (some would add wisdom above that). Like many analysts, we
often use the term “information” (or “information-related”) to refer collectively to the
hierarchy, but sometimes we use the term to mean something more than data but less
than knowledge. Finally, one spreading view holds that new information amounts to
“any difference that makes a difference.”

10The importance of topsight is identified by Gelernter (1991: 52), who observes: “If
you're a software designer and you can’t master and subdue monumental complexity,
you're dead: your machines don’t work. They run for a while and then sputter to a
halt, or they never run at all. Hence, ‘managing complexity’ must be your goal. Or, we
can describe exactly the same goal in a more positive light. We can call it the pursuit of
topsight. Topsight—an understanding of the big picture—is an essential goal of every
software builder. It's also the most precious intellectual commodity known to man.”

Hlyan Creveld (1985:264) puts it this way: “From Plato to NATO, the history of
command in war consists essentially of an endless quest for certainty . ..."

1256¢ Caven (1980).
13Brodie (1944) and Grimble (1978) describe Cochrane's methods in some detail.

14Chambers (1985) is the principal reference to Mongol military doctrine for this
paper. Curtin (1908) translated the original Mongol sagas, rendering them with elo-
quence and coherence. Lamb (1927) remains an important exposition of Genghis
Khan's approach to strategy.

15perhaps this is why the Mongols slaughtered besieged forces (and civilian sup-
porters) who resisted their attacks. As word of this brutality spread, fewer cities re-
sisted (a gruesome example of netwar).

18pomestic political strife within the Mongol empire also played a part in halting
operations.

7Kjlawan also showed sensitivity to the importance of command and control at the
tactical level. At the outset of the battle of Hims, for example, he sent one of his offi-
cers, feigning desertion, over to the Mongol commander, Mangku-Temur. When close
enough, the Mameluke officer struck Temur in the face with his sword. At the same
moment the Mamelukes attacked. The Mongol staff officers, tending to Temur, were
thus distracted during the crucial, opening phase of the battle, which contributed to
their defeat. See Chambers (1985: 160-162).

183¢¢ Liddell Hart (1931), wherein his early formulation of armored maneuver warfare
mentions the Mongols as a possible model for blitzkrieg.
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19The memoirs of Guderian (1972) and Mellenthin (1976) are replete with examples of
how radio communication allowed German armor to concentrate fire until a target
was destroyed, then shift to a new target. In particular, fire would be initially concen-
trated on enemy tanks flying command pennants, as the Germans were aware of the
radio deficiencies of their foes. Though the Russians were heavily victimized by com-
munication inferiority, even France, with its superior numbers of heavier armed tanks,
suffered in 1940 because, while all armor had radios, only command vehicles could
transmit. The French also suffered because they deployed their tanks evenly along the
front instead of counterconcentrating them. Finally, it is interesting to note that Gud-
erian began his career as a communications officer.

20stolfi (1992) contends that the German “right turn” into the Ukraine fatally com-
promised Hitler’s only chance of winning a war with the Soviet Union by striking at
the heart of its strategic communications. Liddell Hart (1970:157-170) refers to the
debate over whether to attack Moscow directly, or to destroy Soviet field armies, as the
“battle of the theories,” which was won by the “proponents of military orthodoxy.”

21Mao (1961) bases his theoretical point about guerrilla warfare on his experience in
fighting the Japanese who, as the Americans would in Vietnam, focused primarily on
the disruption of tactical communications. Miles (1968) echoes Mao's point in his
analysis of the same conflict. Lawrence’s (1938) analysis of the Desert Revolt is also
confirmatory.

223ee the earlier quotation from Sproull and Kiesler (1991).
Z3posen (1984: 36).

24This is another new term that some visionaries and practitioners have begun using.
For example, see Benedikt (1991). It comes from the seminal “cyberpunk” science-
fiction novel by Gibson (1984). It is the most encompassing of the terms being tried
out for naming the new realm of electronic knowledge, information, and com-
munications—parts of which exist in the hardware and software at specific sites, other
parts in the transmissions flowing through cables or through air and space. General
Powell (1992) nods in this direction by referring to “battlespace” as including an
“infosphere.”

25Bellamy (1987) grapples with some of these issues in his analysis of future land
warfare.

26Note that the acclaimed U.S. intelligence in Desert Storm rarely got to the division
commanders; for them, every major encounter with the enemy'’s forces reportedly was
asurprise. See Grier (1992).

2TWaltz (1979) considers this phenomenon of “imitation” a major factor in the process
of “internal balancing” with which all nations are continually occupied. If a new
military innovation is thought to work, all will soon follow the innovator. A good ex-
ample of this is the abrupt and complete shift of the world’s navies from wooden to
metal hulls in the wake of the naval experience with ironclads in the American Civil
War.

287 classic example is the 1944 battle for Normandy. Field Marshal Montgomery's
forces tied down the German Seventh Army, allowing General Patton’s Third Army to
engage in a broad end run of the German defenses.

29The authors are grateful to Gordon McCormick for his insights on this topic. Also on
this point, see Arnett (1989).
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30This last point is inspired by the thinking of RAND colleague Ken Watman.

3IThere is a class of proliferator toward which our reluctance to employ forceful
measures will be diminished. Iraq, Iran, North Korea, Libya and Cuba are some of the
nations whose threatened acquisition of weapons of mass destruction may justify in-
tervention. The notion that the United States should adopt a doctrine of “selective
preventive force” against “outlaw” states is discussed in Arquilla (1992a).

32Arquilla (1992b) discusses this issue in detail.

33This notion is drawn from the Korean War, where U.S. forces began their involve-
ment by preventing the overrun of the Korean peninsula in the opening months of the
war. The Pusan perimeter held a portion of South Korea free, serving as a magnet for
North Korean forces. The amphibious counterattack at Inchon, far from the battle
fronts, threw the invaders into complete disarray.

34K(-‘-,nney and Dugan (1992) call for a “Balkan Storm” without employing any Amer-
ican ground forces. We disagree with this approach, rooted as it is in theories of
“limited liability” and “air power exceptionalism.” Nonetheless, they do identify many
of the key types of aerial cyberwar tactics that might be employed, even if their omis-
sion of an American ground component would seriously dilute any gains achieved.




Chapter Three

PREPARING FOR THE NEXT WAR: REFLECTIONS ON
THE REVOLUTION IN MILITARY AFFAIRS

Stephen J. Blank

All strategizing occurs under duress, e.g., in the context of the burden
of defeat, permanently perceived threats, or simply the eternal
scarcity of resources needed to materialize a vision of future war.
Reality always constrains strategists’ vision and nations’ capabilities.

Commanders recognize that the actual clash of arms takes belliger-
ents, as chessplayers say, “out of the books” into terra incognita or
the fog of war. Since no plan survives actual combat, and the art of
forecasting is imperfect, efforts to predict with certainty the future of
today’s revolution in military affairs (RMA) must inevitably fail. Any
view of the RMA will necessarily be only a partial one. Indeed, de-
spite the acceptance of the reality of the RMA, there is still a great
deal of argument about its nature, extent, implications, and utility for
all kinds of armed conflict.!

Nevertheless we must ponder those visible aspects of the revolution
in military affairs if we hope to prevail in future wars. Obviously we
cannot mechanically assume a linear progression from Operation
Desert Storm to the next war. Indeed, some analysts believe that war
on that scale is doomed to extinction.? If so, the militaries of the U.S.
and most other major states face either wrenching and cataclysmic
transformations, or future irrelevance as they become grossly mal-

*Stephen J. Blank, “Preparing for the Next War,” Strategic Review, Vol. 24, No. 2, Spring
1996, pp. 17-25. U.S. Strategic Institute. Used by permission.
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adapted to future small wars. Still, many analysts believe that Op-
eration Desert Storm established the technological paradigm for fu-
ture warfare in which information technologies, and electronic fire
strikes are critical. According to that view, electronic operations will
be decisive in their own right, and aero-space systems incorporating
electronic and information technologies will take warfare into a third
dimension.3

The costs of maximizing technology’s potential impose serious so-
cio-economic burdens as a consequence of the arduous effort neces-
sary to keep abreast of an accelerating rate of change. During times
of economic stringency such as our own, leaders concentrate on the
immediate future, not on distant strategic horizons and unglam-
orous issues of economic preparedness and mobilization. But if we
are to fight high-tech wars in the future, we must raise those issues
now. Only then can we manufacture and procure technologies, sys-
tems, and forces that will allow us to perform credibly in future wars.

THE REVOLUTION IN MILITARY AFFAIRS

The impact of this revolution and its policy requirements are widely
debated, not only in the U.S. but worldwide. For instance, it is not
certain that the United States can maintain its technological superi-
ority without substantial allied contributions. War games conducted
by the Pentagon’s Office of Net Assessment prominently featured ad-
vanced technology and systems in pitting China against the United
States in the year 2020. Reportedly, the outcome of the game was
unfavorable for the United States.*

Technology alone cannot guarantee victory. Future military success
does not only mean obtaining high-tech platforms, but also effec-
tively optimizing and organizing forces to supply, use, and command
them. What strategies developed under the duress of technological
competition will permit the United States to conduct future high-
tech wars? What synergies and social changes are needed to stay
ahead of the curve in this revolution?

Paul Bracken notes that to master military revolutions, an army or
state must successfully move from a coherent, well-developed vision
of future war to viable operational concepts that the armed forces
can use in war. But those operational concepts are realizable only
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when practical, substantive organizational transformations or adap-
tations that optimize the armed forces’ ability to realize those con-
cepts occur.’ States seeking strategic superiority via technological
superiority must undergo substantive organizational transformation
that enhances adaptability. Today, states move from technological
to strategic superiority by achieving organizational superiority. Or-
ganizational transformations translate superior technology into su-
perior strategic performance because organization is itself a form of
technology. Moreover, the importance of organizational change
grows during periods of technological innovation.

The U.S. can no longer rely on technological advantages to sustain
economic and military leadership . . . . The competition in both ar-
eas will focus on adaptations of new technologies in organizational
structures that are flexible enough to continuously reinvent them-
selves and that can exploit the connections made possible by the
information technology revolution. . .. the real constraints will in-
creasingly shift, however, from access to advanced technology or
physical networks to the ability to develop new organizations ca-
pable of exploiting precision, flexibility, and integration. The incen-
tives to absorb the inevitable transition costs will come from dy-
namic, adaptive global organizational networks. The key will not be
to protect U.S. institutions from today’s competitors, but to nurture
patterns of innovation that will exploit new opportunities.5

This becomes particularly difficult when trends in defense industry
are forcing all defense firms to compete and diffuse their civilian and
defense know-how and products globally to survive. Since much
new defense technology is dual-use and stems from civilian innova-
tions, techniques, and applications which are difficult to protect,
production techniques and even innovation itself are undergoing
constant global diffusion. Brisk global competition forces firms into
constant struggles to innovate and maximize their organizational ca-
pabilities.

This reality calls into question the viability of defense industrial sec-
tors which fail to develop adequate links to global technology mar-
kets. The ability to achieve competence in civilian production and
defense-industrial applications is becoming increasingly inter-
twined. At the same time, market access in the developing world
(e.g. in East Asia) increasingly requires technology sharing as an in-
strument of commercial competition.”
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Defense industries that cannot adapt, fail or are consolidated into
fewer ones.® Technology approaches its potential only where a com-
parable organizational response exists.

Desert Storm illustrates the point that technological innovation
alone does not answer strategists’ and commanders’ prayers. De-
spite the talk of Desert Storm’s air war as a high-tech template vali-
dating Douhet’s goal of an exclusively aerial strategic operation,
most allied platforms dated from the 1960s and 1970s.® What was
new was the ability to combine them effectively in a new operational
plan using new concepts to optimize their strategic potential. The
real innovations were organizational adaptation and new operational
concepts. Those changes then let commanders think in new ways
about using air power, space, and electronic warfare to achieve deci-
sive results. Study of that war indicates that continuing organiza-
tional transformation to enhance individual and unit performance,
C?, and new operational concepts is essential to maintain our edge.

Hence organizational imperatives allow field commanders to opti-
mize current and projected technological trends. A recent study of
the Air Operations Center ties this organizational and operational re-
sponse to a new vision or template of warfare.

The 1991 war in the Middle East offered a new template for modern
conflict—strategic conventional war. “Strategic,” because many of
the targets struck by the air were unrelated to immediate battlefield
outcomes, and “conventional,” since these targets were attacked
with high explosive (and in some cases, non lethal) weapons. Since
the advent of atomic weapons, most Air Force doctrine did not even
include strategic attack as a mission for the conventional bomber
force. In short, there was “no such animal” as strategic conven-
tional war. Yet, six weeks of air war in the Gulf, followed by a short,
conclusive ground campaign, energized Air Force proponents of a
strategic conventional attack against the sources of enemy military
capability. 10

While these observations suggest the sterility of an Air Force strategic
doctrine that, despite all the wars since 1945, denied the possibility of
strategic conventional war, they also validate Bracken's insights.
Only when forced “out of the books” did the Air Force formulate a
new template of war and novel operational concepts. Those con-
cepts were available and feasible because of prior innovations in avi-
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ation, space, and electronic weaponry, even though doctrine denied
their utility and feasibility in warfare. Now the changes wrought by
the air campaign over Iraq must be buttressed and institutionalized
by organizational changes.

TECHNOLOGY AND ORGANIZATION: LESSONS FROM
SOVIET RUSSIA

It is not unprecedented for great strategic visionaries who forge pro-
foundly innovative operational concepts to be unable to implement
the policies and organizational adaptations needed to realize their
vision in the defense, economic, social-organizational, and/or op-
erational spheres. This happened twice in the Soviet Union: the first
failure almost led to the country’s demise in World War II; the second
failure was instrumental in its ultimate collapse.

In the first instance of Soviet strategic failure, the military could not
defend the strategic vision and operational concepts that it had cre-
ated. Stalin’s purges and suppression of independent thinking
among commanders precluded viable organizational adaptation of
the national command authority. Thus the farseeing ideas of the
post-1917 generation, Triandafillov, Tukhachevsky, Svechin,
Lapchinsky, etc., were suppressed or discarded. Although it was ac-
cepted that the coming war would be a mass war of machines in-
tensely utilizing automotive, aviation, and tank technologies, the ef-
fects of the purges, the misapplication of the operational concepts
developed during the Spanish Civil War, the belated, incomplete
study of German successes in 1939-1940, and the complete incoher-
ence of the command system in 1939-1941 greatly contributed to the
Soviet disasters in 1941-1943.11

The miserable performance in Finland in 1939-1940 and during
1941-1943 were largely attributable to Stalin’s refusal to delegate
authority and power to a strategic command system that could en-
force the changes needed to adapt to the current wars. Similarly, the
economy, while organized for war, was territorially structured. Thus,
it was vulnerable to immediate attack. Nor could the forces of 1939-
1941 master contemporary high-technology.!? Accordingly the So-
viet military could not devise necessary modern tactics. The result
was an appalling failure.
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POLITICAL-STRATEGIC IMPLICATIONS

One may also argue that the brilliant commanders who were purged
or died before 1941, indeed Stalin himself, failed to thoroughly un-
derstand the political-strategic implications of their vision of future
war. Evaluation is a necessary and constant feature of a well-oiled
organizational system with a well-conceived vision of future war. In
postulating mass, mechanized war, and the theory of the deep strike,
Tukhachevsky et al. also postulated a revolutionary offensive, i.e. to-
tal war.13 If Russia went to war with another country, it had to be a
total war because the outcome of a Soviet victory was the revolution
from above and outside of the defeated country. But these thinkers
failed to realize that such a theory put the USSR itself at grave risk,
because if the offensive failed, the destruction of the Soviet or Stalin-
ist system then might ensue. Any Soviet posture that presumed total
war isolated the USSR from potential allies in the West, making it
vulnerable to attack, as in 1941, placing its own system at risk. This
brilliant Soviet strategic and operational vision promoted only one
kind of war: all-or-nothing conflict for both sides.

Opponents of so extreme an offensive vision, such as A.A. Svechin,
preached the acceptance of an initial defensive posture during which
full mobilization could transpire, i.e., when the Soviet state could
fully adapt to total war.!* Then and only then, could the enemy be
annihilated by offensive action. Stalin’s preference for avoiding in-
tervention until all of Europe had exhausted itself perhaps owed
something to his intuition that the entire system would be placed at
risk by the Soviet vision of war.15

The failures that attended the war against Finland in 1939-1940
called even Soviet capacity in a war against weak states into question.
The unchecked strategic and operational vision of Stalin and his
commanders and theorists led to two intolerable scenarios that
risked everything. Because nobody could or would articulate the
purely organizational and policy innovations needed for the strategic
vision to succeed, the USSR in 1941 was caught between incompati-
ble deployments and strategies.!®
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APOLICY-STRATEGY MISMATCH

The second, more recent Soviet failure is equally useful as a caution
for forecasters. Only after fifty years could Soviet armed forces exe-
cute the operational concepts pioneered by Tukhachevsky et al. The
expected Soviet offensive in Europe aimed to reach the Channel
within days by means of coordinated deep strikes against NATO us-
ing a joint arms approach and even tactical nuclear strikes.!” As for-
mulated by Chief of Staff Nikolai Ogarkov (1917-1994), this offensive
plan entailed a prior sweeping reorganization of command and force
structures—with greatly expanded roles for airborne, air assault,
naval infantry, and Spetsnaz forces and a greatly transformed rela-
tionship between air and ground forces—and Soviet defense indus-

try.

Ogarkov's central point was that the world had entered a new, third
revolution in military affairs. Conventional weapons could replace
nuclear ones in their effects, while technologies of electronic com-
ponents, information systems, third-generation nuclear weapons,
and aero-space travel must be optimized to provide Soviet forces the
means to defeat NATO. Ogarkov and his subordinates knew NATO
was embracing those systems: new Soviet operational-strategies,
e.g., the Maritime Strategy, Follow-on Forces Attack (FOFA), and Air-
Land battle.!® Indeed the last Soviet Chief of Staff, General Mikhail
Moiseev confirmed this author’s view that in Operation Desert
Storm, the allies successfully executed an ideal version of the Soviet
conventional theater offensive.?

Once again a brilliant forecast of warfare’s future nature and of its as-
sociated operational concepts foundered on the shoals of organiza-
tional and political response. To realize Ogarkov’s vision, Soviet
defense industry and the armed forces had to be fundamentally
overhauled by massive investments of capital and political will. Yet
the regime could not afford the necessary expenses and lacked either
the will or vision to transform defense industry. Additionally, other
commanders obstructed Ogarkov’s programs.?® Moreover, most
political leaders perceived the strategic implications of Ogarkov’s
script as entailing a vastly more dangerous strategic rivalry with the
West.
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Accordingly, only the most halting and ill-conceived organizational
adaptations were undertaken, and they helped undermine the entire
system. The strategic implications of Ogarkov’s scenarios for Europe
and Asia also arrayed the USSR against the entire world: NATO, the
United States, China, Japan, South Korea, Israel, etc. The regime
could not sustain the resulting arms race, militarily, economically, or
industrially. Consequently Gorbachev was forced into one strategic
retreat after another to reduce the burden of a defense industry
suited for World War II. Meanwhile, in Afghanistan, the Soviet army
showed that in its internal organization, it still could not adapt tacti-
cally, strategically, or organizationally to the wars it had to fight.
Strategically, the most notable failure of strategic leadership and
command was the fact that the USSR began this war apparently
against its best professional military advice.

Once again a brilliant strategic forecast of future war and related op-
erational concepts ran aground. The system could not respond to
the requirements of a military revolution and make the necessary
adaptations. Because there was no scope for organizational innova-
tion, visions of future war could not be materialized nor could any-
one show where they ran unwarranted risks or where reality contra-
dicted them. Absent the necessary flexibility, the vision of future war
increasingly diverged from the practical means available to imple-
ment them. And Russia’s invasion of Chechnya, in December 1994
showed a far more advanced state of organizational decomposition
and disarray than previously realized.

LESSONS FOR CONSIDERATION

Forecasters of future war and implementers of necessary organiza-
tional changes and institutional reforms must ponder these lessons
to ensure that we fight our wars and not someone else’s. These
lessons translate into propositions that are simply stated but difficult
to carry out.

First, the acid test of any vision of future war is the capacity of a state’s
political leadership and elites to restructure its defense industry,
strategic leadership, policy process, and related organizations to real-
ize that vision. That restructuring process, in turn, must clarify what
aspects of the new vision and associated operational concepts are too
strategically risky or beyond a state’s foreseeable capacity.
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Second, even under conditions of technological superiority, failure to
undertake organizational and social innovations or restructuring
guarantees that this superiority’s impact will be blunted if not
negated. In other words, no technology can make up for basic errors
in making or implementing strategy.

States with such superiority have lost wars in which they could not
formulate a strategy appropriate to reality. Their organizational and
tactical innovations were either misconceived or only partly success-
ful. Vietnam and Bosnia, each in their own way, testify to the result.
The ubiquity of such experiences suggests how truly difficult and rare
it is to marry vision and a purposeful policy of institutional changes
when confronted by a new strategic vision.

BUDGETS AND THE RMA

This returns us to our opening point. Everywhere states are grap-
pling with the RMA’s impact when their means of doing so are in-
creasingly circumscribed and their military budgets declining. The
U.S. only faces the duress of declining budgets. Others, like Russia,
face not only budgetary decline but also the burden of defeat and a
pervasive sense of threat. Russia still cannot forge a usable military
force.2! While the United States is sacrificing future systems to cur-
rent readiness and peace operations, other states may be forging new
doctrines, force packages, and economic transformations to maxi-
mize their potential. In developing states,

One of the factors revealed by this perspective on technological dif-
fusion is the importance of organizational and institutional factors
to successful defense production and innovation. In particular,
domestic systems-integration capabilities are extremely valuable in
increasing the technical absorption capabilities of a defense in-
dustrial sector. Import substitution in systems integration is thus
an important factor in rendering weapons program development
efforts robust in the face of foreign technology denial efforts. Not
surprisingly, emerging defense industrializers have set the goal of
increasing synergies from horizontal technology borrowing and in-
tegration within their own defense sectors. This helps foster coop-
eration and innovation at home, and helps a country to develop in-
digenous modifications to weapons and related technologies which
may in turn create exportable products or processes in the future.
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Co-production and co-development in North-South arms transfer
agreements intensify the potential for such gains.??

The foregoing observations suggest a third lesson; organization, in
and of itself, should also be viewed as a form of applied technology for
warfighting purposes. Only if effective military, political, and defense
industrial structures are built can states obtain the force multipliers
inherent in new technologies.

The next lesson flows logically from the third one. Technological su-
periority, i.e., superior platforms and weapons, mean little without
organizational superiority. And organizational superiority alone
probably is worth more than superior platforms and weapons. It, not
weapons’ superiority, is the contemporary equivalent, at least to some
degree, of the commander’s operational art. Without this, superior
weapons have only a tactical significance.

TECHNOLOGY AND SOCIAL ORGANIZATION

These insights may seem unoriginal, even banal. Such a perception
makes them no less useful or fruitful. Modernity’s continuous and
profound technological changes are inseparable from the parallel
revolution in social organization. This is a central seminal insight of
pioneers of modern social thought, such as Durkheim and Weber.
And the primacy of organizational factors of masses of men and ma-
teriel in modern warfare links so disparate a group of “great cap-
tains” as Mao Zedong, Lenin and Trotsky, Ho Chi Minh and Vo
Nguyen Giap, and Ulysses S. Grant as successful practitioners of far-
reaching transformations, if not revolutions in modern warfare.
Each in his own way successfully optimized the resources available
to them as nobody before them had done.

Current events also validate this insight. In October 1994, anxious to
intimidate the allies and the UN into lifting sanctions on Iraq. Sad-
dam Hussein mobilized his forces on Kuwait’s border. Within 72
hours thousands of U.S. troops, ships, planes, missiles, etc. were ei-
ther in the theater or on the way, leading Iraq to retreat. This episode
shows the importance of flexible organization. Although U.S. forces
are undoubtedly technologically superior and forward deployed
against just this possibility, their ability to deploy as a combined
force on land, sea, and air within 72-96 hours sufficed to deter Iraq.
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Our ability to organize a cohesive, joint, combined arms force that is
more than the sum of its parts was crucial. This episode also sug-
gests that organizational flexibility is a greater deterrent than an ar-
senal of smart bombs and high tech-assets. What counts is usable
military power.?

Because revolutions transform our understanding of what consti-
tutes usable military power and how it may best be deployed, we
cannot simply rely on the information revolution or the digitized
battlefield, etc. Technological change increases the importance of
strategic vision and operational art (or their functional equivalents)
because the boundaries between tactical, operational, and strategic
operations or levels are steadily disappearing. In Desert Storm there
was only a “first strike,” not a campaign.

The October 1994 episode also suggests the dangers lurking in the
necessary but risky impending defense cuts. If future developments
are to be cut to maintain readiness, we might retain our organiza-
tional and technological superiority only to forfeit them in future
conflicts. Worse, we may saddle ourselves, not with a hollow force,
but rather with one maladapted to many future contingencies.24 Of
course, there is no easy answer to or consensus around the question
of how to avoid either danger.

THE UTILITY OF TECHNOLOGICAL SUPERIORITY

Technological superiority as an end in itself has dubious utility and
probably is beyond even our means. If not combined with an orga-
nizational framework (or frameworks) to optimize the synergies ob-
tained from new technologies and organizations, superior technol-
ogy possesses only tactical significance. Its initial deployment in
war, like the use of mustard gas in 1915, achieves only a tactical local
superiority that is not translatable into broader operational or
strategic superiority. As with nuclear arms, what ensues is a race to
achieve ever more deterrents to the other side’s capabilities, few, if
any, of which can be safely used.

This is not only a nuclear phenomenon. It happened with the Ger-
man Navy before World War I, provoking British arms-racing and
hostility to Germany. Yet, once war was joined, the German Navy
was never used with any strategic effectiveness lest it be lost in battle.
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Analogously in 1940, German tanks were neither numerically nor
qualitatively superior to Franco-British tanks, but were organized
much more effectively at the strategic and operational level. Here
organizational superiority based on innovative views of modern war
and associated operational concepts was a telling, if not decisive, fac-
tor.

Indeed, if the demands of keeping pace with an ever costlier techno-
logical revolution outpace a state’s organizational and material
means for doing so, that state may keep apace with its rivals in per-
ceived military power only to fall further behind in actually usable
military power. This was Russia’s fate under both Tsarist and Soviet
rule: Russia faced an intolerable military burden and its forces be-
came progressively unsustainable. Its military leadership could not
accept the requirement to scale back military plans and strategies.

Meanwhile the Russian army expanded—even during a period of fi-
nancial stringency—to meet what St. Petersburg perceived as a
threat of the first magnitude on the Empire’s western borders.
Problems of western defense also resurrected the expensive issue of
border fortifications. In addition, as the Russians expanded their
influence in the Balkans, their boundaries in Central Asia, and their
sphere of influence in the Far East, the requirements for military se-
curity seemed to grow exponentially. Unfortunately for the Rus-
sians, neither the army nor the treasury could keep pace with the
combined growth of boundaries, influence, and interest, and once
again a dangerous gap opened between state policy and military
capability. Rapid technological change contributed to the increas-
ing political, financial, and military complexities of the situation.25

Despite repeated lessons, Tsarist leaders rejected the need to choose
priorities and cut losses. Thus they triggered a catastrophe that has
not yet been overcome. Sadly, this quotation could be written for to-
day with nothing changed, signifying thereby Russia’s intractable
strategic dilemmas. Indeed, the Soviet leadership had fallen into the
same trap by the 1980s.26

LESSONS FOR THE U.S.

Our point is not to gloat over Russia’s miseries but to encourage
constructive thinking about our own intractable dilemmas. We too
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have spiraling domestic commitments that must be met to maintain
the organizational, human, and technological bases of our superior-
ity. And they cannot be met along with multiple peace operations for
present contingencies unless the future is sacrificed. To say this is
not just a critique of the policy of the current administration. To be-
gin with, some valuable organizational initiatives in procurement are
already underway.?” Nor are all peace operations inherently coun-
terproductive. Rather we recognize an accepted fact that already in-
fluences policy. We too must strategize under duress, set priorities,
cut losses, etc. Business as usual and preserving obsolete or unsus-
tainable military plant as allegedly still happens, will not save us.

Recent writers have broadened the definition of security to include
its economic, ecological, and human bases. In an age of technologi-
cal explosion and global interdependence, this is probably the ap-
propriate way to treat the question of security. But it offers precious
little in the way of an answer. Where warfare has already become five
dimensional—land, sea, air, space, electronic (and one could make
submarines into a separate dimension)—not only might the volume
of information duly obtained overwhelm commanders’ ability to ex-
ercise command and control or give strategic guidance, ultimately it
might prove impossible to organize armed forces to execute a unified
strategic vision. Similarly, absent any consensus on the wars and
contingencies we might expect, how can we build organizations
flexible enough to respond to any threat to national or vital interests?

No definitive answer is possible before actual operations. The Air
Force’s example strongly confirms this.?® This is one reason for ma-
neuvers, exercises, etc., as well as for testing operational concepts
and organizational adaptations that really do validate new visions of
warfare. Undoubtedly there are experiments underway to create
new force packages to meet unique contingencies such as in Haiti in
1994.2% Their relevance to the Persian Gulf or Yugoslavia resides in
the creative thinking about tailoring forces to contingencies and to
create flexible means of organizing, delivering, and projecting timely
military power. Our preexisting superiorities help commanders de-
vise creative replies to unique or unforeseen tactical and strategic
challenges. As former Chief of Staff of the Army General Gordon Sul-
livan wrote, the Army’s success in organizing relief efforts for Rwan-
da’s crisis in 1994 represented a triumph of improvisation and flexi-
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ble organization, not doctrinal foresight or strategic vision about
such conflicts.30

Accordingly, one cannot stress enough the need for continued, flex-
ible, organizational adaptiveness under current stringent conditions.
By striving for technological superiority, we have committed our-
selves to achieving a technological surprise on the battlefield, which
itself is being revolutionized. But in an age of the globalization of
science and of ever higher costs of technology and weapons systems,
it seems unlikely that technological surprise will be strategically de-
cisive in the future as it was, e.g., in 1945 with the advent of the
atomic bomb.

ORGANIZATIONAL TRANSFORMATION

The United States’ progressive inability to fund the cost of protracted
theater war, present peace operations, and new platforms has be-
come clear since 1990. Today we rely increasingly on others to sup-
ply us with the finances and technologies, or the forward bases and
logistical infrastructure needed for military operations. Our quest
for qualitative superiority is an ever elusive one whose pursuit entails
costs whose implications are only dimly perceived. Thus we have
also bound ourselves over to a process that demands continuous or-
ganizational transformation, if not revolution, if we are to stay ahead
technically. To master the necessary organizational transformations
requires much more fidelity to coalition warfare; new, more flexible
force packages; dependence on foreign suppliers, organization and
coordination of multidimensional warfare; information gathering
and dissemination; constant readiness to project power, etc. This in
turn requires the constant transformation of our military and politi-
cal structure, defense industrial base, and overall economy and soci-
ety.

We have willingly given ourselves over to a revolution whose end is
inconceivable, whose nature is under acute debate, whose parame-
ters are also a matter of argument, and whose challenges are perhaps
more formidable than ever before. Henceforth, we do not have the
luxury of being able to think about these problems before they come.
Given the time necessary for weapons development and the other
processes involved, we must start serious planning for the years
2015-2020 now. We need to master both the technological and or-
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ganizational challenges that can already be glimpsed in order to be
capable of a viable strategic response to the threats of the future, be
they small, protracted theater, and even nuclear wars. Despite our
present technological superiority, it is not clear that we fully grasp all
the implications of our chosen course.

NOTES

!effrey R. Cooper, Another View of the Revolution in Military Affairs (Carlisle Barracks,
PA: Strategic Studies Institute, U.S. Army War College, 1994), pp. 1-2.

2For example Martin van Creveld, The Transformation of War (New York: The Free
Press, 1991); and Nuclear Proliferation and the Future of Conflict (New York: The Free
Press, 1994).

3Raoul Henri Alcala, “Guiding Principles for Revolution, Evolution, and Continuity in
Military Affairs,” in Paul Bracken and Raoul Henri Alcala, Whither the RMA: Two
Perspectives on Tomorrow’s Army (Carlisle Barracks, PA: Strategic Studies Institute,
U.S. Army War College, 1994), pp. 27-29. As for foreign armed forces, see Jacob W.
Kipp, “The General Staff Looks at ‘Dessert Storm’: Through the Prism of
Contemporary Politics,” Stephen J. Blank and Jacob W. Kipp, eds., The Soviet Military
and the Future (Westport, CT: Greenwood Publishing Group, 1992), pp. 115-144. See
also Mary C. Fitzgerald, “The Russian Image of Future War” Comparative Strategy,
XII, No. 2, Spring, 1994, pp. 167-180.

4Thomas E. Ricks, “How Wars Are Fought Will Change Radically, Pentagon Planner
Says,” Wall Street Journal, July 15, 1994, p. 1; and “Top Pentagon Thinker Sees
Dramatic Changes for Warfighting Strategy.” Inside the Navy, August 22, 1994, p.- 1.

SPaul Bracken, “Future Directions for the Army,” in Bracken and Alcala, pp. 1-14. This
formulation was taken, however, from his presentation to the U.S. Army War College V
Conference on Strategy, April 25-27, 1994. Cooper, pp. 16-26, also emphasizes the
importance of organizational adaptation. Andrew Latham, “Military-Technical
Revolution: Implications for the Defense Industry,” Canadian Defense Quarterly,
XXIV, No. 4, Summer, 1995, p. 18, conceptualizes these elements as technology,
technique (or doctrine), and organization. Eliot Cohen, “The Mystique of U.S. Air
Power,” Foreign Affairs, LXXIII, No. 1, January-February 1994, pp. 116-118, shows the
importance in practice of organizational adaptability in Operation Desert Storm.

6james R. Golden, Economics and National Strategy in the Information Age: Global
Networks, Technology Policy, and Cooperative competition (Westport CT: Praeger
Publishing Co., 1994) p. 266.

"David Mussington, Arms Unbound: The Globalization of Defense Production
(Cambridge, MA and Washington D.C.: Brassey’s 1994), Center for Science and
International Affairs, John F. Kennedy School of Government, Harvard University,
CSIA Studies in International Security No. 4, pp. 47-48.

8This was already apparent in 1992. See Debra Polsky, “Asia States Challenging U.S.
Firms,” Defense News, March 2, 1992, pp. 1,10.

9Cohen, p-112.

101t, Col. J. Taylor Sink, USAF, Rethinking the Air Operations Center: Air Force
Command and Control in Conventional War, Thesis Presented to the School of
Advanced Airpower Studies, Maxwell AFB, Alabama, September 1994. Sink concludes




76  InAthena’s Camp: Preparing for Conflict in the Information Age

by stressing that his suggested remedies are answers to doctrinal and organizational
problems. Sink, p. 52 (Italics in original).

Hjacob W. Kipp, “Barbarossa, Soviet Covering Forces and the Initial Period War:
Military History and Airland Battle,” Soviet Army Studies Office, Ft. Leavenworth, KS,
1987.

21piq.

13Mikhail Tukhachevsky, “A Collection of Articles by the Red Army’s Leading Military
Theoretician,” Art of War Colloquium, U.S. Army War College May 1983, pp. 52-58.

14plexander A. Svechin, Strategy, ed. and trans. by Kent D. Lee, with Introductory
Essays by Andrei A. Kokoshin, Valentin V. Larionov, Vladimir N. Lobov, Jacob W. Kipp
{Minneapolis MN: East View Publications, 1992).

150 his famous speech of February 9, 1946, Stalin claimed that the imperialists
thought the whole system was a “house of cards.” Given his penchant for projecting
his fears onto others, this may have reflected his deepest concern.

16Kipp, “Barbarossa,” pp. 23-31.

17Lothar Ruehl, “Offensive Defense in the Warsaw Pact,” Survival, XXXIII, No. 4,
September-October 1991, pp. 442-450; Michael Boll, “The Evolution in Soviet Military
Doctrine, 1984-1994,” in LTC James F. Holcomb and Michael M. Boll, Russia’s New
Doctrine: Two Views (Carlisle Barracks, PA: Strategic Studies Institute, U.S. Army War
College, 1994), pp. 18-19; and Beatrice Heuser, “Warsaw Pact Military Doctrine in the
1970’s and 1980’s: Findings in the East German Archives, “Comparative Strategy, X11
No. 4, October-December 1993, p. 451.

18This is precisely the way Cooper too understands Ogarkov. See Cooper, p. 27; and
Dale Herspring, The Soviet High Command 1967-1989: Personalities and Politics
(Princeton, NJ: Princeton University Press, 1990); Rose Gottemoeller, “Intramilitary
Conflict in the Soviet Armed Forces,” Bruce Parrot, Ed., The Dynamics of Soviet Defense
Policy (Washington, DC: Wilson Center Press, 1990}, pp. 79-118.

195tephen J. Blank, The Soviet Military Views Operation Desert Storm: A Preliminary
Assessment (Carlisle Barracks, PA: Strategic Studies Institute, U.S. Army War College,
1991), pp. 31-33. Moiseev's reaction was related by Dr. Tyrus Cobb, then of the Center
for Naval Analyses.

2OI—Ierspring, passim; Gottemoeller, pp. 79-118; Stephen ]. Blank, “New Strategists
Who Demand the Old System,” Orbis, XXXVI, No. 3, Summer 1992, pp. 365-378.

21This is still the case, as Russia’s crisis in military spending shows. Stephen J. Blank,
Reform and the Revolution in Russia’s Defense Economics (Carlisle Barracks, PA:
Strategic Studies Institute, U.S. Army War College, 1995), pp. 24-28.

22Mussington, p. 62.

23Bradley Graham, “Rapid Deployment Plans in the Crucible,” Washington Post,
October 11, 1994, p. Al12.

24Dov Zakheim, “Haiti Deployment Has Many Costs,” Defense News, October 10-186,
1994, pp. 23-24.

25Bruce W. Menning, Bayonets Before Bullets, The Imperial Russian Army, 1861-1914
(Bloomington, IN: Indiana University Press, 1992), p. 92.




Preparing for the Next War: Reflections on the Revolution in Military Affairs 77

26Blank, “New Strategists,” pp. 365-378. Victor Glukhikh, Chairman of the Russian
State Committee for the Defense Industry, recently stated that if Russia cannot sell
arms abroad, it could not afford to develop new weapons with which to defend itself.
See Foreign Broadcast Information Service, Central Eurasia, September 26, 1994, p. 23.

ZTKenneth Allard, “It’s Not Very Flashy, But the Payoff Is Real,” Washington Post
Weekly, October 10-16, 1994, p. 41.

283ink, pp. 47-48.

2ohn F. Harris, “Military's Rapid Switch in Haiti a Tactical Win for Joint-force
Planner,” Washington Post, September 28, 1994, p. A21,

30General Gordon R. Sullivan and Lt. Anthony M. Coroalles, Seeing the Elephant:
Leading America’s Army into the Twenty-First Century (Carlisle Barracks, PA: Strategic
Studies Institute, U.S. Army War College, 1995), pp. 42-43.

o




The proceeding page (78) is blank and left out of original




Chapter Four

AN INFORMATION-BASED REVOLUTION IN MILITARY
AFFAIRS’

Norman C. Davis

The world is on the cusp of an epochal shift from an industrial- to an
information-based society. History demonstrates that changes of
this magnitude do not occur without being accompanied by funda-
mental change in the way war is conducted.! This “Information
Revolution” is a product of advances in computerized information
and telecommunications technologies and related innovations in
management and organizational theory.

Today, rapid and far-reaching changes are occurring in how infor-
mation is collected, stored, processed, and disseminated, and in how
organizations are designed to take advantage of this increased avail-
ability of information.? The Information Revolution is setting in mo-
tion forces that challenge the design of many institutions. It disrupts
the hierarchies around which modern institutions—particularly mili-
tary institutions—traditionally have been designed. It diffuses and
redistributes power, often to the benefit of those that once may have
been considered lesser actors. These changes will inevitably have a
profound impact on the means and ends of armed conflict.3

"Norman Davis, “An Information-Based Revolution in Military Affairs,” Strategic
Review, Vol. 24, No. 1, Winter 1996, pp. 43-53. U.S. Strategic Institute. Used by
permission.
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HISTORICAL CONTEXT

Following the Persian Gulf War, many authors focused on the im-
pressive array of high-technology weapons that allowed the U.S.-led
coalition to overwhelm the world’s fourth largest army in a remark-
ably short time. They used this conflict as evidence that a Military-
Technical Revolution (MTR) had occurred.* Unfortunately, use of
the term MTR denotes an inordinate emphasis on the importance of
technology at the expense of other elements of revolutionary
change.® For this reason, revolution in military affairs (RMA) is the
preferable term as it places the focus on the revolution, and implicitly
assigns technology a supporting role.

CHARACTERISTICS OF RMAs

There are, by definition, significant differences between evolutionary
and revolutionary change. In the security context, these differences
can be described as follows:

Evolution is the logical progression of an existing system or frame-
work, while revolution connotes a fundamental break with prece-
dent. ... Performance improvements which signal tactical revolu-
tions very rarely justify revolution at the operational or strategic
level. A truly revolutionary strategic development alters perceptions
of the relationship of means to ends and, most importantly, dictates
a reformulation of warfighting doctrine—the codified precepts that
govern [military] operations.8

Accordingly, revolutions are not merely more clever technological (or
organizational) breakthroughs than ordinary evolutionary innova-
tions; these revolutions are more profound in both their sources and
implications.” They involve fundamental discontinuities, i.e., dra-
matic breaks with the existing status quo. It is important to recog-
nize that a revolution is not simply an existential condition—i.e.,
created simply by the appearance of new technological capabilities.
Without recognition and exploitation, both requiring positive action,
there can be no revolution. Creating a revolution is, therefore, more
than pushing the limits of military technology; it is an active process
that requires effective adaptation by individuals and organizations
for successful exploitation to occur.?
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Implications of a revolutionary new technology are often not widely
recognized at first. Frequently, organizations try to fit the innovative
technology into established ways of doing things, and these innova-
tions are expected to prove themselves in terms of existing measures
of effectiveness.® It may take time to realize that inserting new tech-
nology into old systems and organizations may create new ineffi-
ciencies, even as some current activities become more efficient or
effective. It may take even more time to realize that the activity it-
self—in both its operational and organizational dimensions—should
be restructured, even transformed, to realize the full potential of the
new technology.1?

Truly revolutionary developments often do not merely enhance the
ability to fulfill existing missions, but rather are best suited to per-
form new functions or meet previously unidentified requirements.
Unless, however, these new functions are captured in the accepted
methods of assessment, innovative developments may not appear to
offer significant operational enhancements. Thus, as the environ-
ment is changed by revolutionary innovation, the old measures of
effectiveness may no longer be appropriate to measure the new
modes of operation, and may no longer be relevant to altered objec-
tives.!! With revolutionary military innovation, fundamental change
to the existing warfighting paradigm is guaranteed.

PREVIOUS REVOLUTIONS

While the notion of periodic and fundamental change in the conduct
of war is not a new one, the systematic study of technology's impact
on war is a relatively recent phenomenon. Perhaps the definitive
work on the subject is Martin van Creveld’s Technology and War:
From 2000 B.C. to the Present. In this book, van Creveld divides mili-
tary history into four eras: the “Age of Tools,” the “Age of the Ma-
chine,” the “Age of Systems,” and the “Age of Automation.”!? This is
not to suggest that there have not been significant changes in the
conduct of war within these eras—these certainly have occurred—
but rather is intended to provide a conceptual framework for explo-
ration of the subject.

During the “Age of Tools,” which lasted until approximately 1500
A.D., most technology was driven primarily by energy from the mus-
cles of men and animals. Following the appearance of a few basic in-
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ventions (e.g., bronze and iron weapons, the stirrup, and wheeled
vehicles), for the two millennia up to c. 1500 A.D. technological
change had remarkably little impact on how wars were fought.

The overarching trend during the “Age of the Machine” was toward
the requirement for progressively greater professional skills which
led to a growing demand for harnessing military potential in an in-
creasingly organized, even institutionalized, manner. The art of war
in the “Age of the Machine” was perfected by Napoleon’s France,
which harnessed, for the first time, the vast resources of a newly in-
dustrializing nation to equip and support a mass army. This revolu-
tion coincided with three other significant upheavals: a political
revolution that led to the rise of the republican nation-state; a socio-
economic upheaval resulting from the Agricultural Revolution; and
economic changes produced by the spread of the Industrial
Revolution to France. The “nation in arms”—the levée en masse—
enabled the conduct of military operations across vast distances and
marked the start of a continuing trend toward the substitution of
firepower mass for manpower mass in warfare.!3

In the “Age of Systems,” the emphasis shifted to the integration of
technology into complex networks, with the individual elements of
technology becoming integrated with the other elements, first by the
railway, then the telegraph, and then through other increasingly
complex technologies. This era culminated in World War II with the
innovative application of mechanization, aviation, and communica-
tions technology to military use in the Blitzkrieg, which enabled the
German army to re-introduce the strategic and operational mobility,
maneuver, and initiative that were conspicuously absent from the
Western Front during World War 1.14

The importance of systems has taken a further leap forward since
1945. According to van Creveld, the unifying theme of this era is not
nuclear technology, as one might expect, but rather the “Age of Au-
tomation.” The real story of the post-World War Il era is that “. . . the
cardinal result of the invention of invention, and the accelerated
pace of technological innovation, was a vast increase in the amount
of information needed to ‘run’ any military unit, make any decision,
carry out any mission, conduct any operation, campaign, or war.” 13
The increase in the amount of information that must be digested for
these purposes has become so overwhelming that only the automa-
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tion, usually the computerization, of the information gathering and
distributing process has permitted military headquarters to keep
pace with the expanded volume of data.

In each of these cases, revolutionary change in the conduct of war
required the introduction or maturation of new military technologies
(e.g., the internal combustion engine and armor), their integration
into new military systems (e.g., the tank and the intercontinental
ballistic missile), the adoption of appropriate operational concepts
(e.g., the armored breakthrough and strategic bombing), and, finally,
the requisite organizational adaptation (e.g., the Panzer division and
the Strategic Rocket Forces). Technology alone is not sufficient to
produce a military revolution; how military organizations adapt and
shape new technology, military systems, and operational concepts is
much more important.

THE INFORMATION REVOLUTION

The Information Revolution is based primarily on significant techno-
logical advances that have increased our ability to collect vast quan-
tities of precise data; to convert that data into intelligible information
by removing extraneous “noise”; to rapidly and accurately transmit
this large quantity of information; to convert this information
through responsive, flexible processing into near-complete situa-
tional awareness; and, at the limit, to allow accurate predictions of
the implications of decision that may be made or actions that may be
taken.’® This revolution, and the change to a post-industrial world,!?
also seems to imply significant changes not only for the means of
warfare, but for its objectives as well.

The Information Revolution is also having an impact on organiza-
tions of all kinds as traditional hierarchies are increasingly being re-
placed by amorphous networks. While institutions are traditionally
built around hierarchies and seek to act autonomously, multi-orga-
nizational networks consist of often small organizations, sub-ele-
ments of existing institutions, and even individuals that have been
linked together—often on an ad hoc basis. The Information Revolu-
tion favors the growth of such networks by making it possible for di-
verse, dispersed actors to communicate, coordinate, and operate to-
gether across greater distances and on the basis of more timely and
higher quality information than ever before possible. 8
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ROOTS OF THIS RMA

The desire to substitute firepower for manpower, or what General
Van Fleet during the Korean War termed the desire “to expend fire
and steel, not men,”!? has been a focus of U.S. defense policy for
many decades. This basic American value led ultimately to an effort
to develop a new way of waging war that depended less and less on
quantitative material superiority and attrition to ensure victory.
Conceived in the 1970s, this approach was part of what former Secre-
tary of Defense Harold Brown called the “offset strategy,” which was
based on the need to counter the overwhelming quantitative superi-
ority of Soviet and Warsaw Pact forces in Europe. The aim was not
simply to field better weapons than the Soviet Union; rather, the off-
set strategy was intended to give American weapons a systems ad-
vantage by supporting them on the battlefield in a manner that
greatly multiplied their combat effectiveness.?°

The Soviets recognized and appreciated the potential impact of these
technological developments and the resultant change in American
strategy. This appreciation was developed in concepts first put for-
ward in the late 1970s and early 1980s in the series of papers by So-
viet Marshal Nikolai V. Ogarkov, including his seminal 1982 paper.?!
Ogarkov worried about how to conduct decisive operations in the
European theater, a theater that was dense with heavily-armored
mechanized forces and supported by tactical and theater nuclear
force on both sides. His concern was that, by the early 1980s, the
U.S. may have solved its strategic problem by synthesizing new tech-
nologies, evolving military systems, operational innovation, and or-
ganizational adaptation into a whole that was more powerful than
the parts. '

The Soviet argument for a dawning RMA focused less on military
hardware than on technological advances making possible qualita-
tive transformations in conventional, non-nuclear warfare. Soviet
strategists maintained that in the near future, “reconnaissance-strike
complexes” would enable commanders to detect targets, then
rapidly and effectively attack them at long ranges. These combina-
tions of sensors and weapons would blur the traditional distinctions
between the offense and defense and allow the conduct of war over
much greater distances than ever before.?? Ogarkov believed that, in
modernizing military theory and practice, “stagnation and a delayed
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‘perestroika’ of views . . . are fraught with the most severe conse-
quences.” Throughout the 1970s and 1980s, he lobbied persistently
for a timely incorporation of these new non-nuclear technologies
into the Soviet conventional military force structure.?

The 1991 Persian Gulf War was the prototype of this future kind of
war. It was characterized by the widespread availability of precision,
deep-strike delivery systems on land and aboard ships and aircraft,
together with a large inventory of extremely lethal conventional
munitions directed by sophisticated target-acquisition systems to
designated targets under near-continuous surveillance. Soviet ex-
perts, for example, stressed repeatedly that the coalition won so
quickly, and with minimal losses, because of its “overwhelming su-
periority in contemporary methods of warfare: in aviation, advanced
conventional munitions, and means for reconnaissance, command
and control, and electronic warfare.”24

Desert Storm demonstrated that an important advantage of U.S.
forces was their ability to execute complex, orchestrated, high-
tempo, simultaneous, parallel operations that overwhelmed the en-
emy’s ability to respond. This advantage was built not only on ad-
vanced sensors and advanced conventional munitions, but perhaps
more importantly on forces supported by modern command, con-
trol, communications, and intelligence (C3I) systems and technolo-
gies that allowed the U.S.-led coalition to collapse previous spatial
and temporal constraints on simultaneous operations.

ELEMENTS OF THIS REVOLUTION

Advanced conventional munitions have made spectacular advances
in lethality by linking near-real-time information to precision-guided
weapons controlled by digital command and control systems.?
Bombing has become so precise that weapon systems can routinely
attack not just the building or the room, but “the corner of the room
that will bring everything down—even the vent shaft that will put the
bomb inside the shelter.”26 This may enable us to view the venerable
military principle of mass from an entirely different perspective and
alter the traditional relationship between the offense and the de-
fense. A defender, equipped with these sophisticated munitions, can
now inflict unacceptable casualties on an attacker before the latter
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can close for battle, while a similarly equipped attacker can likewise
reciprocate.?’

The sensor revolution, which was enabled by the computerization of
individual platforms and weapon systems, complements these ad-
vances in weapons lethality. An individual platform—manned or au-
tonomous—can now detect and track individual vehicles, ships, or
aircraft well beyond visual range, and provide targeting information
on a near-real-time basis to long-range offensive attack systems.
Additionally, these sensors are becoming fully integrated with tradi-
tional command and control systems to achieve synergies never be-
fore possible. The Airborne Warning and Control System (AWACS)
and the new E-8A Joint Surveillance and Target Attack Radar System
(JSTARS) aircraft, which couple high-technology sensors and com-
munications with command personnel, are but two examples of this
kind of C3I.

In the past, military commanders have not had the C3I capabilities to
manage military forces to the limit of their potential effectiveness.?8
They have had to rely on increases in the individual components of
combat power—i.e., mass, mobility, reach, and firepower—or the
exploitation of an opponent’s failings, to make up for these inade-
quacies. The associated costs were high not only in resources, but
also in organizational distortions and operational constraints. What
was often referred to as the “fog of war” is in reality disorder—the in-
ability to maintain unity of action due to shortcomings in the C3I
systems.2?

The post-modern battlefield stands to be fundamentally altered by
the Information Revolution at the strategic, operational, and tactical
levels (if these distinctions even remain valid). The increasing
breadth and depth of the battlefield and the inexorably improving
accuracy and destructiveness—and therefore lethality—of even con-
ventional munitions have heightened the importance of C3I to the
point where dominance in this domain alone may, if exploited prop-
erly, yield consistent war-winning advantages.30

THE CHANGING SECURITY ENVIRONMENT

While the structural foundations of the post-World War II interna-
tional system remain in place, there have been profound changes in
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how this system actually functions. In addition to the dramatic in-
crease in the number of nation-states, there has been a significant
change in character of the participants in the international arena.
Nation-states remain the primary actors, but increasingly interna-
tional organizations such as the United Nations, the European
Community, the Organization of American States, and a wide variety
of other non-governmental organizations, such as Doctors without
Borders, are making their presence felt on the international scene. In
addition, transnational actors including the media, religious move-
ments, terrorist groups, drug cartels, and countless others exert con-
siderable influence in international relations. In essence, the world
is organizing itself in a series of interconnected networks that, while
in contact with each other, are not controlled by any traditional hier-
archy. Nation-states find themselves pulled simultaneously in fun-
damentally opposite directions—toward integration by international
security, trade, and social organizations and disintegration by sub-
national movements that seek to splinter the state.

Furthermore, modern (mostly Western) nations are developing post-
industrial, “third wave” economies that are built on information as
the fourth critical factor endowment (the others being land, labor,
and capital). This trend carries at least three significant implications
for the future international security environment.3!

+ This new factor endowment is dependent neither on unchange-
able physical resources nor on large, fixed-capital investments
that have long depreciation and pay-back periods. As a result,
economic power built on this foundation can be developed far
more quickly. '

* This source of strength is also far more agile and adaptable, and
can respond with shorter time constants to changes in the envi-
ronment; it may well be capable of greater surprises.

* This factor is also more mobile and potentially more transfer-
able; and power growing from it may be subject to greater diffu-
sion.

Unless Mexico or Canada are suddenly transformed into aggressive
regional powers, the U.S. will not, in the foreseeable future, be the di-
rect object of aggression. Therefore, we can expect to fight in con-
flicts at extended distances, and, with the exception of a regional




88 InAthena’s Camp: Preparing for Conflict in the Information Age

power that develops weapons of mass destruction coupled with in-
tercontinental delivery systems, without a direct threat to our na-
tional survival. Additionally, the collapse of the Soviet Union means
that it is unlikely, in the immediate future, that we will face a new se-
curity threat of that magnitude.

It is possible that, in the future, few rational opponents will be likely
to challenge, or will even be capable of challenging, the U.S. in a
contest with large, multi-dimensional military forces. It is certainly
conceivable, however, that a future challenger might choose to strike
directly against the developing international networks that support
the increasing internationalization of trade, culture, and politics.
Such an adversary would seek to destroy not the military power, but
rather the underlying fabric of the international system and its core
values, especially if these values are fundamentally at odds with
deeply held cultural, religious, or ideological beliefs.32

ALOOKAT THE FUTURE

Although we cannot definitively predict the precise course a future
conflict might take, we can almost certainly expect a significant
broadening of the extent of the battlefield with the operational
tempo increasing by yet another order of magnitude to the point that
the levels of war—the strategic, operational, and tactical—essentially
merge. Lethal, precision-guided munitions will be able to be
launched at ever-increasing ranges, often well beyond the visual
range of the enemy. Smaller, combined-arms combat formations
with advanced indirect- and direct-fire weapons will be able to dom-
inate even larger areas than in the past.3 Furthermore, surprise may
become the decisive factor in determining both the “course and out-
come” of a war; in fact, these may now be described as “a single phe-
nomenon.” As a result, the initial period may now be in effect the
only period in future warfare.3* Operational campaigning under
these circumstances must be viewed as an integrated, seamless pro-
cess in which the time constants of the individual elements are criti-
cal to the effectiveness of the overall plan.

Indeed, the analogy between this campaign paradigm to “just-in-
time” operations and the older campaign model, with its pre-plan-
ning, clearly delineated phases, and reliance on reserves, to an
inventory-based manufacturing process is noteworthy.3% Inventory-
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based management and production systems, which are the industrial
counterparts to existing military command and control architec-
tures, reflected the high likelihood of both information and control
failures in the subsidiary production systems. To deal with these im-
perfections, industrial manufacturing systems use[d] time and excess
resources, i.e., inventories, as the “slack variables.” Not only did this
require carrying large stocks of parts and in-process work, but this
method of operations also often resulted in the production and
maintenance of large inventories of finished products for which
there was no longer a demand. 38

The traditional military reliance on reserves and redundancy often
has been the only method of hedging against operational failures—of
overcoming the “fog of war”—by also using time and excess re-
sources as the slack variables. Command and control imperfections
increased reliance on pre-planning, thus forfeiting the benefits of the
local situational awareness and responsiveness of subordinate com-
manders to unfolding developments on the battlefield. Under the
old limitations on synchronization capabilities, there was no choice
but to create hierarchical organizations and processes to enforce
centralized direction. Even with pre-planned actions, shortcomings
in the supporting information systems did not allow commanders at
the top to know, much less fully understand, what was happening.
This made it virtually impossible to exercise effective command and
control of ongoing operations.37

Thus, synchronization efforts have been constrained by the avail-
ability of what has been, at best, partial information; and shortcom-
ings tended to keep commanders below the level of “understanding.”
Modern C3I systems now offer the opportunity to alter the existing
command paradigm. The locus of the decisionmaking can be shifted
down the command chain to those who must actually execute the
overall plan. These subordinate commanders can now share in the
global situational awareness provided by worldwide, near-real-time,
integrated C3I systems while at the same time retaining the benefits
of local situational awareness.3® This promises a significant advan-
tage on the battlefield to the side that can best accomplish it.
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EXPLOITING THE RMA

It is certain that careful implementation of the RMA will be needed
since revolutions are, by nature of their potential for dramatic op-
erational and organizational changes, antithetical to the cultural
norms of existing bureaucratic structures. Detailed theories of inno-
vation relating specifically to military organizations have only re-
cently emerged, but it has long been the conventional wisdom that
only catastrophic military defeat can move a military organization to
embrace innovation.3® No one experienced in dealing with military
bureaucracies could possibly doubt that innovation in the military
sphere is extremely difficult; however, there are many instances
where military innovation was preceded by victory, not defeat. The
interwar period is a case in point.40

Despite this, the historical tendency of military organizations has
been to use new capabilities to support existing missions, and to op-
pose new capabilities that threaten existing missions.4! For real in-
novation to occur, the doctrinal and operational implications of new
capabilities must be translated by senior officers into new critical
military tasks and missions for the entire organization.*? This takes
time, typically a generation or more, to effect.

ENABLING TECHNOLOGIES

The renowned British strategist, J.F.C. Fuller, argued that with each
change in weapons, organizations and tactics must also change.
Then a determination must be made as to the most dominant
weapon around which to arrange the employment of other weapons.
It is important to note that it is not necessary for the “master
weapon” to be the decisive weapon on the battlefield. Its qualifica-
tions for mastery are found in its ability to immobilize or upset the
enemy’s tactics and so enable other weapons to be decisively used.
In short, it sets the tactical pace.*3 The key to exploiting this revolu-
tion in military affairs will be correctly identifying what system con-
stitutes the “master weapon” in this new era.

In future warfare, the struggle for information will play a central role,
taking the place, perhaps, of the struggle for geographical position
held in previous conflicts. Information superiority is emerging as a
newly recognized, and more intense, area of competition. In re-
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sponse to these developments, C3I systems must be designed to
provide commanders at all levels the information and communica-
tions needed to direct the dispersion or concentration of their forces
and, more importantly, weapons’ effects at the decisive point in time
and space.

It may now be time to design the command and control system first,
based on the full range of technological possibilities, and then select
individual weapons systems for acquisition based upon our ability
most effectively to integrate them into this C®I system. This is not as
far-fetched as it might at first seem. Throughout history, successful
military organizations have based their organization and battlefield
formations on existing command and control technologies. In a
sense, it is the soldiers of the modern age who are out of step with
history, acquiring weapons systems and platforms based principally
on their mechanical capabilities, then improvising a command and
control system that barely meets battlefield requirements.*4

The ability of the U.S. to construct and amortize a global information
network as the foundation of such a command and control system is
the principal source of long-term advantage over potential adver-
saries.#> While constructing this system will be expensive, the U.S.
has already made much of the necessary research and development
investment to lay the foundation for these future capabilities. More-
over, many of the important components of such a future system
(e.g., the Global Positioning System, worldwide communications,
surveillance and reconnaissance platforms, etc.) are already in place.
It is this global C3I system that will be the master weapon of the
twenty-first century.

C3I systems by themselves, however, do not fight and win wars. The
weapons of tomorrow must be designed to take advantage of the
possibilities offered by this global system. In fact, the era of preci-
sion-strike weapons systems that require both absolute (i.e., latitude
and longitude) and relative (i.e., bearing, range, course, and speed)
positioning information has already arrived.*6

An important feature of this RMA is that the supporting technologies
are the same as those being rapidly developed in the commercial
world. Thus, this revolution can be based on technologies that are
also critical for our success and comparative advantage in the global
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economy. A sound national security investment strategy would fo-
cus resources not only on the acquisition of a small number of large-
scale, global systems or networks to provide surveillance and tar-
geting information, but also on inexpensive weapons that can be
directed by this system. These investments would provide both a
significant operational advantage during the short-term, and a flex-
ible foundation on which to build for longer-term, but uncertain se-
curity challenges.*’

HUMAN FACTORS

The primary impact of the Information Revolution is to push the en-
velope of the decision-making speed-limit, i.e., the speed of thought.
The result of these technological advances is that the time required
to take action on the battlefield is becoming increasingly limited by
the speed at which the human in the loop can make a tactical deci-
sion.*8

In the past, decisions were made at a given command level because
only that level had the requisite information to make the appropriate
decision. But now, everyone in the chain of command can have ac-
cess to the same information at essentially the same time. This has
important consequences, for both good and ill. Now the President
can select bombing targets in North Vietnam and direct helicopters
in Iran from the White House, or he may sleep through the night
while Libya is bombed. A commander now has to know when to give
an order and when to hang up the telephone and let the organization
execute the plan he has devised.*® For action-oriented people, as
senior military officers often are, the decision to do nothing is often
the hardest to make.

IMPACT ON ORGANIZATIONS

The future shape of military organizations was glimpsed in the 1991
Persian Gulf War. The dependence of modern military organizations
on tremendous amounts of information, and the relative ease with
which communications technology can disseminate that informa-
tion, meant that supporting authority would inevitably diffuse out of
theater of operations. Now, commanders can tap the expertise of
large staffs and other organizations thousands of miles away to for-
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mulate plans for actions to be taken during the next several hours.
Central Command's formal organizational scheme did not explicitly
acknowledge this, but the command system rapidly became depen-
dent on informal, ad hoc arrangements.*® This was not an aberra-
tion, but is representative of a trend that will only accelerate in the
future.

This trend should not be resisted, but rather embraced and leveraged
to our advantage. Implementing this information-based RMA will
require that capabilities for the command and control of simultane-
ous, continuous operations be increased and that the current dis-
tinctions between these types of operations be eliminated. More-
over, shortening the time-constants for decision and action will
require the decentralization of command authority, and a concomi-
tant relaxation of control downward from top of the command pyra-
mid. Many of the innovations portended by the Information Rev-
olution are already reflected in changes in the organizational
structures and decision processes found in the commercial sector,
including changes in the role of management and the locus of
decision-making in commercial organizations. These changes are
intended to dramatically improve the speed of both decision and ex-
ecution, which are increasingly viewed as the key elements of com-
petitive advantage.5!

Waging war in the post-modern era will require major innovations in
organizational design, in particular a shift from hierarchical to net-
work structures. The traditional reliance on hierarchical designs
must be replaced with network-oriented models to allow greater
flexibility, lateral connectivity, and teamwork across institutional
boundaries.5? In light of both the reduced costs of information gath-
ering and distribution and the resultant increase in the capability to
disseminate real-time information to dispersed consumers, we must
rethink the current organizational structures designed under the old
span-of-control and information processing constraints. Organiza-
tional concepts for increasing combat power that demanded mass-
ing and concentration of forces will have to be examined in light of
the new opportunities to combine and synchronize disparate ele-
ments at low frictional costs; the commercial sector concept of the
“virtual corporation” has obvious parallels for this military restruc-
turing.”3
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Beyond these command and control issues, the rapidly expanding
operational capabilities of military forces are also challenging the
traditional division of labor—the “roles and missions”—of the mili-
tary services. The further that surveillance and reconnaissance sys-
tems can see and weapons systems can shoot, the greater the zone of
influence—and interest—of the commanders that control them. The
result is that service-specific “battlespaces” increasingly intersect
with each other, and will eventually merge.’* The coming changes
cannot help but have a significant impact on the current organiza-
tional paradigm.

CONCLUSION

Previous revolutions in military affairs have primarily served to en-
hance the combat power of military forces by improving the effec-
tiveness of its constituent elements, i.e., mass, mobility, reach, and
firepower. Although today’s Information Revolution is not a revolu-
tion in military affairs, per se, it is the foundation on which one can
be built. The current RMA results not from the quantity or even
quality of information in and of itself, but rather from a combined
revolution in higher order cognitive processes and command and
control capabilities. As Desert Storm so vividly demonstrated, this
revolution promises (or threatens, depending on your point of view)
to restore the capacity to achieve decisive results on the battlefield,
the Clausewitzian coup de main, and to do so in a remarkably short
period time.

Fortunately, the U.S. is well-positioned to take advantage of this
revolution; its constituent elements are our greatest comparative
strengths. As noted earlier, the U.S. is the only nation with the ability
to construct and amortize a truly global information network. Such a
network can provide the foundation for a significant comparative
advantage over potential adversaries for many years to come. To re-
iterate J.F.C. Fuller’s observation, it is around this “master weapon”
that we should “arrange for the cooperation of all other weapons.”
This is not to suggest that traditional elements of military power are
now obsolete. We must continue to be prepared to deal with lower-
technology challenges of the variety that have historically given us
the greatest difficulty.5®
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The coming changes mirror those taking place in the commercial
sector as the economic paradigm shifts from the traditional, hierar-
chical corporation to amorphous networks of cooperative work-
groups and even individuals. The blurring of distinctions between
management and labor, “physical” and “intellectual” capital, and
foreign and domestic markets in the economic sphere parallels the
blurring of distinctions between offense and defense and the collaps-
ing of the strategic, operational and tactical levels in the military
sphere. Profound changes are taking place that will significantly al-
ter the way we prepare for and wage war. We would be well advised
to anticipate these changes and leverage them to our advantage to
preserve our security in a dangerous, unpredictable world.
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Chapter Five

ANOTHER VIEW OF THE REVOLUTION IN
MILITARY AFFAIRS'
Jeffrey R. Cooper

INTRODUCTION

Since the subject was raised within the American defense commu-
nity? [see the end of this chapter for notes], the Revolution in Military
Affairs (RMA) has been the subject of at least three summer studies,
many conferences, numerous papers and briefings, and a host of
war-gaming exercises. As a result of these efforts, DoD is now
investigating an RMA initiative. But while the community seems to
agree on a number of important issues, concord on other critical
points is lacking.

First, almost all participants in the debate now accept that RMAs are
more than just new military technologies or systems and involve
complex operational and organizational issues; but few agree on the
priority among these four elements and identity of the key driver (if
only one exists). Second, while there is agreement that this RMA is
but the latest in a historical series of RMAs, little attention has been
paid to the broad strategic implications that placing this RMA in its
long-term historical context suggests for future changes in the con-
duct of warfare. Third, while the community largely agrees that there

1 Jeffrey R. Cooper, “Another View of the Revolution in Military Affairs,” Conference
Proceedings of the Fifth Annual Conference on Strategy, April 1994. Strategic Studies
Institute, U.S. Army War College. Used by permission.
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is an RMA to be pursued, whether it is already in progress, is about to
start, or is mature and about to end all have adherents. Fourth, more
problematically, there is no agreement concerning the character of
this RMA—i.e., a specific definition of this RMA, not merely identifi-
cation of constituent technical elements; and, therefore, there is no
substantive roadmap for proceeding. Indeed, reviewing the current
literature and debates, it appears that there may be several different
RMAs that are being discussed (not unlike the parable of the blind
men and the elephant). Fifth, agreement does exist that a focus on
careful implementation will be needed since RMAs are, by nature of
the potential operational and organizational changes, antithetical to
existing cultural norms and bureaucratic structures. However, few
agree on an overall approach to implementation, much less on the
initiative’s critical next steps needed for successful exploitation of the
RMA—i.e., on the procedural roadmap.

Unfortunately, even less agreement exists on two other important,
higher-level questions; and these questions carry divergent implica-
tions for those issues on which seeming agreement is in hand. The
first of these concerns the relevance of the RMA to the evolving U.S.
national security problem, and as specific aspects of this question:

* The relevance of the RMA to a broad spectrum of conflict types
and intensities that the United States may face;

* The military benefits, at both the operational and tactical levels,
across this spectrum of conflict;

* An assessment of whether the RMA is the most appropriate in-
strument for addressing these evolving problems;

* The strategic implications and consequences (both intended and
unintended) of pursuing this initiative; and finally,

* A determination as to whether this RMA is in our long-term na-
tional interest.

The second question concerns the role and utility of the RMA as a
potential organizing principle for future defense policy, programs
and bureaucratic relationships. In particular, what are potential
implications of the RMA, with its probable stress on greater force
integration and joint command of operations, for future roles and
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missions of the Services, and what are the divergent implications for
each of the Services?

By clearly identifying the key issues for resolution, it is hoped that
DoD can (1) define the strategic purpose of the RMA initiative; (2) re-
fine what is expected from the RMA is terms of strategic, operational,
and tactical objectives; and (3) assess what is the most appropriate
content of this RMA to meet this spectrum of military need. Only
with the purpose and content of the RMA accurately characterized
can understanding the phenomenology of previous RMAs then assist
in determining the most effective means for implementation and
exploitation of this revolution. Thus, the two most critical questions
that must be answered before agreement can be reached to pursue
an RMA (and the concomitant issue of how best to do so) are the
purpose and the nature of the RMA to be pursued—what are the
character and the core elements of this revolution. This monograph
is not intended to provide definitive answers to these important
questions, a treatment worthy of volumes; but it does propose hy-
potheses for these important RMA-related issues that can serve to
frame the debate for decision makers.

CHOICES FOR THE DECISION MAKER

The RMA is a complex subject, and there are multiple ways that de-
cision makers may choose both to view the RMA and to pursue an
RMA initiative, all with potentially divergent implications. Explicit
identification and proper assessment of the options for proceeding
appear essential for real progress. Defining the objectives for an
RMA initiative involves two related but really distinct sets of issues:
one related to how the RMA is perceived by decision makers, and the
second related to what the RMA really is. This section will discuss
the choices that arise from the multiple ways top-level decision mak-
ers may perceive the RMA; the question of what the RMA is will be
discussed later. From the decision makers’ standpoint, these differ-
ent perspectives on the RMA include: a teleological focus that can be
either external or internal;3 focus on specific challenges or types of
threats versus focus on the RMA as a process to adapt to broader and
continuing environmental changes; employing the RMA as an in-
strument for organizational development versus using the RMA as a
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filter for new technologies; and, finally, the choice of whether to pur-
sue an RMA versus what RMA to pursue.

Depending on their perspective of external or internal objectives for
the RMA, decision makers can be separated into two broad groups
(that are not, however, necessarily mutually exclusive). The external
perspective focuses on the potential role of the RMA as a means of
attaining strategic objectives in the evolving geostrategic
environment, one in which the United States is likely to face a new
set of security challenges. The internal perspective, on the other
hand, sees the potential utility of the RMA as an organizing principle
for DoD that can assist in determining future policy, programs, and
bureaucratic relationships—in essence, as a tool to shape the
department, if not the larger community, to the evolving strategic
realities, including long-term fiscal pressures and reduced priority
accorded to national security by decision makers and the American
public. But while both are valid, how the RMA is used to achieve
internally-directed objectives appears to depend critically on the
choices the decision makers take with respect to the external
objectives for the RMA. To assure strategic relevance, moreover, the
RMA must address the basic national security challenges at hand—
how best to deal with the diverse types of competitors that may
emerge over the longer term. These challenges may include old
problems posed by new competitors, new problems posed by old
competitors, and new problems from emerging competitors (that we
may not yet be able to even articulate, much less specifically
characterize).?

The second perspective, focused on the internal objectives, involves
how the DoD leadership intends to use the RMA initiative to shape
the future direction of the department once it understands the exter-
nal purposes for the initiative. These internal choices include
whether the RMA can provide a conceptual basis for future strategy;
for prioritizing R&D efforts and acquisition programs; a legitimiza-
tion of change as a way of life (i.e., a way to institutionalize a
“permanent revolution”); a rationale for altering roles and missions;
a framework for reorganizing bureaucratic structures; or merely an
additional filter (as with strategic competitiveness) in the policy pro-
cess. Indeed, much of the interest in the RMA seems to stem from
the potential role an RMA could serve as an organizing principle (or
rationale) for the wealth of technology opportunities now appearing,
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even amid the poverty of budgetary resources for defense needs.
Overall, is the RMA as process a generally applicable tool or suited
only to specific issues? For many of these purposes, the idea of an
RMA may be just as important as detailed content since its primary
use is as a motivating instrument. Pursuit of an RMA initiative will
have significant implications for doctrinal development, operational
requirements, force posture, and R&D strategy; and these will create
opportunities for major institutional and bureaucratic changes.

The ability of an RMA to address potential disparate security chal-
lenges turns on whether it is an idiosyncratic event or a process. If
the RMA is a specific event that synthesizes particular technologies,
military systems, operational innovations, and organizational adap-
tations to address effectively existing challenges, can it also meet
emerging problems? Given the apparent agreement that there is an
RMA and that this RMA is but one in a historical series, there are two
potential answers to this issue. One, that an RMA is a specific solu-
tion to a particular strategic problem, in which case it may not be rel-
evant to emerging challenges. Or two, that RMAs are organic to the
broad geostrategic milieu, arising from the general nature of the
stage of socioeconomic development and technologies, in which
case this RMA will retain its relevance as long as new challenges will
also arise from that same general milieu.

If, on the other hand, the RMA is a process for synthesizing strategi-
cally appropriate responses, then it can play a longer-term role even
if the strategic environment changes dramatically, presenting fun-
damentally new types of military problems. In this latter case, how-
ever, the important question must focus on the broad character of
RMAs—not on the mission-specific tasks nor the collection of ad-
vanced technologies and military systems supporting them in a par-
ticular RMA—since these elements can only usefully be defined as
the future circumstances unfold. Analysis of these issues can provide
the answers to whether an RMA initiative (or a strategy based on the
RMA) can serve as an overall approach to potential competitors;
whether an RMA will be consistent with long-term U.S. security in-
terests; and whether an RMA will offer benefits in nontraditional
missions such as drug interdiction and peacekeeping.

A final but related analytical issue concerns choice; not only what
objectives decision makers may select, but whether or not there is a
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choice in pursuing the RMA. Should we pursue the RMA for its own
sake? Because it can be done? Because it promises substantial ad-
vantages in addressing our evolving security challenges? Or finally,
because we may have no choice since potential competitors may
decide to pursue the RMA regardless of our course? The obverse
point is equally important, are we currently good enough to answer
potential challenges without the RMA; and if so, why should we dis-
turb this present situation? In this regard, the example of the impact
of the Dreadnought on the naval balance and subsequent competi-
tion before World War I may provide a cautionary note to proceeding
before we understand both the purpose and implications of the
RMA. By essentially starting the competition from scratch, Dread-
nought obviated the utility of the large British investment in previous
battleship and heavy cruiser fleets.

ISSUES OF STRATEGIC PURPOSE

In order to address the issue of purpose, it is essential to understand
the range of potential situations in which the RMA might need to be
relevant. These issues, therefore, must be addressed in the context of
what wars may be fought and how they will be fought, not only the
more usual question of who our principal adversary will be. In the
new geostrategic environment, what will U.S. strategic objectives be:
will the United States employ force only in response to specific acts
of aggression or in defense of particular interests, or will it use its
military power more generally—to shape the strategic environment,
to defend liberty and promulgate values? Will the United States be
strategically defensive or strategically offensive during this period?
Indeed, in this new international structure three questions emerge.
First, who defines the rules of conflict? Second, will the United States
be able to define the nature and level of conflict? And third, what
constraints can be applied to the conduct of warfare?> These ques-
tions strike at the heart of whether the United States will have the
choice of selecting the types of conflict in which we engage and at
how competitors may decide to contest our power or determina-
tion—and, therefore, the purpose, role, and utility of an RMA.

The controlling factors may be not only the nature of the evolving
competitions but also the very real constraints of size, budgetary
pressures, and economic linkages reshaping U.S. military posture
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and the issue of what impacts these will have on [on] key competi-
tors. With the collapse of the Soviet Union, it is unlikely in the im-
mediate future that the United States will face a new challenger of
that caliber. Rather it will have to deal with significantly smaller op-
ponents either singly or in concert. Moreover, in the wake of both
the Soviet collapse and the Gulf War, it is also especially important to
recognize that the previous U.S. concern for the adverse asymmetry
in force size no longer pertains and that U.S. technical advantages
need no longer be considered to be merely a necessary qualitative
offset to the quantitative advantages possessed by probable oppo-
nents. While several nations like China and India continue to pos-
sess large conventional force structures, it is likely that in future re-
gional conflicts forces in coalition with the United States will be as
large (and almost certainly better equipped and trained) as those of
any regional adversary. Furthermore, and often not explicitly rec-
ognized, the collapse of the Soviet threat to Western Europe also im-
plies that regional adversaries (the old “half-war” contingencies)
must now be prepared to face a United States unconstrained by the
need to retain the most formidable parts of U.S. force structure for
the European (the classic “one war”) contingency that previously
dominated our thinking. Even while we may plan on a “two-war”
capability, any opponent must be prepared to face the full weight of
whatever U.S. military power exists.

Three other, perhaps more subtle, factors are also at work in shaping
the strategic environment. First, the collapse of the Soviet Union
also removes the only major power capable both of sponsoring re-
gional opponents at distances from their borders (and threatening
the United States with strategic forces) and of supplying them with
the most advanced conventional weapons and technical assistance
on concessionary terms.® Second, in a major regional contingency,
the United States can apply a range of nonmilitary strictures (such as
embargoes and boycotts) against the opponent to further constrain
his war effort without fear of opposing superpower intervention to
undercut these actions. Coupled with the clear technological, doc-
trinal, and tactical superiority that was demonstrated during the Gulf
War, these factors taken in combination suggest that the United
States will possess demonstrable military dominance over regional
contenders for the foreseeable future. Third, the likelihood that the
United States will fight in future conflicts as part of coalitions not
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only increases the array of forces an opponent will confront, but also
opens significant new vulnerabilities for the United States. The im-
plications of coalition warfare, including political sensitivities, allied
casualties, and concern for collateral damage, will have substantial
impacts on how these campaigns are conducted. Indeed, these
“softer” factors may be as important in planning coalition warfare as
the more obvious issues of force integration, standardization and in-
teroperability, and allocation of roles and missions.

These factors suggest that very few rational opponents are likely to
wish to challenge (or be capable of challenging) us in a contest with
mass theater-wide, multidimensional forces—given the very credible
demonstration of U.S. capabilities displayed in DESERT STORM.
Therefore, new opponents may decide, if they are determined to
challenge us, to pose different problems, challenges that an RMA
narrowly focused on the DESERT STORM scenario and based on
technologies demonstrated in that conflict may be less capable of
addressing successfully. For example, our next opponent could pose
the problem of how to respond quickly despite his actively contest-
ing our force deployment, while he may possess nuclear or other
weapons of mass destruction (WMD) and long-range delivery sys-
tems capable of threatening not only U.S. forces, but allies, and third
countries who control essential transit and staging facilities. More-
over, even if an opponent holds the same strategic objectives, he may
be able to pursue them through different strategic concepts. Thus,
overt cross-border invasion is not the only way of seizing neighbor-
ing territory; coups, destabilization, insurgencies, fifth columns, and
blackmail are also among the traditional bag of tricks for aggressors.”
And in these cases, the United States could find itself on the opera-
tional offensive against nonmechanized forces already deployed in
very difficult tactical environments.

Alternatively, an enemy may also decide to pursue a different set of
strategic objectives—damage, disruption to civil society, or interfer-
ence with key global links, and use different strategic concepts—
long-range attack, clandestine forces, urban warfare (as currently in
Bosnia and formerly in Beirut), terrorism, or subornation and black-
mail of civilian populations, using modern communications to by-
pass the government itself.? While there may be concern that “we
don’t do windows” (jungles, mountains, cities), even in those mis-
sion areas that we do, the next opponent may force us to do things so
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differently that we don’t accomplish these missions very well
either—for example, by employing large numbers of light forces,
using mines densely on the battlefield, or contesting operations in
littoral waters with mines, small but lethal fast attack boats, or con-
ventional submarines. Current national strategy and defense plan-
ning largely ignore these potential problems in their narrow focus on
heavily armed, largely mechanized, and quite technically sophis-
ticated regional hegemons. Before the United States commits itself
to an RMA initiative, it is essential to decide on which parts of the
conflict map to focus our exploitation efforts.

The Evolving Conflict Map

Unless either Mexico or Canada unexpectedly transforms itself into
an aggressive regional threat, by definition the United States will not
in the near-term be the direct object of aggression by a regional
power, such as Iran, Iraq, and North Korea. Therefore, we will fight
conflicts with them at extended distances, and, with the exception of
regional threats that acquire intercontinental strike systems, without
direct threat to our national survival.® As we did in the Persian Gulf,
we will have to transport and support our combat forces; however,
unlike in that conflict, we may not have the luxury of six months of
force buildup. Our opponent may actively contest our deployment
and force buildup, directly or by applying pressure on allies and neu-
trals that control critical transit and staging facilities. Indeed, it is
highly likely that with the lesson of that war in mind, the next re-
gional aggressor may choose to strike quickly, before we can bring
major forces to bear; and he may choose a strategic concept that al-
lows him to do so. In addition, he may choose: forces that create
lower signatures during his mobilization and buildup phases than
armored and mechanized divisions; forces that can move to strike
quickly at the target’s strategic centers of gravity; or forces that are
more difficult to target as he consolidates his position. Given the
current strategic focus on a narrow set of regional contingencies,
likely to be conducted in unprepared theaters, often without the
benefit of in-place heavy infrastructure, logistics support and pre-
deployed forces, the real challenge for U.S. military strategy may not
be decisively defeating an opponent once we engage, but projecting
power in a timely and responsive manner. Therefore, a key opera-
tional challenge will be the need to enhance our ability to move to
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the theater quickly while improving our capability to wage intense,
short-duration combat to destroy enemy forces. The significant
change from pre-deployed forward forces to a force projection mili-
tary waging expeditionary campaigns requires that we alter our en-
tire campaign paradigm, and it should focus our near-term attention
on the problems of designing a force capable of rapidly deploying
real combat power to a contingency theater against active opposi-
tion.

Unfortunately, not all lesser opponents are Iraq, as we had already
discovered in Vietnam. Some opponents may be less susceptible to
damage and pain, against either their military forces or civil societies
(as we discovered during the Korean and Vietnam conflicts).!? For
many regional opponents, however, their military forces may be
among the most modern and highest value assets (both in terms of
equipment and human capital) they possess. Like the armies of the
Italian city-states, they may be too valuable to risk in actual combat.
Thus, some opponents may choose strategic concepts and means of
execution that are explicitly limited and stylized, to which the large-
scale and intense violence of a DESERT STORM-type clash may ap-
pear to be neither proportional nor appropriate either to their limited
strategic objectives or to their constrained means of combat. And
while the United States may currently be transfixed on the problem
of stopping rapid cross-border acts of aggression, potential regional
opponents may have other objectives that can be better served by
alternative strategic concepts, particularly in light of their own
vulnerabilities to the type of warfare demonstrated in the war against
Iraq.

Furthermore, the canonical set of threats (focused on regional hege-
mons) represents a very small portion of the potential conflict map
that may evolve. And on its face, these threats also appear to be
those for which the current operational and organizational posture
of the American military is best suited. Unless we believe that no
more serious and challenging threats will emerge over the next sev-
eral decades, we do need to recognize that we will face a major, even
if not a “global” opponent, during this future.!! How or whether a
peer competitor emerges is likely to be related both to the evolution
of the role of war in interstate relations during this period and to the
ability of dominant U.S. military power to deter the emergence of a
challenger. However, potential peer competitors do have choices
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about how they challenge us. While they could seek to do so with the
tools of this RMA (the parallel approach), they might attempt to
challenge us with mass and older technologies. In either case, the
RMA would appear to be germane to these potential contests.

However, the very length of time it may take for a new peer competi-
tor to emerge suggests that the utility of an RMA exploited today with
a very narrow focus may no longer be evident at the time a challenge
does emerge.!? The new competitors could attempt to identify the
next RMA and confront the United States with a whole new set of op-
erational and technical challenges. And it is not clear that if they
choose foreign ground (a different strategic concept, a different pur-
pose, a different set of tools), how an RMA narrowly focused on
DESERT STORM will necessarily be relevant. Especially since a peer
competitor will almost certainly be a major economic power and
tightly integrated into the global economy, his inherent degree of
societal vulnerability may lead him to pursue his strategic objectives
through means that are clearly limited,!? using the implicit “rules of
the game” in an attempt to protect himself from U.S. escalation to
more violent forms of conflict.

As one speculative look into the far future, a potential future chal-
lenger to the system might decide not to engage the United States or
other coalition members militarily, but to strike directly against the
diverse network of international linkages that support the increasing
globalization (and therefore homogenization) of commerce, culture,
and politics. This opponent would be interested in destroying not
the military power but the very fabric of the international system and
striking at its core values, especially if these values are fundamentally
hostile to deep cultural, religious, or ideological principles. Thus,
such a challenger might choose to go directly against the linkages
that bind major trading partners and regions. As an historical ex-
ample of this path, it is worth recalling post-Napoleonic France’s
challenge to British naval mastery. Having determined after the
costly loss at Trafalgar that British naval supremacy could not prof-
itably be challenged directly, the French looked at waging a guerre de
course against what they perceived to be the glue of the British Em-
pire and of British economic superiority—worldwide trade. The ob-
verse was that trade links of an island nation forced to import food
and most raw materials, and also dependent, in return, on earnings
from its manufactured exports, were perhaps the critical source of
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vulnerability—as was to be demonstrated during both World Wars.
It is interesting to contemplate what an attack today against com-
merce, both sea- and air-borne, might look like (and how effective it
might be) if waged with modern technologies and innovative opera-
tional concepts.

While the United States built forces to maintain sea control against a
traditional naval opponent such as the Soviet Union, this mission
area is now seen as very low priority with the turn in attention to
“littoral warfare” and force projection from the sea. But even if the
United States were to maintain the force capabilities and effective
operational concepts in the interim, how relevant would they be for
maintaining sea control against covert forces, perhaps operating
large numbers of diverse types of modern commerce raiders? Sim-
ilarly, could the United States protect the critical routes of commerce
against an opponent intent on waging war against international
aviation or telecommunications?

In addition to classic challenges, there may be other types of threats
emerging in this evolving strategic environment. Indeed, these con-
flicts seem more probable than larger-scale, more traditional types of
wars. At the other end of the conflict spectrum, there are likely to be
a series of low-intensity, but not necessarily low-technology, con-
flicts resulting from the continuing diffusion of power and disinte-
gration of existing states. These conflicts may involve both state and
nonstate challengers. Moreover, nonstate challengers, like those in
Somalia and Bosnia, may appear with fundamentally different ob-
jectives as well as strategic concepts of execution. Rather than
attacking a neighbor for territorial aggrandizement, nonstate oppo-
nents might be tempted merely to inflict pain, and thereby destabi-
lization, on opposing societies. If the object is pain, not publicity, we
may find it difficult to identify the proper target for our response. Al-
ternatively, the opponent may choose to strike from a posture that
makes it impossible to avoid large-scale collateral damage to inno-
cent populations in preemptive or retaliatory strikes.! These types
of challenges may well call for a different focus from an emerging
RMA. A shift in focus for near-term operations to the lower end of
the conflict spectrum, the increasing importance of peacekeep-
ing/peacemaking operations, the complications of multinational
coalition operations, and the “CNN effect,”!5 are likely to produce
pressures for limited U.S. casualties and requirements for constrain-
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ing collateral damage as well. Can the RMA also provide useful ca-
pabilities against this more diverse array of possible challenges?
Finding a successful path through the thicket of conflicting bud-
getary and policy pressures may be extremely difficult, but it also has
the potential to be a key benefit if the RMA is properly conceived.

Changes in the Conduct of Warfare

Periodic fundamental changes in the nature of war and the conduct
of warfare appear to date back far into history.’6 Examples of previ-
ous RMAs can help place this RMA in historical context. While there
may be even earlier examples, such as development of the Macedo-
nian phalanx and Roman legion, modern examples begin with the
Napoleonic RMA (the “nation in arms”)—utilizing for the first time in
modern history the vast resources of a newly industrializing nation to
equip and support a mass army. This RMA was contemporaneous
with three other key upheavals: a political revolution that spawned
democracy and the rise of the republican nation-state: a socioeco-
nomic convulsion stemming from the Agricultural Revolution; and
an economic sea change resulting from the spread of the Industrial
Revolution to France. The result of the Napoleonic RMA was no less
vast: not just the ability to conquer a neighbor, but to seize a conti-
nent—or in more modern terms, the means to wage a theater-wide
campaign.

Since the Napoleonic RMA, many observers believe that, prior to the
one now under discussion, there have been four other significant
military revolutions. The first of these (encompassing both the
American Civil and the Franco-Prussian Wars) built on the railroad
and telegraph to extend, at the strategic level, the reach, mobility,
communications, and logistics support consistent with the new con-
tinental scope of military operations. It also built on the second
stage of the Industrial Revolution (such as “the American system of
manufactures,” i.e., interchangeable parts) to introduce more effec-
tive and lethal weapons, including the Minié-ball, breech-loaded ar-
tillery, and the “needle gun.” The World War I RMA incorporated
mass production technologies to equip multimillion man armies to
increase mechanization for support logistics, and to employ factory
products like the machine gun and barbed wire. This RMA turned
the operationally mobile warfare of the previous revolution into
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fixed, positional, and relatively static, attrition warfare. The art of
generalship was lost, replaced by the capacity of manpower rich
states to supply soldiers and the means to destroy the other side’s
soldiers.

The third of these post-Napoleonic RMAs was the dual revolution in
the inter-war period based on efficient internal combustion engines,
tactical and strategic aircraft capabilities, and the radio to reintro-
duce strategic and operational mobility, maneuver, and initiative.
On the one hand, these factors allowed the Germans to develop
Blitzkrieg, directed at an operational solution to the problem of
waging a rapid campaign to avoid getting bogged down in a two-
front war in Europe, as happened in World War I. On the other hand,
this same technical foundation supported an RMA by the U.S. Navy
that combined carrier aviation, amphibious assault, and long-range
submarine operations (supported by strategic bombing from seized
forward island bases) to bring about the strangulation of our island
opponent. U.S. strategic for the Pacific conflict recognized that the
American strategic problem was to employ our vast industrial re-
sources to bring about the decisive defeat of Japan on its home terri-
tory. Finally, the last of these four was the nuclear/long-range strike
RMA based on atomic weapons and intercontinental strike capabili-
ties that focused on the ability to destroy the economic, political, and
social fabric of the modern nation-state, along with the enemy’s mili-
tary.

Few RMAs cause the kind of deep changes that the Napoleonic RMA
did in both the nature of war and the conduct of warfare. That was a
revolution set in train by a combination of fundamental economic,
political, and social forces. It altered the scale of forces by the em-
ployment of the mass army (up to 500,000 by 1812) and, at the same
time, it shifted the conduct of warfare by changing the scope to con-
tinental operations. But more importantly, changes in the underly-
ing conditions set in train by the three contemporaneous upheavals
made military forces relatively cheap; and despite the improvements
in firepower enabled by industrialization, modern nation-states were
able to field and support more forces than any opponent could kill—
thus leading to attrition warfare since Clausewitzian-style strategi-
cally decisive victories were rarely obtainable through coups de
main.!™ This 150-year period marked an era of military expansion
with the shift to mass armies, continental or global scope of opera-
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tions, and dependence on attrition warfare due to the difficulty in
staging strategically decisive battles.

This era may now have come to a close. It was ended both by the
nuclear/long-range strike RMA and by the lethally effective conven-
tional operations that are now emerging from the nascent RMA. This
next long-term cycle derives from not only a new era of expensive
military forces, but also from a period in which the relative cost of
killing is falling rapidly. The combination of rapidly escalating costs
of major military systems, together with the enhanced lethality, will
culminate in smaller, more valuable forces, along with a recovered
ability to effect decisive victories. The result of this combination of
factors fundamentally alters the underlying terms for military forces;
and this has dramatic implications for the future of warfare as well as
the scale and scope of conflicts. This next RMA appears to possess
many of the properties of a Napoleonic RMA. It may mark the clos-
ing of that era in warfare dominated by large military forces and
equally large scopes of military operations. This RMA may usher in a
new period of military contraction and a return to wars fought for
limited objectives by valuable forces too precious to waste in mass,
attrition-style warfare.

These cyclic changes in the scale of military forces and operations
appear to have a cousin in similarly cyclical changes at the strate-
gic/political level. It is essential that strategy at both the grand and
military levels be appropriate to the environmental circumstances, as
much including the socio-cultural and economic dimensions as the
political. '* The same underlying forces—of nationalism, agricultural
revolution, and industrial revolution—that allowed Napoleon to
create his RMA also altered the objectives, and thus both the nature
of war and the conduct of warfare. Napoleon moved modern warfare
from “limited wars” fought by absolute monarchs, usually ended
with contractual agreements of only modest gains and losses, to wars
fought for unlimited ends, such as the destruction of the opposing
state or regime, under the rubric of “unconditional surrender.”!9
While subsequent RMAs have further raised the scale, broadened the
scope, increased the intensity, and heightened the tempo of tactical
operations, they have stayed within this fundamental politico-
strategic framework. Thus, to the extent that this century has been
dominated by conflicts not only between nation-states but between
ideological systems, it has been a period of “total war.” The circum-
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stance of ideological conflict implied that “absolute ends” were
proper and “total means” legitimate.?? The Soviet notion of exploit-
ing the vulnerability of the rear mirrored Douhet’s earlier concept for
attacking the enemy’s will through strategic bombing. Under these
conditions of “total war,” there was no functional distinction be-
tween attacking the enemy’s forces on the battlefield and attacking
the enemy’s forces by destroying the industrial base (and by exten-
sion, the entire political, economic, and social base) that supported
them—nor was there a difference in legitimacy.

The “Information Revolution” and the change to post-industrial
economies also seemed to presage significant changes not only for
the means of warfare, but also for the objectives of war. Increasing
globalization of commerce, decreasing economic returns to scale,
near-real-time global telecommunications, the rise of centrifugal
forces within the nation-state, among other trends, all raise ques-
tions as to the future objectives of interstate conflict, the appropriate
strategies for pursuing national objectives under these conditions,
and the operational means for conducting war. The old Clause-
witzian objectives for military operations (destroy military forces,
capture the territory, seize the leadership) largely mirror the key fac-
tors that underwrote the sources of strength of the newly
industrializing economies. And these factors, what economists call
the classic factor endowments of land, labor, and capital, also
happened to be contemporaneous and coterminous with the sources
of power of the classic 19th century nation-state. With the increasing
integration of the industrial economies and their financial systems
(and, at the same time, the decreasing importance of most
traditional physical resources and raw materials), many of the
classical notions of the objectives for conflict and the means to
pursue them may be in the process of changing. Particularly in the
absence of deeply-seated ideological conflict, one may speculate that
rather than “total war,” more limited objectives will be the norm.

Post-industrial (or information-based) economies build on informa-
tion or knowledge as the fourth critical factor endowment. This car-
ries at least three other significant implications for assessing the fu-
ture security environment. First, this new factor endowment is not
dependent on unchangeable physical resources nor on large, fixed
capital investments that have long depreciation and pay-back peri-
ods. As aresult, economic power built on this foundation can be de-
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veloped far more quickly. Second, this source of strength is also far
more agile and adaptable, and can respond with shorter time con-
stants to changes in the environment; it may well be capable of
greater surprises. Third, this factor is also more mobile and poten-
tially more transferable; and power growing from it may be subject to
greater diffusion.

IMPLICATIONS FOR THE RMA

To formulate appropriate new strategy and operational concepts in-
formed by the RMA, we must address the nature of war as it may
evolve under these circumstances. The concept of “limited war”?!
arose during the cold war in order to differentiate regional conflicts
to be fought both for limited aims and with limited means, from the
conflict that involved a central challenge to the existence of the two
superpowers, which ran the risk of attendant escalation. The twilight
of the cold war may have produced with the Gulf War the first
“unlimited war” in Osgood’s terms—a regional conflict in which a
superpower was unconcerned by the potential for escalation to cen-
tral conflict with the other superpower. In this case, while the objec-
tives (on our side) were limited, the United States employed almost
unlimited means against Iraq (with the exception of nuclear
weapons). This combination of essentially unlimited means for
achieving limited ends, with the acquiescence of the losing side, may
make lessons from that war dangerously idiosyncratic.

It is likely that future conflicts, especially those involving multina-
tional coalitions, will demand a closer linkage and greater propor-
tionality between objectives and means in order both to limit the
probability of escalation by the losing side and to maintain the politi-
cal cohesion of multinational arrangements.?? The move away from
an era of total war will limit both means and ends. These limitations
may once again raise the traditional distinction between enemy
forces on the battlefield and the civil/industrial base. Thus, at the
strategic level, whether an RMA that is perceived by a variety of audi-
ences to bring to bear essentially unlimited military power is appro-
priate under an environment dominated by limitations on objectives
is not clear.

Another difficult problem that the United States must confront is one
of the complexity of the future conflict map. Multiple potential fu-
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ture threats make it necessary to maintain a range of capabilities to
address challenges by potential and as yet unidentified peers at the
highest end of the warfare spectrum, while staying prepared for con-
flicts with less technically capable opponents. The United States
must also maintain the mid-term capabilities needed to decisively
defeat regional hegemons, including ones that may possess nuclear
capabilities. Even if we accept that this RMA can create the condi-
tions for decisive victory in a dense, mechanized theater of war, can
it produce the same results in a less dense, non-mechanized, low-
intensity, localized conflict? Furthermore, if these revolutions derive
from the integration and synergy of the four component elements,
can “piece parts” be pulled out and applied effectively on a discrete
basis, and still be a “revolution”? If the RMA cannot be applied as
discrete pieces, should we not define the broader challenges within
the focus of this RMA? Whether we can build off a common base of
strategic needs and technical tools to appropriately tune the RMA in
the exploitation phase to address these dissimilar challenges may, in
the new security environment impacted centrally by fiscal con-
straints, ultimately define the military utility of the RMA as well as
the strategic benefits for the decision maker.

To frame the issue most starkly, if the current RMA is nascent (and,
based on historical evidence, it will probably take nearly 20 years to
completely implement), should it be narrowly focused on a current
problem (defeating mechanized regional hegemons) that may no
longer be relevant when it comes to fruition or should it be broader
and address threats that may evolve in the future? This question is
crucial, especially if these Revolutions are not existential (they define
themselves and only require recognition) but instead are purposeful
creations of human guidance that can be directed towards particular
strategic objectives and operational implementations.

UNDERSTANDING MILITARY TECHNICAL REVOLUTIONS

Sophisticated observers recognize the complexity of an RMA—that it
is more than just clever new technology. They identify four compo-
nent elements: operational innovation, organization adaptation,
evolving military systems, as well as emerging technologies.?* Fun-
damental issues for decision makers are to understand what consti-
tutes a real revolution in military affairs, to recognize the implica-
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tions of an RMA occurring, and to determine a standard by which
they will measure an RMA, either to discern whether it exists or to
know how well it has succeeded.

Types of RMAs

Reviewing previous revolutions in military affairs suggests that the
issue is complex because there may be three distinct models for
these types of fundamental military innovation, thereby complicat-
ing both definition and recognition. The first type of RMA is im-
pelled by new, purely military technology, driven by fundamental
scientific or technological inventions or developments. This is the
type of RMA that has tended to dominate most people’s understand-
ing and led to the common perception of RMAs as technology-driven
phenomena. It may also be the least frequent kind of RMA, with
perhaps the recurved bow and the gunpowder revolution the only
other examples of this type. This RMA was well-exemplified by the
nuclear/long-range strike revolution created from the synthesis of
nuclear weapons and intercontinental strike capabilities.

However, these revolutions present choices as to what strategic pur-
pose and how to apply these new technologies. The choice of how to
apply the clearly revolutionary technological innovation is whether
as evolutionary improvements for executing existing missions or to
create revolutionary change in the conduct of warfare. But histori-
cally, most technical innovations, especially the truly revolutionary
ones, have been initially applied enhancing performance in the ser-
vice of old objectives, without altering the fundamental conduct of
warfare. For example, one could well argue that nuclear weapons
merely allowed the fulfillment of Douhet’s concepts for strategic air
warfare. Spectacular technical breakthroughs, such as those that of-
fer “order of magnitude” improvements in effectiveness or efficiency
of existing missions, may well mask the need for more fundamental
and far-reaching changes, in the same way that too many or too
cheap resources are a breeding ground for economic inefficiency.

The second type of RMA, driven by operational and organizational
innovation to redress a strategic problem, is well illustrated by the
German Blitzkrieg developed in the inter-war period. While this type
of RMA may not involve change in basic strategic objectives, it clearly
involves fundamental change in the conduct of warfare, emphasizing
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not technological but more usually organizational and operational
innovations. Because this type of RMA tends not to be resource-in-
tensive, historically it has often been created by the defeated in the
previous conflict. And importantly from today’s perspective, be-
cause it is less hostage to long development and costly acquisition
cycles, it may offer the best opportunity to address our near- and
mid-term problems.

The third type, of which the Napoleonic RMA is the classic example,
is driven by fundamental economic, political, and social changes
outside the immediate military domain. These forces enable deep-
seated and fundamental transformation of both the nature and the
conduct of warfare. However, because these changes begin outside
the military domain, they may be the most difficult to recognize and
the most complex to adapt to military purposes.?4

Revolutions (whether political, economic, socio-cultural, scientific,
or military), by definition, imply discontinuity and change. In the
case of an RMA, it is the discontinuous increase in military capability
and effectiveness that sets an RMA apart from the normal evolution-
ary accretion of military capabilities, whether from technology inser-
tion or operational innovation. A revolution is not merely an
existential condition. Without recognition and exploitation, both ne-
cessitating human action, there is no technological revolution. Cre-
ating a revolution is more, therefore, than pushing the frontiers of
science or the boundaries of military systems; it must be a positivist
process that requires adaptation by the organism (or organization)
for exploitation to occur. Thus, arguing that the introduction of new
technology itself creates an RMA seems to be a misreading of the
phenomenology of revolutions. Revolutions, moreover, possess an
internal dynamic different from evolutionary development. Revolu-
tions are a recognition that conditions have changed and represent a
legitimation of innovation and change, and a call to push at the
boundaries. Separate from the process of institutionalizing the revo-
lution, the idea itself of a revolution creates new conditions, includ-
ing threats to existing structures (and bureaucracies).

In addition to an agreed objective function that flows from purpose,
determination of a standard to assessing RMAs requires criteria by
which to make the measurement. Here an interesting epistemologi-
cal question arises that affects both purpose and measurement: Is it
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sufficient to measure against the old norms, or does dealing with a
revolution itself require defining new norms in order to capture the
essence of the revolution??® Evolutionary innovations, even ex-
tremely clever ones, can be measured effectively with existing mea-
sures of effectiveness (MOEs) since the paradigm or model has not
been altered. Evolutionary innovations, no matter how clever,
merely applique new methods and means while revolutionary inno-
vations create new paradigms. Truly innovative developments often
do not only enhance the ability to execute existing tasks, but also at-
tempt to perform new functions or meet new needs. Unless these
new functions are captured in the assessment, innovative develop-
ments often do not appear to offer significant operational enhance-
ments.?8 As the context is altered by revolutionary innovation, how-
ever, the old MOEs are clearly not appropriate in measuring the new
model of operations. Perhaps they are no longer even relevant to al-
tered objectives.

If the latter is true, then it follows that the entire analytical construct
must also be altered to correspond to the new paradigm, affecting
objective function, criteria, measures of effectiveness, as well as
modeling and simulation tools. Thus, the nature of the RMA is not
only a critical definitional problem, but an analytical one as well;
and, therefore, widespread interest in a new revolution in military af-
fairs strongly suggests the immediacy of the need for new analytical
tools.

The Process of Revolution

Successful military innovation is a process that involves far more than
Jjust conceiving or developing new technologies and operational con-
cepts.?” Not only must the new capabilities be physically developed
and their superiority demonstrated, but successful implementation
of the innovations requires that they be integrated into the military
force structure and operational concepts. Adoption of innovation
demands more than just the ability to equip a force or military ser-
vice with innovative weapons. Organizations, operational patterns,
and decision processes must also be modified to implement the in-
novation as an integral element of the service’s ethos.

Considered as a process, a revolution consists of five steps. First the
conditions must be right for a revolution to occur. For a military
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technological revolution this probably implies not only the existence
of new technologies that could be exploited, but also altered objec-
tive conditions in the geostrategic situation that make the world ripe
for change.?® An RMA involves a new appreciation of both “strategic
needs” and “strategic opportunities.” The combination of these two
conditions presents the opportunity for new problems to be solved,
whether or not they have previously even been recognized as prob-
lems, what might be called “latent demand.” For example, when
IBM developed the first personal computer (PC) in the early 1980s,
no one forecast the exponential explosion of personal computer use
that has occurred—and most importantly, no one understood or
predicted the uses to which the PC would be turned or the changes
these would produce.?® But clearly, in retrospect, there was a large
unrecognized (i.e., Jatenf) demand for the capabilities that were then
about to be made available. The second step in the process, then, is
the recognition of a revolution in the making. The understanding
that the appearance of new technical potentials and objective condi-
tions defines new boundaries allows new problems to be identified
that can only then be addressed.

The third step is acceptance or validation that a revolution is in
progress: that the problems which were formerly beyond the horizon
are now within our grasp and, therefore, worth addressing. The role
of decision makers here may be key. Their acceptance can serve to
validate the fact of the revolution, but their inattention can, on the
other hand, delay the acceptance and, therefore, slow exploitation of
the fruits of the revolution.3® It is only after this step that adoption
and adaptation can begin to occur; it is with this step that Kuhn's
paradigm shift begins. Again, drawing on the PC example, it is at this
step that the spreadsheet is invented and defines an entire range of
problems that can now be solved. It is not that the fundamental
problems themselves did not exist before; but because they were be-
yond the bounds of easy solution, they existed outside the cognitive
framework. Now with both the tool and the need identified, these
problems can be tackled by anyone with a few thousand dollars, even
if they didn’t have the technical skills or mathematical expertise pre-
viously required to model complex financial situations. The fourth
step involves the careful specification of the new problem (or prob-
lems) that will be addressed (even if not solved) and the initial un-
derstanding of the implications that resolving these issues will
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have;3! it is this stage that starts the institutionalization of the revo-
lution. Finally, the fifth stage involves the active exploitation of the
revolution and the widespread understanding of its consequences.

This view of the process of revolution suggests that these five steps
should be separated into two phases: first, a phase of “strategic syn-
thesis” that redefines the world and the problems that can be ad-
dressed; and second, an exploitation phase, an “operational/tactical
syntheses” that defines how the problems will be addressed. This
exploitation phase is probably best carried out not as a sequential
series of activities (operational innovation, organizational adapta-
tion, and military systems evolution), but concurrently. It needs to
integrate these elements in order both to reduce the time cycle and
to best obtain synergy among the complex interrelationships of these
elements—a process similar to the “concurrent engineering” now in
vogue in the commercial sector. The strategic syntheses, however,
must precede the exploitation synthesis for the process to be prop-
erly tied to national strategy—for it should be only at this point that
the decision makers can determine the strategic choices available
and the overall directions and priorities to be taken in order to ad-
dress key strategic problems.

It is important to note that a strategic synthesis can occur even in the
absence of technical capabilities to drive or exploit it; and this would
appear to confirm the existence of two distinct, sequential phases in
the RMA process. Examples from previous Soviet practices would
tend to reinforce this point. Changes to organizational structures in
response to changing perceptions of the strategic problem, such as
the creation of the Strategic Rocket Forces (SRF), the Protivovoz-
dushnaya Oborona (PVO), and the Protivokosmicheskaya Oborona
(PKO), each occurred prior to Soviet capability to satisfy the technical
requirements for executing the missions assigned to these new or-
ganizations. However, the organizational adaptation to the altered
strategic perception (the strategic synthesis) in each case led to the
creation of a doctrinal foundation which, in turn, led to the creation
of system requirements, i.e., the idea defined the technical demands.

A review of the elements of the inter-war aviation revolution also il-
lustrates the point. The technical capabilities for (or “core compe-
tencies” in): improved aircraft engines aluminum structures, and
monoplane designs did not tell decision makers whether to build
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pursuit aircraft, strategic bombers, long-range escorts, or carrier-
based torpedo or dive bombers. “Core competencies” by themselves
represent what we can do; but without strategy and a campaign plan,
we can’t determine whether they are what we should do.3¢ More-
over, even having identified the specific instrument to be built, is it to
be applied within the present strategic context or used to overturn
that context and create a new strategic approach?3® This also sug-
gests that any attempt to identify “core competencies” for the U.S.
military before the strategic synthesis is completed is doomed to fail-
ure. Indeed, the search for core competencies can only occur as part
of the exploitation phase since it is only with a strategy that one can
determine whether our capabilities are relevant.

The technical invention step may not be very different, whether a
particular military innovation is evolutionary or revolutionary. How-
ever, the complete process for implementing innovation (and espe-
cially the exploitation step) has striking differences in these two
cases, especially in those measures that are required for getting the
organization to adopt the innovation. Evolutionary innovations,
which offer improved means of accomplishing existing objectives,
can be appliqued onto the existing model of warfare,3* thereby
minimizing dislocation and disruption to the organization, as well as
to its sponsors and constituencies. This is, in fact, how the British
and French actually applied the superior armored capabilities they
developed during the inter-war period. In this case, since the calcu-
lus can clearly demonstrate either increases in effectiveness or re-
ductions in cost for accomplishing the existing set of tasks, and the
costs of disruption are minor,® the organization itself often becomes
the strongest proponent for adoption of the evolutionary innovation.

In the case, however, in which revolutionary innovations are intro-
duced, the situation becomes more complex and the path to
adoption more difficult exactly because of the procedural and
organizational implications of revolutionary innovations. Blitzkrieg
represented this type of challenge to successful implementation.36
Fundamentally, Blitzkrieg did not introduce any new critical tech-
nologies; rather it integrated armored forces, tactical aviation, and
the radio into a new matrix provided by innovative operational
concepts and organizational structures. With revolutionary inno-
vation, fundamental change to the existing paradigm is guaranteed;
and, therefore, (unlike the case of a Pareto optimum) while the
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overall benefits may be extremely large, there will be entities within
the organization, and sponsors and constituencies external but
linked to the organization, that will pay the price of these disruptions
and dislocations. Thus, resistance to profound change is likely to be
increased the more profound and discontinuous is the change. In
particular, the potential effects of RMAs on the conduct of warfare
and operational concepts for future campaigns suggest that attention
also needs to be paid to how the services may differentially use these
innovations for organizational advantage; not just for increased re-
sources, but for a larger allocation of future roles and missions.

THE CHARACTER OF THIS REVOLUTION IN
MILITARY AFFAIRS

While there appears to be general agreement in the community of
the character of previous RMAs, there seems to be substantially less
agreement either on the character of this RMA or on its role in future
U.S. strategy; these differences are critical to the choices decision
makers face.

The Roots of This RMA

Whatever the specific character of this RMA now under considera-
tion, it builds heavily on concepts first put forward in the late 1970s
and early 1980s in the series of papers by Marshal N. V. Ogarkov, in-
cluding his seminal 1982 paper.3” Ogarkov worried about how to
conduct decisive operations in the European Theater of War (TVD), a
theater that was exceptionally dense with heavily-armored mecha-
nized forces, and overwatched by theater nuclear forces on both
sides. Operational concepts such as the Independent Air Operation,
the Operational Maneuver Group (OMG), and the high intensity
battalion flowed directly from his strategic appreciation that tempo
and striking power were essential for solution of the problem.3® He
and his colleagues identified many of the critical operational/tactical
elements now being discussed for the new RMA; but perhaps most
importantly, he correctly understood that a revolution was in the
making. In the Soviet case, the idea for the RMA clearly preceded the
technical capabilities to implement and exploit the concept. This ex-
ample reinforces the important understanding that a revolution
should start with the strategic problem, not the technologies or mili-
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tary instruments—a classically Marxist deterministic approach in
which doctrine is derived from the geopolitical conditions.

Ogarkov’s real concern, however, was that, by the early 1980s, the
United States may have solved his strategic problem by synthesizing
the four constituent elements of an RMA that have been previously
noted (technologies, evolving military systems, operational innova-
tion, and organizational adaption) into a whole that was more
powerful than the parts.®® In particular, he pointed to future U.S.
technical capabilities to exploit the revolution as well as the
limitations on the Soviets’ own technical capabilities.*? In Ogarkov’s
terms, the most impressive capability demonstrated by the United
States during the Gulf War was probably the ability to conduct tightly
synchronized, highly integrated joint operations across the extent
and throughout the depth of the theater, striking both the enemy’s
strategic centers of gravity and the enemy’s operational forces, in
order to produce decisive results*!—the very capability he had feared
that the United States would be able to turn against the Soviets in the
European TVD.

Some Current Views of This RMA

A useful place to begin examining current American views might
start with what constitutes the most prevalent perception of this new
RMA. Many observers see this RMA defined by the technologies
demonstrated during the Gulf War: stealth, precision weapons, ad-
vanced sensors, C*I, and use of real-time (or near-real-time) space
systems. They believe that these technical capabilities will allow the
United States to dominate large-scale, high-intensity conventional
battlefields contested by opponents possessing sizable armored and
mechanized forces. In general, those who hold this view of the RMA
believe that this type of combat, baselined in the Bottom-Up Review
scenarios focused on Iran, Iraq, and North Korea, will be the domi-
nant challenge for the United States for the foreseeable future.
Those who take this technologically-driven approach also, in general,
view this RMA as ready for implementation, but with significant life
left to run from enhanced technology developments. Indeed, those
who hold this view also believe that with minor tweaking, the core
technologies can also address the other potential problems, such as
low-intensity conflict or special operations.
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Other observers take a broader, more functionally-oriented view, fo-
cused on generalized capabilities flowing from the “Information
Revolution”: the integration of advanced sensors, C!I, brilliant
weapons, and simulation—i.e., the fusion of long-range fires and in-
formation as the core of this RMA. Many view these new technical
capabilities as allowing the United States to move towards a
“cybernetic” approach or to implement the Reconnaissance-Strike
Complex (RSC) concept (first conceived by Ogarkov), or its newer in-
carnation, the Reconnaissance-Strike-Defense Complex (RSDC).42 In
their view, this would allow the United States to destroy almost any
target on the battlefield instantly (as long as it yields a usable signa-
ture). Some others have focused more on sensors and communica-
tions capabilities and defined this RMA as “Information Domi-
nance”; and the terms “Information Warfare” or “Information-Based
Warfare” are being widely used. All these views take a bottom-up
perspective, flowing from either the key technology components or
their integration into complex systems; and they lead perhaps to too
narrow an assessment of this RMA either as merely bits and pieces or
as only clever technology evolution. These views, moreover, fail to
capture the essence of revolutionary impacts, and almost certainly
misstate the historical lessons of RMAs in general, and for this RMA
in particular (discussed below).

Furthermore, these characterizations of the RMA are input-oriented,
rather than measuring outputs—they do not characterize the RMA in
terms of dramatically increased capabilities. This, therefore, raises
the question of how to distinguish an RMA from clever military inno-
vation: by the newness of its constituent elements or by the discon-
tinuous “revolutionary” leap in capabilities? And how are the new
capabilities produced by an RMA to be differentiated from simply
“good execution”? If, in fact, an RMA is identified by the ability to
solve a critical strategic problem through substantially increased ef-
fectiveness from new operational capabilities, then it must follow
that a focus on the “piece parts” fails to capture the essence of the
revolution.

Towards an Output-Based Definition

DESERT STORM demonstrated that a key advantage of U.S. forces
was the ability to execute complex, orchestrated, high-tempo, simul-
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taneous, parallel operations that overwhelmed the enemy’s ability to
respond. This advantage was built not only on advanced sensors and
smart weapons, but perhaps more importantly on forces supported
by modern C*I systems and technologies that allowed the United
States to collapse previous spacial and temporal constraints on si-
multaneous operations, whether combined arms or joint. These new
capabilities will represent a fundamental advantage for the United
States compared with any potential opponent and, therefore, should
be a central focus in future resource and planning decisions.
DESERT STORM may be but a foretaste of true coherent operations,
but impressive nonetheless in the demonstration of the power of co-
herence and simultaneity.*3 At the operational level, the impact of
these coherent operations is to overwhelm the opponent’s ability to
command and control his forces, denying him the ability to respond
to our campaign plan and operations, and forcing him at the limit to
execute only uncoordinated preplanned actions. The number and
tempo of these simultaneous parallel operations by themselves pro-
duce saturation effects that simply overload the enemy’s command
system and provide American forces with ample exploitation oppor-
tunities.4*

Therefore, at the operational level perhaps a good working definition
of this RMA would be as follows: a (massively) parallel series of syn-
chronized integrated operations conducted at high-tempo, with high
lethality and high mobility, throughout the depth and extent of the
theater, intended to force the rapid collapse of both the enemy’s
military power and the enemy’s will. The power of this RMA would
allow the United States the operational-level flexibility to allocate
forces and fires in real-time between holding, breakthrough, and ex-
ploitation operations; and this allows concentration of effort to de-
feat enemy forces in detail at our choosing. However, due to the si-
multaneous parallel operations, the high mobility, the high lethality,
and the capability for sustained high tempos of operation, so many
enemy units can be defeated in detail simultaneously that the opera-
tion may resemble a more classic coup de main executed in a single
main-force engagement.4®

At the tactical level], the combination of high lethality and real-time
information produces a deadly increase in unit effectiveness due to
the short time constants of action by individual units (similar to
Colonel John Boyd's concept for air combat of acting inside the en-
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emy’s observation/orientation/decision/action cycle). While
“information dominance” is increasingly discussed, perhaps a
deeper understanding would focus on “cycle-time dominance” on
the operational level. Altering the time constants of decision and ac-
tion to permit increased simultaneity and enhanced coherence will
require collapsing the traditional distinctions between strategic, op-
erational, and tactical as well as the command pyramid.

The “Information Revolution” enables this RMA by facilitating the
shift to this type of seamless, high tempo parallel operational doc-
trine; it is an enabler in the same way that the Agricultural and In-
dustrial Revolutions enabled the Napoleonic RMA. It provides two
critical capabilities: first, the ability to ascend a cognitive hierarchy
that starts with data, then provides information by correlating data,
then knowledge based on situational awareness, and finally under-
standing built on the capability to predict and project forward con-
sequences—and thereby improve decision making; and second, the
ability to communicate those decisions in real-time with a high de-
gree of assurance that the integrity of the message will be main-
tained—thus enhancing the action part of the cycle.*6 Coherent op-
erations, enabled by the new ability to ascend the cognitive hierar-
chy, will allow, for the first time, turning C3I from a supporting coor-
dination function to a capability for real-time orchestration of com-
bat power focused on the decisive point. It will provide the tools to
reinforce the traditional role of the commander in exercising com-
mand during the battle.#’” And moreover, the impact of this RMA
may also alter the advantages traditionally held by the initiator of
conflict over the responder, and thus the historic balance between
the offense and defense.

Implications for Utility

The very success of the Gulf War (following six months of prepara-
tion allowed us by Iraq) may mask the changing phenomenology of
our evolving security problems, and, therefore, the utility of this RMA
in those circumstances: not massive, theater-level combat between
two large, well-equipped in-place forces, but prompt response to re-
gional contingencies in which we will not have the benefit of a sub-
stantial forward force presence. Is the current goal in exploiting this
RMA, therefore, still overly burdened by a cold war mindset formed
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by guarding the Inner-German Border (IGB) for 40 years or is it truly
consistent with the evolving strategic conditions?

The RMA, once correctly defined, can serve the decision makers in a
number of ways: as a filter for choosing new technology and pro-
grammatic initiatives; as a new organizing principle for force posture
and roles and missions decisions; as a lever for bureaucratic change
and control; or even as a means for institutionalizing change through
a “process of permanent revolution.” However, the maturity of the
RMA is an important consideration for decision makers attempting
to determine both how to use the RMA and how to implement it.
What are the different implications if this RMA is in its formative
stages, and therefore has considerable life yet to run, or if this is a
mature revolution, even if it is relevant to near-term problems? Un-
derstanding this factor is critical for judging our competitive position
and assessing the ability of potential competitors to engage us with
these tools (or to assess their interest in doing so). If, as many ob-
servers appear to agree, this is a revolution in its early stages, with
much headroom left for improvement in the individual constituent
elements, then a relevant question is the degree to which improve-
ments at this level would enhance the overall effectiveness of the
RMA—how much edge is necessary to maintain strategic dominance
in intense mechanized warfare?

An alternative view is that a DESERT STORM-type RMA is a relatively
mature revolution whose relevance and advantages may both be re-
ceding. If we follow the logic of Marshal Ogarkov, this is a revolution
that has been proceeding for nearly 20 years, but has only reached
fruition now as the technical tools to implement it have become
available. Will adoption of a mature revolution lock us into a set of
old technologies with limited potential for further dramatic im-
provements? (And moreover, it is a revolution aimed at a specific
context that may now be disappearing just as we are able to address
it.) A mature revolution would pose several potential implications:
first, that the asymmetric capabilities we now hold are likely to be
transitory since the sources of technical advantage may already be
diffused and beyond our control; second, that challengers are in a
position to absorb the operational innovations that the United States
has made rather than having to invent them afresh; third, some may
also be able to mimic U.S. organizational adaptations (which are
open to inspection) if they can overcome their own cultural and bu-
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reaucratic impediments;*® and fourth, that future challengers may
choose, rather than countermeasures to this RMA (parallel develop-
ment, direct counters, passive counters, or asymmetric counters), to
alter their overall strategic concept and come at us in ways that limit
the relevance and utility of this RMA.4% Of course, it may be that even
if it is mature, it will remain relevant and the United States will be
able to maintain a substantial and useful margin of advantage; but
this issue requires analysis, not assertion.

IMPLICATIONS OF THIS RMA

The potent increases in operational effectiveness from this RMA can
only be obtained by adopting substantial changes in operational
concepts and organizational structures that will allow coherence to
be maintained across spatial and temporal dimensions, as well as
among forces of different types. Existing organizational structures,
which are themselves the product of adjusting to the gross imperfec-
tions of previous C3I capabilities, reinforce the tight linkage between
command and control; and moreover, these structures are built
around and reinforce the classic distinctions between strategic, op-
erational, and tactical operations.’?® The existing hierarchy of opera-
tional levels and the corresponding levels of command will need to
be reexamined, rethought, and redefined as part of creating a new
warfare paradigm. Critical among these modifications will be
changing the nature and location of the decision-making processes
that result from the exercise of command and control of military
forces in combat.

The existing warfare paradigm: (1) distinguishes among discrete
strategic, operational, and tactical levels of operation; (2) is based
heavily on preplanning; and (3) separates the overall operation into
discrete phases. Implementing coherent operations will require that
capabilities for command of simultaneous operations be increased
and that the current spatial and temporal distinctions among these
types of operations be removed. Moreover, shortening the critical
time-constants for decision and action will require decentralization
of command authority and a concomitant relaxation of control from
the higher levels. But these alterations to the existing distinctions be-
tween strategic, operational, and tactical operations will require that
the traditional focus, functions, and roles of the commanders in the




130 InAthena's Camp: Preparing for Conflict in the Information Age

existing hierarchical (and authoritarian) structure also be modified
so that the nature and character of the decisions and actions corre-
spond to the new paradigm.

Thus, it may be worthwhile to benefit from the experience already in
the commercial sector on the impacts of these types of changes.
Many of the critical enhancements portended by coherent operations
are already reflected in changes in the organizational structures and
decision and operations processes found in the commercial sector,
including changes in the role of management and the locus of deci-
sion making in organizations. They are designed to improve dramat-
ically the speed of both decision and execution; the key elements in
competitive advantage. These changes affect the character of and
requirements for command and control at each level of the organiza-
tional hierarchy. Military organizations, operational patterns, and
decision processes will have to be similarly modified in order for the
U.S. military to capture the potential for enhancing combat effec-
tiveness offered by coherent operations.

Relieved of the classic span-of-control constraints by new technolo-
gies, organizational structures are being flattened and managers are
being refocused to improve rather than impede flows of critical in-
formation. Low-value-added activities are being discarded and new
foci for decisions at each level in the corporate hierarchy are being
developed. “Delayering” and flattening of existing hierarchies are
designed to move the locus of decision making closer to those who
execute the critical decisions in order to speed up the ability of the
institution to respond to unexpected conditions and opportunities.
These changes have been upsetting to commercial organizations and
to the people affected; and it has taken far longer than anticipated for
the benefits from infusing modern “information technologies” to
show up in the form of increased productivity and organizational ef-
fectiveness. Recent research suggests that the transformation has
been so lengthy exactly because these organizations initially at-
tempted to use the new technology to increase efficiency in perform-
ing the old tasks, rather than “re-engineering” the entire process
based on the new capabilities.

Finally, perhaps the most fundamental change required to exploit
the new RMA is the alteration in perspective from improving the in-
dividual elements of combat power (and measuring those enhance-
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ments) to integrating and focusing the power of the “whole.” Inte-
gration of the whole rather than enhancement of the parts is the
central pillar of this RMA; then the campaign plan and joint opera-
tions become the defining level for measuring effectiveness. Assess-
ing the full impact of coherent operations on a force projection mili-
tary in future contingency operations cannot be accomplished by
retaining the present emphasis on “stovepipe” operations, or “piece-
parts” analyses, of forces executing an old-fashioned campaign
model first invented by General John J. Pershing.

These changes suggest many of the restructuring activities that will
be required if the U.S. military is to seize the opportunities presented
by the RMA. Therefore, the services must be prepared to go beyond
the DESERT STORM model to investigate and to exercise new opera-
tional as well as organizational concepts. These will include a com-
plete redesign of the traditional campaign paradigm, so that it can
define the direction and character of the RMA initiative and under-
stand the potential implications of an RMA that will fundamentally
alter doctrine and organizational concepts as well as future system
requirements.

In implementing the RMA and transforming the “conduct of war-
fare,” perhaps the real innovation will be found at the level of the
campaign plan. The transformation will be in determining in which
elements, in what sequence mission tasks are combined, and in how
rapidly they are executed, rather than in the individual concepts for
these mission tasks (what the military calls tactics, techniques, and
procedures). This type of campaign needs to be viewed as an inte-
grated, seamless process in which time constants of the individual
pieces are critical to the effectiveness of the overall plan. Indeed, the
analogy between this campaign paradigm to “just-in-time produc-
tion” or “agile manufacturing” and the older campaign model, with
its pre-planning, clearly delineated phases, and reliance on reserves,
to an inventory-based manufacturing process is striking.>!

CONCLUSIONS

Despite the difficult definitional issues in characterizing this RMA,
the most important determinations that must be made concerning
the RMA initiative are not analytical (epistemology), but of purpose
(teleology). Decision makers have three problems, all of which in-
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volve crucial choices. First is the strategic purpose of the RMA,
which depends on the perception of the nature of the future strategic
environment. Second is its role in U.S. defense planning, which
flows from that prior determination of purpose. Third is to ask what
is the best way to exploit our particular implementation of this RMA?

First, while it appears that an RMA based on DESERT STORM would
fulfill Ogarkov’s search for an operationally decisive instrument for
TVD-level planning and operations over the IGB contested by NATO
and Warsaw Pact forces, it is not apparent that this strategic problem
remains relevant. What is not answered is whether that RMA also
would be an appropriate and effective instrument for achieving
strategic objectives other than the military dominance of a theater of
war, for operations at levels below a theater of war, or for conflicts
with nonmechanized, non-Soviet-style opponents. A new strategic
synthesis is needed to translate the relevance of the RMA beyond our
traditional cold war problem. Consistency of means and ends is im-
portant. A revolution in military effectiveness may succeed, and may
even be dominant at the tactical and operational levels, but may not
produce strategically decisive results unless it is exactly and appro-
priately related to strategic purpose. While the German Blitzkrieg
was an appropriate operational solution to the problem of waging a
rapid campaign in Europe to avoid getting bogged down in a two-
front war as in World War I, it would not have been a relevant re-
sponse to either the Japanese or U.S. strategic problems in the Pacific
theater. More importantly, Blitzkrieg may well have been an appro-
priate operational concept in service of an inappropriate strategy.
The real German strategic problem, however, may have been the
prospect of a two-front war, an event they themselves guaranteed by
their attack on the Soviet Union. Completing the new strategic syn-
thesis is essential if the RMA is to be appropriately linked to the
strategic purposes relevant to the evolving geostrategic environment.

Second, as an internal instrument, the RMA can serve many different
roles. Among them are: a screen for budgetary control, a process for
institutionalizing change, a tool for assuring that the Department of
Defense is structured to fight future wars, and a lever for changes in
roles and missions. However, these key roles depend less on the
specific internal details of the RMA (deciding between technologies,
systems, innovations, and organizational changes) than on correctly
capturing the Gestalt of this RMA.
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In addition to the changing nature of the strategic problems that the
United States will face, design of U.S. forces must also address op-
erational and tactical level problems that will certainly change in
scale, if not in intensity and duration. While the advanced technolo-
gies coupled to largely existing operational concepts and organiza-
tional structures were used with great success in DESERT STORM,
the Gulf War displayed many idiosyncratic features; and it may well
represent the final act of the old strategic environment in which
massed, armor-heavy forces represented the critical component of
the threat. Although DESERT STORM focused on a major regional
challenge, the fact that Iraqi forces were equipped and largely trained
along classic Soviet lines, as well as the extended period in which the
United States was able to put in place an extensive infrastructure,
stockpile huge amounts of logistics, and deploy a diverse array of ex-
tremely large combat forces, made this campaign perhaps resemble
more traditional cold war contingencies than potential uncertain re-
gional contingencies occurring on short notice into largely unpre-
pared theaters of operations.

If part of the overall effectiveness of this RMA depends on the impact
of overloading the enemy’s command system, will these advantages
still pertain as the operational venue is reduced in scope and scale?5?
Another facet of this issue is whether effective operations at lower
echelons employing the constituent tools of the RMA remain a mili-
tary technical revolution. Finally, a third facet is how much of the
impact of this RMA will be due to effective execution which is, in
turn, highly dependent on realistic training and exercises. This latter
question is exceptionally important for resource allocation decisions
between force size, quality, and readiness; and it is also important to
our understanding of how to preserve our present competitive ad-
vantage.

Finally, in light of the real costs of fundamental organizational
change needed to accommodate new operational concepts, the third
critical problem is to define an implementation concept that allows
this fundamental alteration to both the existing warfare as well as the
command and control paradigms; this course must maximize the
likelihood of the change being adopted and internalized by the mili-
tary institutionally, not simply grafted onto old stock. Perhaps more
importantly, coupled with the very real fiscal pressures, the success
itself of DESERT STORM may accelerate demands to reshape and re-
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structure the American military; and real questions arise whether the
potential of an RMA can be seized simply by appliquéing new tech-
nologies and systems onto existing structures and concepts or can
even be understood and appreciated with the analytical tools devel-
oped for the previous environment.

It may be that a dual focus and, therefore, a two phase RMA is re-
quired, one that addresses both near-term and far-term strategic
problems. Accepting that an RMA is composed not only of tech-
nologies and evolving military systems, but also of operational inno-
vation and organizational adaptation, it may be that the major focus
for this RMA in the near- to mid-term should lie in these two latter
areas so that a common base of technologies and military systems
may be able to serve the needs of both the high and low ends of the
conflict spectrum—without draining already stressed budgets. And
in light of three issues identified in this monograph—relevance to fu-
ture U.S. strategic problems, the likely challenges to be presented by
future opponents, and maturity of this RMA—a case can be made
that a major focus of an RMA initiative should be not only to exploit
fully the current technical capabilities by creating an appropriate op-
erational and organizational matrix with the next RMA. To identify
and allocate sufficient resources to forging an RMA beyond that is
more appropriate to the evolving set of challenges only now dimly
perceived on the strategic horizon.

Given the increased globalization of technology resources, it is prob-
ably self-evident that over the longer-term (but more debatable in
the near-term) the United States will lose the asymmetric advantages
we now hold in the underlying technologies needed for this RMA.
Improved intelligence collection and analysis in these areas
(especially against allies and potential suppliers of the critical tech-
nologies) should yield significantly better understanding of these
rates of change to allow us to better gauge our relative competitive
position. The possibility that challengers may develop totally new
operational concepts is clearly speculative, but “gray design bureau”
and “plan orange” type games may be extremely useful to explore the
possibilities.?¥ The degree to which challengers may absorb, or de-
velop on their own, the critical operational innovations and organi-
zational adaptations that are key to the RMA may be the most diffi-
cult questions to resolve since they will require both an exceptionally
good understanding of the dynamics of an RMA (which is not yet in
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evidence) and careful analysis of the complex relationships between
an RMA and the socio-cultural and economic factors of a wide range
of potential competitors. Recent history suggests that these ques-
tions will seriously stress our intelligence and analytical communi-
ties.

How the operational and tactical levels of warfare are conducted
(disregarding politics for the moment) determines roles and mis-
sions, the traditional focus of the military services; and an RMA
would undoubtedly bring about substantial changes in the current
alignment of roles and missions among the services. However, with-
out the benefit of a completed strategic synthesis, current attempts
to redefine roles and missions appear too early to have useful impact;
these changes appear to be elements that should occur only in the
second phase of the revolution—when the operational approach has
been determined and the path for exploitation has been clarified.

In summation, using an RMA initiative, intentionally or uninten-
tionally, primarily to define a “technical legacy” makes three crucial
errors. First, it misdirects effort toward a probably fruitless search for
“silver bullet” technology on which to build the RMA. Second, it
misdirects attention away from the critical issues of, and relation-
ships among: purpose, strategy, doctrine, operational innovation,
and organizational adaptation that are the essential issues for an
RMA. Third, in committing the first two errors, it compounds the
problem by being astrategic since it risks wasting very scarce defense
resources on new programs that may be irrelevant to future security
challenges. This course would be particularly unfortunate since it
would squander the rare opportunity presented by the changes in
technological conditions to enable an RMA that could appropriately
forge America’s military for the evolving geostrategic environment;
one that is also being reshaped by fundamental changes in the un-
derlying political, economic, and socio-cultural conditions.

NOTES

IWhen exploration of this subject by the American defense community first began, the
term commonly employed was the “Military Technical Revolution” (MTR). Unfortu-
nately, MTR denotes too great an emphasis on technology. Therefore, much of the in-
terested community now uses the term Revolution in Military Affairs, which focuses
on revolution, and clearly places technology in a supporting role.
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2The U.S. defense community owes a debt of gratitude to Mr. Andrew Marshall, the
Director of Net Assessment, OSD, for identifying this important subject and pressing
efforts to have the community begin an RMA initiative.

3An external perspective focuses on outer-directed strategic objectives while an inter-
nal perspective focuses on inner-directed issues such as adapting the organization
and overcoming structural barriers to innovation.

4t may also be that one objective held by some analysts for the RMA is not to address
specific challenges from the diverse array of potential competitors, but to attempt to
use the RMA to maintain the aura of unchallengeable, overall U.S. military and techni-
cal dominance by shaping perceptions, by “casting long shadows,” whether the RMA
is an appropriate solution to the specific challenges or not.

5Does the nature of conflict result from natural laws (the technical and environmental
conditions that Karl Marx called the “sub-structural forces”) or from the interplay of
sociopolitical and economic factors (the evolving geostrategic interests)? Is the con-
duct of warfare affected by the stage of social development of the participants or can it
be imposed by a key actor?

6While Russia and other former Warsaw Pact nations may be prepared to sell ad-
vanced weapons at prices that are very low by Western standards, it is less likely that
they will, or can, make those sales as “loss leaders” for political or ideological influ-
ence.

"For example, Hitler's “peaceful” annexation or “reunification” of Austria, the Ansck-
luss [sic], in 1938.

8Carl Builder of RAND has written and discussed the latter concept.

9This issue, however, has a more complex, and darker side for U.S. planning. While
the Gulf War, and similar future conflicts, may represent only limited threats to inter-
ests, and therefore limited stakes, for the United States (or potential coalition part-
ners), the regional aggressor may perceive his “strategic interests” or even his very
survival (national or regime) at risk once the United States engages with uncon-
strained military power, even in pursuit of “limited” objectives. In light of the con-
ventional military capabilities demonstrated by the United States in that war, and
especially the damage inflicted by the “strategic” air campaign, we should not be sur-
prised if our opponents contemplate the use of their “strategic” weapons—whatever
they may be. Therefore, it is likely that we may be forced to employ more limited
means in achieving limited ends by the consequences of not doing so.

101¢ is an interesting question to explore this relationship between vulnerability and
stage of socioeconomic development; it may well be that nations like Iraq are the most
vulnerable, having grafted a thin veneer of modernity onto fundamentally less-devel-
oped societies, and thereby creating an exceptionally fragile infrastructure that does
not respond well to stress.

Hang despite the relative optimism expressed earlier, a major threat could emerge
sooner. After all, it was only 10 years between the height of the Weimar Republic and
the invasion of the Soviet Union in 1941. See Jeffrey R. Cooper, Implications of a “Long
Peace,” Center for National Security Studies, Los Alamos National Laboratory, Decem-
ber 1991, for a discussion of other historical analogues for the period we have now en-
tered.

12This same problem bedevils the concept of “prototyping.” While there is certainly
utility in proving a new technology or piece of equipment, there is probably little sense
in putting it “on the shelf” to await a future conflict since it is likely to be obsolescent
at that time. Thus, in this context, both prototyping and the MTR are better viewed as
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processes, not products—explicitly designed to maintain ferment in their particular
areas.

13As Dr. Daniel Gouré, Deputy Director for Politico-Military Affairs, CSIS, has aptly
phrased it, “Nintendo Warfare.”

14This concept is not new. In fact, some had explored this notion in earlier years by
suggesting that Pershings be deployed in German town squares in order to force the
ugly choice of large-scale civilian deaths in a Soviet preemptive attack.

15The “CNN effect” refers to the global, real-time news coverage that is becoming in-
creasingly available and makes conduct of most military operations a matter of im-
mediate public scrutiny.

16For the purposes of this monograph, the term nature of war will be defined by the
entities that engage in the conflict and the objectives over which they fight while con-
duct of warfare will refer to the modalities of the conflict, that is, how the war is fought.
Thus, during the past century and a half, the nature of war has been defined by the fact
that it has been fought by nation-states for political objectives; warfare has been con-
ducted primarily by mass armies equipped with weapons provided by modern indus-
trial technology. I do recognize that others use nature of war to refer to the immutable
characteristics such as combat, leadership, valor, and blood.

171 am indebted to COL Gary Griffin, USA, TRADOC, for this important insight. Dr.
John Hanley has also touched upon this point in “Implications of the Changing Nature
of Conflict for the Submarine Force,” Naval War College Review, Autumn 1993.

18The Soviet stress on the political dimension of war and the correspondence of mili-
tary power with the “stages of socio-cultural development” recognized that strategy
exists within a complex web of nontechnical factors.

19gee, for example, J.F.C. Fuller, The Conduct of War: 1789-1961, 1961 (republication
by the DaCapo Press, New York, 1992), pp. 15-25, for an excellent discussion of these
changes.

203ee Fuller; the Peace of Westphalia in 1648 ended the Thirty Years War which was a
religious conflict of absolute ends and total means, and opened a period of limited
conflict objectives. Prior to raison d’ état of the modern civil state, war in Europe was
often fought for absolutist (if not Manichean) religious reasons resembling ideological
conflict.

21gee Robert E. Osgood, Limited War, Chicago: The University of Chicago Press, 1957.
As Fuller, p. 20, noted, this actually harkened back to pre-Napoleonic objectives of the
“absolute” monarchs.

22gee, for example, Robert W. Tucker, “A Just War?,” National Interest, Fall 1991. In-
deed, domestic reaction fueled by the “CNN effect” to scenes of destruction on the
“Highway of Death” was clearly one factor in curtailing coalition combat operations
and probably can't be ignored in the future. The new Army FM 100-5 explicitly notes
this factor in planning and conducting future operations.

233ee Dr. Andrew Krepinevich’s original 1992 study on the MTR prepared while he was
in OSD/NA.

24This would be consistent with the literature on technology innovation, transfer, and
adoption by firms and industries. Directed, dedicated research, while the most costly,
tends to be the easiest and quickest to apply. “Not invented here” developments often
find internal sponsorship and adaptation difficult, even once their relevance and im-
plications are recognized.
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25For example, if an RMA involves a fundamental shift from an attrition paradigm to
one in which speed of execution is as important, then it should follow that the dimen-
sion of measurement should shift as well from questions of “how many killed” to “how
quickly.”

28GPS is an extremely recent and relevant example of the problem. An older example
was the Army’s attempt until the 1930s to treat the machine gun as an artillery
weapon.

2TThere is an extensive literature on both military and civilian innovation that explores
the phenomenology of the entire process, including the complex problems attendant
on organizational adoption of the innovation, not just the step of technical invention.

28The phenomenology of this cognitive dissonance is the same whether it is in the
context of Kuhn’s “paradigm shift” or the Marxist-Leninist formulation of “internal
contradictions.”

297 classic problem in the literature on inventions and innovation is the inability to
predict the impact a new development may have not in meeting existing needs but in
creating entirely new markets. Not only IBM and the “PC” in the early 1980s, but IBM
and the mainframe computer in the 1950s, and the Air Force and GPS in the 1970s, are
all good examples of unpredictable “latent demands” that could not be forecast in the
existing framework. Without understanding of the type and magnitude of the change
the invention would introduce, analysis in the existing context was irrelevant.

30what is not clear, however, is whether their opposition can stop a revolution; histor-
ical analysis could answer this important question.

31Given the peculiarly American approach to analysis (decomposition, assessment in
detail, only then synthesis, and finally understanding of the whole), the process atten-
dant on revolutionary innovation poses a difficult procedural reversal demanding a
“holistic” or Gestalt approach ab initio.

32The concept of “core competencies,” developed at Harvard Business School, is cur-
rently in use by organizational consultants attempting to reform or restructure pri-
vate-sector companies; it attempts to identify those particular areas in which an orga-
nization is exceptionally proficient as the focus of its energies.

33As Dr. Gouré has pointed out, the British invented the tank and employed it piece-
meal in the Battle of Cambrai, within that existing strategic context, to support the
breakthrough of infantry against machine guns and fortified trench systems. The
Germans, on the other hand, organized the tank into armored formations and inte-
grated them with close air support to develop the Blitzkrieg, which created a new
strategic context. This problem may affect the existing seven DDR&E “thrust areas”;
without a stronger link to strategy appropriate to the new security context, pursuit of
these areas will not necessarily provide important tools for strategic exploitation.

34This paradigm or model includes division of roles and missions among the services,
as well as campaign plans at the joint level, and force structure and doctrine within
each service.

35Thereby creating a Pareto optimum in which no party is made worse.
36And adoption of Blitzkriegwas strongly resisted by the German Army hierarchy.

37Marshal N. V. Ogarkov, Always in Readiness to Defend the Homeland, March 25,
1982, is the key paper usually cited. Other shorter papers by Ogarkov date back to fall
1979; and a later important work was his 1984 May Day article.
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38Battalions in Military Operations,” Military Herald, 1985, for example, is a concep-
tual precursor to the high leverage brigade concept now being discussed by USCENT-
COM.

395ee, for example, the 1982 FM 100-5, Airland Battle, and the Follow on Forces Attack
(FOFA) concept, both based on the innovative ideas of Generals DePugh, Starry, and
others; these could certainly have fueled Ogarkov’s concern. These doctrinal changes
indicate that the United States also had an intuitive understanding of the revolution
that was about to occur; but like Moliere's character, the Army had been speaking
prose (the RMA) but didn’t know it.

400garkov, History Teaches Vigilance, April 1985. This appreciation, in turn, led to the
support by much of the Soviet military for perestroika in order to create the internal
preconditions for competing with the United States in this new technical era. Having
watched the United States validate the RMA, many in the former Soviet military are
likely to be convinced that the correctness of pursuing the path of “denuclearization”
by political means and perestroika internally has been confirmed. Marshal Grachev,
Yeltsin’s Defense Minister, for example, has been an outspoken proponent of both el-
ements.

41por example, this was highlighted in the Desert Storm “Lessons Learned” Study con-
ducted by the Center for National Security Studies, Los Alamos National Laboratory.

42A11 these concepts owe much to Soviet work in “control theory” and automated pro-
cesses.

435ee Jeffrey R. Cooper, The Coherent Battlefield, SRS White Paper, Arlington, VA, June
1993, for a more complete discussion of Coherent Operations.

44These effects, in fact, resemble the conditions intended to be produced by Soviet-
style “Radio Electronic Combat.”

45Another benefit of the intense but rapid execution is the likely reduction in Ameri-
can casualties compared with a more drawn out, sequential attrition style operation.

46Many commentators have returned to John Boyd’s concept of the Observa-
tion/Orientation/Decision/Action (OODA) Loop in discussing the impact of the
“Information Revolution.” Almost uniformly, however, they have focused on the de-
cision side of the cycle (observation/orientation/decision) and neglected the very im-
portant implications of significantly enhanced “information technology” for the action
element. Real-time, dependable communications have analogous effects to Boyd's
key technical requirement for the pilot/aircraft combination, 3000 psi hydraulics, to
link more rapid decisions by the commander to responsive actions by his unit.

47The new C*I technologies could also be used to create a new class of remote com-
manders, not unlike the British and French “Chateau Generals” in World War I, dis-
placed physically but linked to the front by the telegraph. The wide band width and
real-time processing capabilities may well tempt the military to this Faustian bargain.

48pAn intriguing and important sociological issue is the relationship of an RMA to the
society which fosters it—must it be organic to and consistent with the socio-cultural
foundation—or can it be grafted onto alien stock?

49As noted earlier, an opposing proposition suggests that much of the U.S. advantage
lies beyond the four constituent elements in the ability to execute, which is built on
training, exercises, simulation, and supporting elements such as logistics and mainte-
nance—these factors may be even more difficult to replicate and have traditionally
been neglected by most militaries outside the developed world.
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505ee, for example, Colonel James G. Burton, “Pushing Them Out the Back Door,” U.S.
Naval Institute Proceedings, June 1993, and subsequent correspondence for views on
the confusion in roles and command levels engendered by these changes in our un-
derstanding of the command functions at the strategic and operational levels of war.
My own view is that the operational level is expanding as the capabilities to engage in
Clausewitzian decisive combat are being recovered. As time replaces space as the
critical factor, the concurrency and compression of future campaigns may provide
opportunities for “tactical” engagements to become decisive.

510nce this analogy is drawn, it is interesting to contemplate the disastrous experi-
ence of General Motors in automating and robotizing key production lines
(“innovative operational concepts”) rather than in “re-engineering” the entire pro-
duction process itself and better integrating existing manual subprocesses.

52 useful study would be to analyze the relationships between combat tempo, scope,
and parallelism on the one hand, and the number and pace of command decisions on
the other; while this smacks of previous Soviet interest in command norms and cyber-
netic control theory, they may well have intuitively understood this element as an im-
portant component of the emerging RMA.

531t should be noted that the Japanese attack on Pearl Harbor was not an example of
technological surprise, but of both operational and tactical surprise. The tactical sur-
prise was that they could effectively deliver air-dropped torpedoes in shallow, con-
tained waters.




Chapter Six

INFORMATION, POWER, AND GRAND STRATEGY:
IN ATHENA’S CAMP—SECTION 1’

John Arquilla and David Ronfeldt

Information has been associated with power, war, and the state since
at least the time of the Greek gods. One normally thinks of Ares, or
the Roman refinement Mars, as the god of war. But where warfare is
about information, the superior deity is Athena—the Greek goddess
of wisdom who sprang fully armed from Zeus's head and went on to
become the benevolent, ethical, patriotic protectress and occasional
wrathful huntress who exemplified reverence for the state. Accord-
ing to Virgil, for example, Troy would be powerful enough to with-
stand all its enemies so long as it possessed and honored the Palla-
dium, a sacred statue of Athena provided by Zeus or Athena herself.
Understanding this, the Greeks arranged its theft, symbolically deny-
ing the Trojans the benefits granted by access to the goddess of wis-
dom. So Athena sided with the Greeks in the Trojan War, where she
bested Ares on the battlefield and conceived the idea of the wooden
“gift horse” secretly loaded with Greek soldiers. The Trojans made
the monumental misjudgment of hauling it inside their fortress
walls, over the protestations of the priest Laocéon and the seer Cas-
sandra. The rest is history, and legend.

*Originally published as “Information, Power, and Grand Strategy: In Athena’s
Camp,” in The Information Revolution and National Security: Dimensions and
Directions, edited by Stuart J. D. Schwartzstein, Washington, D.C.: CSIS, 1996.
Copyright 1996 by the Center for Strategic and International Studies. Reprinted by
permission. This section and Section 2 (which appears as Chapter Eighteen of this
volume) have been copy edited since the initial publishing.
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Ever since, examining the relationship between information and
power has attracted all manner of political and military theorists, as
indicated by this sampling:

+ Sun Tzu observed over 2,500 years ago: “Know thy enemy, know
yourself; your victory will never be endangered.”

» Francis Bacon considered information the key to Elizabethan
England’s development as a great power: “For the conduct of
war . .. in the youth of a state, arms do flourish; in the middle age
of a state, learning; and then both of them together.”

+ Clausewitz regarded the role of knowledge in warfare as “a factor
more vital than any other.”

*  Michel Foucault, who viewed knowledge and power as inextri-
cably intertwined, considered mapmaking as an example of
“knowing” that conveyed juridical, military, and political power:
“Once knowledge can be analyzed in terms of region . . . one is
able to capture the process by which knowledge functions as a
form of power.”!

What does it mean to believe such statements? Conventionally, it
means that something viewed as immaterial and abstract—like a
specific piece of information or knowledge—can be put to hard,
practical use to strengthen one party over another. The exercise of
an actor’s power may turn on the possession of such information; it
becomes an instrument of power. But that conventional view barely
begins to probe the depths of meaning embedded in statements that
“information is power.”

In this essay, we offer some observations about the relationship be-
tween information and power. Our theme is that information, gen-
erally thought to be immaterial, is increasingly seen to be an essential
part of all matter. In contrast, power, long thought to be based
mainly on material resources, is increasingly seen to be fundamen-
tally immaterial, even metaphysical in nature. As information be-
comes more material, and power more immaterial, the two concepts
become more deeply intertwined than ever. These trends may gen-
erate some interesting implications for the theory and practice of
warfare and for grand strategy in the times ahead.
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The assumption that military power and grand strategy will still mat-
ter implies that states will still matter, and that the international sys-
tem will remain state-centric in the emerging information age. We
believe this to be the case, and differ from those who argue that the
diffusion of information and the attendant erosion of hierarchy will
inexorably weaken states, and that a “global village” of nonstate ac-
tors may someday even supplant the state system. The information
age will surely transform the nature of states in many ways and will
probably limit their range of action in many areas unless they coop-
erate with nonstate actors. But the state will remain vibrant, effec-
tive, and desirable as a time-tested form of administrative and politi-
cal organization for societies, both for those that are still in search of
self-determination and sovereignty, and those, presumably like the
United States, that are highly advanced and on the verge of develop-
ing additional information-age structures. 2

The endurance of the state and the state system in the information
age will affect the tenets underlying both major schools of interna-
tional political theory: the realist and the interdependence schools.
The state-centric realist school will have to continue recognizing that
non-state actors are multiplying and gaining power, constraining the
roles of states in some issue areas. The interdependence school,
which has emphasized the rise of non-state actors, will have to ac-
cept that states are going to have significant new political and other
instruments at their disposal as a result of the information revolu-
tion. A similar conclusion is reached by Eugene Skolnikoff in his re-
cent assessment of how today’s scientific and technological revolu-
tions may affect international politics. In his view, these revolutions
will require the realist and interdependence schools of international
political theory to rethink some propositions, but he finds little rea-
son to doubt that “states remain the dominant structural element in
the international system.” Indeed,

it would not be difficult to construct a scenario in which the emer-
gence of major challenges to the planet or to a large part of human
society led to much greater centralization of authority in the hands
of a few states in the international system.3

In our view, the “softening” of power and the increasing “tangibility”
of information may usher in a new golden age for states. What may
be coming to an end, if anything, is not the state or the state system,
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but rather the empire and imperialism in their classic forms. Indeed,
it is not so much the state but rather the empire that dominated the
international system after feudalism ended five hundred years ago.
Empires, because of their size and resources, often survived even
gross blunders. Witness the resilience evident during the long peri-
ods of imperial decline suffered by Rome, Byzantium, Spain, France,
Britain, and Russia. However, in the 20th century, nationalism and
other factors, including inherent incompetencies, have dealt a series
of sledgehammer blows against empires, the last of which collapsed
just a few years ago.* The state—in both its nascent and advanced
varieties—is the key organization to venture into the vacuums cre-
ated by the end of the classic empire. There is no orderly alternative.

At the same time, a-new model of the state may emerge, probably
one that is leaner, yet draws new strength from enhanced abilities to
coordinate and act in concert with non-state actors. In this vein,
Peter Drucker, after arguing that the classic nation-state metamor-
phosed into the unwieldy “megastate” in the 20th century by taking
on excessive social, economic, and military duties, concludes that
success in the post-capitalist age will require a different model.®
Other thinkers are also starting to propose that what lies ahead is not
the demise but the transformation of the state.®

By implication, the skillful exercise of military power and grand
strategy may grow in importance in the information age. States are
more compact than empires but have smaller margins for error. To
do well in the times ahead, they must strive to understand that the
nature of information and power, and the interaction between them,
may be changing radically.

THREE VIEWS OF “INFORMATION”

Most people think they know “information” when they see it, and
any dictionary can provide a working definition. But like any con-
cept that grows in importance, it has begun to acquire new meanings
and imply new possibilities. It deserves closer scrutiny.

Three general views of “information” appear in discussions about the
information revolution and its implications.” Each view approaches
the concept differently; each harbors a different perspective of what
is important. Two views are widespread: The first considers infor-
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mation in terms of the inherent message, the second in terms of the
medium of production, storage, transmission, and reception. The
emerging third view transcends the former two; it speculates that in-
formation may be a physical property—as physical as mass and en-
ergy, and inherent in all matter.

Information As Message

The first view is the most ancient, classic, and ordinary; indeed, it is
the view found in the dictionary. Reduced to bare essentials, it re-
gards information as an immaterial message or signal that contains
meaningful (or at least recognizable) content and that can be
transmitted from a sender to a receiver. Such information usually
comes in the form of “reports, instructions, and programs.”8

This results in what many analysts call the “information pyramid.”?
(See Figure 6.1.) The pyramid has a broad base of disorganized raw
“data” and “facts,” atop which sits a stratum of organized
“information.” The next, still narrower stratum corresponds to in-
formation refined into “knowledge.” Atop that, at the peak, sits the
most distilled stratum, “wisdom”—the highest level of information.
A cognitive version would place “awareness” at the base,
“knowledge” above, and “understanding” at the peak.!?

“Information,” then, corresponds to part or all of this pyramid, but
the term is usually employed in the latter, expansive sense these
days. This carries some risk of misunderstanding. The pyramid
implies that the higher levels rest on the lower, but that is true only to
a degree. Each layer has some independence—thus, more data do
not necessarily mean more knowledge. Moreover, critics object sen-
sibly that “information” should not be mistaken for “ideas.”!!

Whatever the merits of these terminological debates, the expansive
view of information continues to gain ground and stimulate new in-
sights. In this vein, ethologist Richard Dawkins argues that informa-
tion comes in varieties: from discardable old news items to
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Figure 6.1—The “Information Pyramid”

types of information that are so powerful, so laden with vitality, that
they may be deemed “alive.” Thus the most meaningful information
“doesn’t merely embody order; it advances order and maintains it.”12
This includes not only the biological information in the genetic
replicator DNA, but also cultural information (e.g., ideas, fashions)
that gets communicated gene-like in “memes”—a term Dawkins
coined to convey that cultural as well as biological bodies are based
on units of “self-replicating patterns of information”:13

Just as genes propagate themselves in the gene pool by leaping from
body to body via sperm or eggs, so memes propagate themselves in
the meme pool by leaping from brain to brain via a process which,
in the broad sense, can be called imitation.!4

Information As Medium

The second view observes that information relates not just to the
message, but more broadly to the system whereby a sender transmits
a message to a receiver. So, this view directs the eye to the
medium—in contemporary parlance, the conduit—of transmission
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and reception. The key concern is the ability of a communications
system to move signals clearly and precisely—that is, with low noise,
low “entropy,” and often with high redundancy. In this view, the ac-
tual content is irrelevant; what matters are the encodability and the
transmittability of a message, regardless of its content.!5 This view is
more about communications than knowledge.

This second view gained influence in the 1940s and 1950s under the
rubric of information theory, communication engineering, and sta-
tistical mechanics. It was elucidated initially by Claude Shannon,
and then by Norbert Wiener, who developed “cybernetics” based on
principles of control through feedback. This view then also filtered
into the social sciences, helping to stimulate Marshall McLuhan's
insight that “the medium is the message.”1® Cybernetics influenced
the social and related engineering sciences particularly with regard
to theorizing about decision-making,!7 artificial intelligence, and the
design of computers.

Here are two alluring, widely praised definitions of information that
aptly summarize this second view. The first is by Norbert Wiener, the
second by anthropologist-cyberneticist Gregory Bateson:

Just as the amount of information in a system is a measure of its
degree of organization, so the entropy of a system is a measure of its
degree of disorganization; and the one is simply the negative of the
other.18

The technical term “information” may be succinctly defined as any
difference which makes a difference in some later event. This defi-
nition is fundamental for all analysis of cybernetic systems and or-
ganizations. The definition links such analysis to the rest of science,
where the causes of events are commonly not differences but
forces, impacts, and the like. The link is classically exemplified by
the heat engine, where available energy (i.e., negative entropy) is a
function of a difference between two temperatures. In this classical
instance, “information” and “negative entropy” overlap.?

In these and related writings,?® we see a trend among theorists to
equate information with “organization,” “order,” and “structure”—to
argue that embedded information is what makes an object have an
orderly structure. As this trend has developed, its emphasis has
shifted. At first, in the 1940s and 1950s, information theorists em-
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phasized the concept of “entropy”—and were thus concerned with
exploiting feedback to improve “control.” Now, the emphasis has
shifted to the concept of “complexity”—and this has led to a new
concern with the “coordination” of complex systems.?! Control and
coordination are different, sometimes contrary processes; indeed,
the exertion of excessive control in order to avoid entropy may
inhibit the looser, decentralized types of coordination that often
characterize advanced forms of complex systems.?2 What James
Beniger called the “control revolution”?3 is now turning into what
might be better termed a “coordination revolution.”

Entropy and complexity look like opposing sides of the same coin of
order. About the worst that can happen to embedded information is
that it gives way to entropy, i.e., the tendency to become disorga-
nized. The best is that it enables an object to grow in efficiency, ver-
satility, and adaptability.

Information and Physical Matter

In the first and second views, information remains basically imma-
terial in nature. But a third view is emerging that has challenging
implications. In this view, information is about much more than
message and medium (or content and conduit). It is said that infor-
mation is as basic to physical reality as are matter and energy—all
material objects are said to embody not only matter and energy, but
also “information.” The spectrum for this view runs from modestly
regarding information as an output from the behavior of matter and
energy; to regarding information as equal in importance to matter
and energy in the composition of reality; to regarding information as
even more fundamental than matter and energy.?* Information,
then, is an embedded physical property of all objects that exhibit or-
ganization and structure. This applies to dirt clods as well as DNA
strands. New academic fields of study—e.g., “information physics”
and “computational physics”—are emerging around such ideas
(while also drawing on the older ideas about information).

One proponent, Tom Stonier, amid a highly speculative, abstruse
discourse, sums up the basic idea quite clearly:

Its main thesis is that “information” is not merely a product of the
human mind—a mental construct to help us understand the world
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we inhabit—rather, information is a [physical] property of the uni-
verse, as real as are matter and energy.%

A physicist identified with such thinking, Edward Fredkin, reaches
farther to say that the entire universe is tantamount to a giant com-
puter.

What I'm saying is that, at the most basic level of complexity, an in-
formation process runs what we think of as physics. At the much
higher level of complexity, life, DNA—you know, the biochemical
functions—are controlled by a digital information process. Then, at
another level, our thought processes are basically information pro-
cessing.28

The views of information as message and medium persist, but are
embedded in a view that all matter and energy in the universe are not
only based on information but are designed to process and convey it.
Information is the prime mover. Both order and “chaos” depend on
it.

This line of thinking is not confined to physics. Social theorist Ken-
neth Boulding remarked that matter and energy “are mostly signifi-
cant as encoders and transmitters of information.”?” In other words,
the organization and the complexity of all objects, including social
objects, reflect and depend upon their informational content and
processing capabilities.

This third view remains odd and unclear, but quite intriguing. If it
proves a cutting-edge rather than a fringe view, it may yet lead to
analytic paradigms of as much explanatory power as the first two
views. This essay assumes it has some validity, so that we can point
out some remarkable implications for military doctrine and strategy,
as discussed later.

PARALLEL VIEWS OF POWER

Volumes have been written about the concept of power—far more
than about the concept of information. Yet, despite those volumes,
power is never easy to define—as is the case with information. We
do not attempt a definition.?8 Rather, what is notable here is that
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three views of power can be discerned that parallel the three views of
information—but with a reverse twist.

Our characterization is reminiscent of Kenneth Boulding’s analysis of
the triune nature of power, which he classified respectively into its
destructive, productive and integrative dimensions.2? The three
views we discern, respectively, treat power as being material, organi-
zational (or systemic), and finally immaterial in nature. Our charac-
terization applies whatever strategic realm one is analyzing: political,
economic, or military, all of which have material, organizational, and
immaterial ideational bases.

Power As Resoqrces

The most basic view regards power in terms of the possession of re-
sources and capabilities that can be used to coerce or otherwise con-
trol or influence a nation or some other actor. These are typically
tangible material resources and capabilities like petroleum,
weaponry, industrial capacity, or manpower. But they may also be
less tangible, as in the possession of liquid financial assets, or of an
office or instrument endowed with legitimate authority. In many re-
spects, this is a natural, even instinctive, view of power and may be
the most ancient of the three views.

This view undergirds most geopolitical analyses. As Inis Claude ob-
served, the power of the nation-state consists of “essentially military
capability—the elements which contribute directly or indirectly to
the capacity to coerce, kill, and destroy.”? In more formal academic
terms, this view has found expression in the widely used “composite
capabilities index,” which consists of military, industrial and
demographic factors grouped around the size of armed forces and
military budgets, steel production and industrial fuel consumption,
and total population, particularly the urban portion.3!

Power As Organization

A second view looks at power in terms of how it is “mediated”—how
a people, a nation, or other actor or system is organized to use the re-
sources and capabilities at its disposal. This view emphasizes that
power is a function or a reflection of the design and performance of a
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social system, whatever its resource base. Thus even a nation that
lacks many physical resources, like Japan, may still become very
powerful, as proved by its rise to the first rank of nations in the early
20th century.

This view has classical roots,?? but its proponents are mainly con-
temporary. The pathbreaking studies of administrative behavior in
the 1950s illuminated the fact that power depends on organization.33
(Some of these studies led the way in showing how organizational
designs are basically about how communications channels and
information flows are structured.) More recent theorists have
repeatedly observed that power does not exist in the absence of rela-
tionships; “power is a relation among people, not an attribute or pos-
session.”3* Resources matter in this view, but just how depends on
the identity, reputation, location, and other relational attributes of
the actor or system that has (or lacks) those resources.

The importance of organization for power is noticeable throughout
history. Consider the evolution centuries ago from tribes to states—
i.e., from kinship to hierarchy as the dominant form of societal or-
ganization. States, molded around centralized institutions like
monarchies and armies, emerged far more powerful than tribes
which, in their classic form, could barely conduct collective agricul-
ture, much less administer conquered tribes.3> By the 18th century,
state institutions proved less capable than competitive market actors
for processing complex commercial transactions and energizing in-
dustrial development. Today, a fourth major form of organization is
on the rise: information-age multi-organizational networks. They
are proving “powerful”—more so than the tribal, hierarchical, and
market forms—for dispersed civil-society actors, like human-rights
groups, who want to share information, coordinate strategies, and
act jointly.36

In addition, consider whether democratic or authoritarian (or totali-
tarian) systems are better designed for asserting power. The debates
about this question are increasingly resolved in favor of democratic
systems over the long run.%”

Overall, this view implies that power, much like information, is me-
diated; power’s significance (i.e., its meaning) is affected by the
medium of expression, by the system of generation and transmis-
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sion. Moreover, this view implies that power, again like information,
is the antithesis of entropy, but potentially subject to it.

Power As Immaterial

The third view moves even farther from the resources view. It looks
at power as depending on deep psychological, cultural, and
ideational structures; it makes “the power of power” virtually meta-
physical. Power becomes more like a message embedded in the air
than a raw material raised from the ground. Exactly what power em-
braces under this third view is often unclear, especially in the more
abstract, speculative versions. But in the more grounded versions, it
is not entirely separable from the first and second views.

In some respects, this too is a classical view of power. It is well rec-
ognized that nationalism and ideology may be sources of power.
More to the point, aerial bombing campaigns—a maximalist asser-
tion of material power—have often failed (e.g., in Britain, Germany,
Vietnam) to break a resolute people’s willpower. Among scholarly
theorists and strategists, Hans Morgenthau'’s expansive definition of
national capabilities included ideological and morale factors.3¢ For
Joseph Nye, the current era is one of the “reduced tangibility” of
power, and the rise in importance of its “softer” side.3?

This view of power receives some of its deepest articulations in mod-
ernist philosophizing. From a Marxist perspective, Antonio Gram-
sci’s views regarding “hegemonic” ideologies and media fall into this
category.‘® From a different perspective, Friedrich Nietzsche built
the body of his philosophy on the notion that power was created as
an act of will, and that this “will to power” lay at the root of prevailing
ethical-legal systems.?! Michel Foucault, as noted earlier, was a
major exponent of the notion that ideas convey power, making him
in some ways a direct heir of Hegel's notions to similar effect.*?

The appeal of the immaterialist view of power appears to be spread-
ing among speculative thinkers of the information age. Indeed, in
many respects, it is a view attuned to the information age.*?
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A Summing Up

These three views of power, rotated against the three views of infor-
mation, lead to a matrix of possible combinations, as depicted in
Figure 6.2. Three cells are notable for this essay. The one where
power and information are viewed in their most traditional senses—
where power depends on material capabilities, and information is
but a useful adjunct—pertains to Mars, the Roman god of war. We
identify Athena, the Greek goddess of warrior wisdom, with the far
cell where power and information are viewed in post-modern, in-
formation-age senses—where information becomes physical and
power immaterial, and the two dynamics merge. In between, on the
diagonal, is a cell where sociosystemic views of both information and
power coincide; this may well be where many people stand today

RANDMA880-6.2
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Figure 6.2—Views of Information and Power Combined
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who are trying to think about information and power together—and
who may not be aware yet of the Athena cell.

A military force whose doctrine is built around an Athenan view
should be able to defeat one built around a systems concept; and it in
turn should be able to defeat one built around a Mars view. While we
have not discussed each cell in the matrix, in general, a cell should
represent a stronger approach than any cell beneath and/or to the
left of it. This is roughly indicated by the shading—the darker the
shading, the more potent the cell. This depiction parallels Martin
Van Creveld's view of military history, wherein he traces the evolu-
tion of war in terms of its being based first on the tools and materials
of war, second on systems of warfare, and thirdly on information-
based technologies like the computer.#4

Which views or blends of information and power one prefers affects
how one proceeds to think about the implications for warfare. In the
remainder of this essay, we presume that thinking about information
and power is moving in the “Athenan” direction, where Fredkin’s
views may meet with Foucault’s. Our intent is to tease out the impli-
cations for doctrine and strategy.

IMPLICATIONS FOR MILITARY DOCTRINE AND STRATEGY

The U.S. military is in the early decades of its own “information revo-
lution,” and “information warfare” has become the cutting edge of a
“revolution in military affairs” (RMA). Yet, what “information”
means for military theory and practice is much in debate. The evo-
lution in thinking about information and power discussed above
matches the evolution that is under way in military circles:

» From a traditional Mars-like view that says information has al-
ways been important for particular aspects of warfare—e.g., sig-
nals, intelligence, C3I, psychological warfare—and sees that
those aspects are becoming more salient;

» Toward a new Athena-like view that says information is a bigger,
deeper concept than traditionally presumed, and should be
treated as a basic, underlying and overarching dynamic of all
theory and practice about warfare in the information-age.
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This is a dramatic, contentious shift. The quest for new concepts has
created new analytical problems and new bureaucratic and bud-
getary tangles—and opportunities. Many leading intellectuals
grappling with information-age issues affecting the military—e.g.,
C. Kenneth Allard, Carl Builder, Jeffrey Cooper, Martin Libicki,
Thomas Rona, George Stein, Col. Richard Szafranski, Alvin and Heidi
Toffler—have one or both feet planted in the newer, broad view.
They are all in Athena’s camp.*> But many operators and prac-
titioners remain firmly rooted in the older, narrow view.

Which view prevails may make a difference bureaucratically as well
as militarily. In some versions of the narrow view, there is a tendency
to make “information warfare” (IW) mean little more than computer
warfare, and to treat it as more an intelligence than a military activ-
ity. This in turn reduces the scope of issues to little more than secu-
rity and safety in cyberspace. This is an important topic, to be sure,
but an overemphasis on it could engage the notion that one should
improve the U.S. government’s ability to control society at large,
even if this means making society more closed than open under
some scenarios. We share a concern raised by John Rothrock that
some interpretations of information warfare could

require fundamental changes in how we understand conflict and
the appropriate responses of our society to it . . .. Does our society
want to be the sort that is adept at the degree and types of control of
information that some of the more enthusiastic advocates of Infor-
mation Warfare seem to presume?46

The Athenan view of information and power implies that it is advis-
able to develop a broad vision of “information warfare.” This is so
partly because this kind of warfare is inherently multidimensional.
Additionally, a broad vision should prove less susceptible to authori-
tarian tendencies.

A Force-Reformer As Well As Force-Multiplier

It was said that the new information technology provided a “force-
multiplier” for U.S. forces in the Gulf War.4” Armed with more and
better information, the American-led coalition swiftly defeated a
large enemy field army in a very short time, and at astonishingly low
cost in terms of casualties. Yet putting the emphasis on a quantita-
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tive point—the multiplier effect—overlooks a deeper qualitative
point: Information is also a force-modifier, a force-reformer.

Making full use of today's information revolution implies not only
adopting new technologies but also rethinking the very bases of mili-
tary organization, doctrine, and strategy. All this requires reformula-
tion in order to fulfill Clausewitz’s exhortation that “knowledge must
become capability”*8 in the information age. The information revo-
lution is not simply technological in nature; it has powerful concep-
tual and organizational dimensions as well. The new meanings of
power and information discussed earlier favor the argument that
wars and other conflicts in the information age will revolve as much
around organizational as technological factors.49

There are both entropy and complexity issues here. A doctrinal im-
plication of the Athenan view is that “entropy” replaces Clausewitz's
“friction” as a concern in warfare. The latter concept was attuned to
the pre- and early industrial ages, when forces, however well orga-
nized, faced inevitable shocks and delays that caused action in war
to resemble Clausewitz’s notion of “moving in a resistant element.”50
Presently, a post-machine age is dawning where friction will no
longer be quite the right concept. A key goal will be to minimize
one’s own vulnerability to disruption and disorganization—i.e., to
entropy—while fostering it in an enemy'’s systems. The strength of a
system will be a function of not only how much mass, energy and
information it embodies, but also how vulnerable, or resistant, it is to
“entropizing.”

The U.S. military is thinking about this. One example is Horizon, an
effort to ensure compatibility among all information systems in the
U.S. military. According to Lt. General Carl O'Berry,

[Horizon] brings order out of something that until now has been an
atmosphere of entropy. For the first time we have taken interoper-
ability to the domain of science instead of emotion. I'm taking the
guesswork out of C4I [command, control, communications, com-
puters and intelligence] systems architecture. %!

As the information revolution develops further, the notion of how
complex, or ecologically diverse, a system is in terms of not depend-
ing too much on any single form or principle of organization seems
likely to grow in importance. A key question is whether hierarchical
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or networked systems are more robust in the face of disruptive cam-
paigns. Hierarchy is the traditional form of military organization,
and a hierarchical core remains de rigeur. Yet a body of evidence
from the wars of the 20th century suggests that hierarchies, once
compromised, often collapse swiftly. The fall of France in 1940 and
the defeat of Iraq in 1991 offer perhaps the best examples of this
phenomenon. In contrast, the networked organizational style of
guerrilla fighters during the same half-century suggests the tremen-
dous robustness of these fighters in the face of even the sternest
countermeasures. The Vietnam War provides the best example of a
networked insurgency withstanding everything the American hierar-
chy threw at it.52

The interplay between having complexity but not displaying it harks
back to the sage doctrinal dispensations of Sun Tzu, who likens an
army to flowing water, and advises that

The ultimate in disposing one’s troops is to be without ascertain-
able shape. Then the most penetrating spies cannot pry in nor can
the wise lay plans against you.%3

New Definitions of Weapons and Targets

Information-age warfare implies various shifts in the nature of
weapons systems and their targets. One is a shift from using lethal
material weaponry (e.g., tanks, planes, ships) to attack material tar-
gets, toward also using such weaponry to attack cyberspace-related
targets like C3I and RISTA systems and communications networks
that have no firepower but represent an enemy’s electronic sensory
organs, nervous system, or brain. Another aspect of the shift is the
use of nonlethal electronic techniques (weapons?) to disable an en-
emy’s lethal systems, or its cyberspace systems that store, process,
and transmit information. This use of nonlethal weapons to disable
lethal systems may constitute something of an historical watershed,
as it allows the possibility of effectively disarming without having to
kill an adversary. Previously, nonlethals have been tightly coupled
with one’s own lethal systems, with the former paving the way for the
more efficient use of the latter.
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The elucidation of these shifts is sensible but draws only lightly on
the previous discussion of power and information. That discussion
raises a number of speculative, challenging implications, especially if
the increasing materiality of information is adopted as a framework.

This third view of information—that it is a physical property—would
treat all military systems as being based on, if not composed of, in-
formation. This curiously implies that information may be viewed as
something that, like mass and energy, can be literally hurled at an
enemy. Warfare has long revolved around who can hurl the most
mass—as in the aptly named Jevée en masse of the Napoleonic era, or
the human wave assaults on the western front in World War I and the
eastern front in World War II. In the nuclear age, the emphasis
shifted to hurling energy, as exemplified by the shock waves and ra-
diation released by the splitting or fusing of atoms in bombs. Victory
depended not only on directing mass or energy to deplete an ene-
my'’s warfighting stocks, but also on keeping that enemy from hurling
mass and energy at oneself, and on being able to absorb and recover
from whatever mass and energy it did hurl.

If information is a veritable physical property, then in the informa-
tion age winning wars may depend on being able to hurl the most in-
formation at the enemy, while safeguarding against retaliation. This
notion would affect how we think about all manner of weapons sys-
tems. Compare, for example, round shot fired from an 18th century
smooth-bore cannon, to a shell fired from a modern rifled artillery
barrel, to a new wire-guided anti-tank missile. How do they rate,
relatively, in terms of mass, energy, and information? The mass of
each may be about the same, but the energy each represents differs
greatly. More to the point, each consists of different materials orga-
nized in dissimilar ways. Each sums up a very different set of sci-
ences and technologies. Thus each represents a radically different
embodiment of not only mass and energy but also information to
hurl at an enemy. And the one that represents the most informa-
tion—the missile—is the most effective. In other words, as these sys-
tems exemplify, an historical progression has occurred in the
amount of information that can be hurled by weapons.

More to the point, the Athenan view of information and power im-
plies targeting whatever represents or embodies the most informa-
tion on an enemy’s side. In a war, this means ascertaining and at-
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tacking the most information-rich components of an adversary’s or-
der of battle; to do otherwise may be to court defeat. An example
appears in the Falklands War, where the Argentine air force (FAA)
chose to attack the British warships that were most capable of hurl-
ing mass in shore bombardments, seriously neglecting the transports
that moved mass, energy and information supplies. Some observers
hold that this targeting mistake cost Argentina the war.%*

This point also applies to operations-other-than-war (OOTW). For
example, an implication for counternarcotics operations is to attack
traffickers’ electronic funds transfers and other financial transac-
tions, rather than trying to chase smugglers or eradicate drug crops
that represent lower information content.5

Three decades ago Marshall McLuhan concluded, in his own way,
that hurling “information” at an enemy made sense:

Since our new electric technology is not an extension of our bodies
but of our central nervous systems, we now see all technology, in-
cluding language, as a means of processing experience, a means of
storing and speeding information. And in such a situation all tech-
nology can plausibly be regarded as weapons. Previous wars can
now be regarded as the processing of difficult and resistant materi-
als by the latest technology, the speedy dumping of industrial prod-
ucts on an enemy market to the point of social saturation.%%

Rising Importance of Social and Human Capital

The Athenan view implies an increased importance and capability
for hurling messages and “memes” at an adversary’s society through
propaganda, psychological operations,” “public diplomacy,”8
“knowledge strategies,”%® and even “neo-cortical warfare.”? As the
information age advances, many if not all dimensions of interna-
tional interaction may be subject to information-influence strategies.
An information offensive aimed at an enemy might seek to deter and
dissuade a belligerent society without having to destroy its armed
forces. In this, strategic information warfare would resemble prior
systems, from strategic bombing to countervalue nuclear targeting.

The oft-voiced notion that war is moving toward a largely automated
and robotic future is overstated.®! From the Athenan viewpoint, the
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information age will raise the value of social and human capital, as
man remains the purest, richest information-hurling system. In the
words of pulp cinema icon, John Rambo, “the mind is the greatest
weapon.” The rising importance of human capital clearly applies to
the skillful training and deployment of our own and our allies’ in-
formation-age warriors. At the same time, this view of capital implies
that the armed forces of adversaries among less developed countries
may find new ways to remain militarily viable in the information age,
as the development of human capital lies well within their grasp.

The importance of human capital may be seen not only in the tech-
nical skills of warriors, but also in the continued surfacing of “true
believers” ready to act indiscriminately and murderously in the
name of some blind faith. To take a term from Dawkins, such fanat-
ics and martyrs amount to “memoids”—people who are so possessed
by a meme that they can justify any deed, while feeling that neither
their own nor their opponents’ survival matters as long as the meme
goes forward.®? In a sense, a memoid’s power as capital for his or her
cause, and for hurling information at an enemy, stems from total
possession by a belief system and accompanying attitudes.

New Assessment Methodologies Needed

If these speculations are worth pursuing, a generation of new as-
sessment methodologies is needed. The challenges for development
may include new methods for analyzing the “information quotient”63
of weapons and other military systems, for describing an
“information order of battle,” and for analyzing an enemy’s inten-
tions, capabilities, and vulnerabilities—in short, for doing a net as-
sessment. It may turn out that a new language must be devised, lest
we overburden that already overused term “information.” If the
concept of information continues to gain significance, a new aca-
demic discipline may be advisable.?* New centers and schools are
already being established for the U.S. military that will help address
such challenges. The question might also be addressed as to what an
“information war room” would look like.

As we in the United States grapple to define our own concepts, we
should keep an eye on how information may be defined in other so-
cieties and cultures that are trying to gain advantages from the in-
formation revolution. To some extent, our nation should aim to
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identify concepts to which others can relate, and which may thus
serve as bases for future alliances and other forms of cooperation,
where relevant. But we should also seek knowledge of others in or-
der to develop early warning signs of potential adversaries, including
non-state adversaries, who may invent concepts that are unusually
difficult for us to counter. This may be particularly the case with
“neo-cortical”% or psychological and cultural aspects of warfare.%6

Game Analogies: Chess/Kriegsspiel and Go

As in the past, war and other modes of conflict in the information age
will continue to bear resemblances to the game of chess. But such
conflicts will increasingly take on characteristics of the “double-
blind” chess variant kriegsspiel, and of the oriental game Go. A re-
finement of chess and kriegsspiel, so that one’s own side has sight of
both his and his opponent’s pieces, but the opponent can only see
his own pieces, offers an analogy for military “cyberwar.” A similar
refinement of Go so that, again, one’s own side sees all pieces but the
opponent sees only his own pieces, is an analogy for social and other
types of “netwar.”57

In chess, each side has a king and five other types of specialized
pieces. Each piece, including the king, has a different “value” and a
different ability to move. Each side lines up its pieces in assigned
positions on opposite sides of the game board. Thus the two sides
face off across a front line. Then, each side maneuvers in ways that
are generally designed to fight for control of the board’s center, to
shield one’s valuable pieces from being taken, to use combinations
of pieces selectively to threaten and capture the opponent’s pieces,
and ultimately to achieve checkmate (decapitation) of the one-and-
only king. Warfare before World War II was often like this and, in-
deed, frequently continued to retain this linear flavor up through the
Persian Gulf War.

For the age of cyberwar, a modified kriegsspiel analogy is more apt.
Kriegsspiel is based on chess—the board, the pieces, and the rules are
similar—but the game is operationally distinct. Each side has his
own board and arrays his pieces as in chess. A screen to block vision
stands between the two boards, manned by a monitor (referee).
Thus, once the game starts, each side knows where he has moved his
pieces, but cannot see where the other side moves. The monitor sig-
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nals when contact has been made. Then, whoever's turn is next gets
to choose whether to take the contacted piece or make another
move. He does not see what piece he may take until he has taken it,
and it is handed to him by the monitor. Throughout the game, each
side speculates but rarely knows which of the opponent’s pieces are
where. The game revolves around information vacuums and uncer-
tainties. A premium is placed on deception. Indeed, a player who
opens with classic chess moves and strategies—e.g., controlling the
center—is likely to lose. The edges of the board may become more
important for maneuver than the center.

The aim of cyberwar is for our side (the United States) to play chess—
i.e., to have full sight of our own and the opponent’s pieces—while
blinding him so that he has to play kriegsspiel, at best knowing the
location only of his own pieces, and maybe not even that. In this
analogy, both sides start with similar mass and energy—the same set
of pieces—at their disposal. But we have an enormous informational
advantage—what David Gelernter calls “topsight”6—and because of
this, each of our pieces is well informed. This advantage means we
should not require as many pieces to win; we might even be able to
achieve checkmate without taking many of the opponent’s pieces.
The Gulf War was, in some respects, rather like this and marks a
watershed in the transition from traditional attritional warfare to a
new generation of information-age warfare.

The game of Go provides a better analogy for netwar, i.e., for net-
worked types of conflict and crime at the opposite end of the spec-
trum from high-intensity conventional warfare. Whereas chess starts
with all pieces on the board, this game starts with an empty board. It
looks like a vast, grid-like chess board with lots of tiny squares. Each
side takes turns placing pieces called “stones” anywhere on the
board, one by one. But the stones are placed not in the squares as in
chess, but on the points where the grid lines intersect. All stones are
alike—there is no king to decapitate, and no queen or other special-
ization. Once placed, a piece cannot move; it can only be removed, if
surrounded and captured according to the rules. But in this game,
taking pieces has secondary importance. The goal is to surround and
hold more territory than one’s opponent. Once emplaced, a piece
exerts a presence in that part of the board, making it easier for the
player to place additional pieces on nearby points in the process of
surrounding territory. As a result, there is almost never a front line,
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and the major battles are less for control of the center than for the
corners and sides (since they are easier to box off). And whereas in
chess no piece is ever totally secure, in Go a piece of territory can be
made totally secure if it is surrounded in a particular way (in Go par-
lance, given two “eyes”).

Thus Go, in contrast to chess, is more about distributing one’s pieces
than about massing them. It is more about proactive insertion and
presence than about maneuver. It is more about deciding where to
stand than whether to advance or retreat. It is more about develop-
ing web-like links among nearby stationary pieces than about mov-
ing specialized pieces in combined operations.®® It is more about
creating networks of pieces than about protecting hierarchies of
pieces. It is more about fighting to create secure territories than
about fighting to the death of one’s pieces. It is also less linear than
chess. Thus Go is more like social, criminal, and revolutionary forms
of low-intensity conflict than like full-scale military war. It might
even be said that the forces of North Vietnam and the Viet Cong
played Go while U.S. forces tried to play chess.”® Finally, in line with
this notion of Go’s tie with irregular warfare, the game’s tactics are
very unforgiving of efforts either to build fortifications or to seize
unclaimed territory. Bastions or redoubts are subject to implosive
attacks that bring them down from within, while “ground taking
Go’! is entirely predictable, allowing a smart adversary to ambush
these strung-out forces, defeating them in detail.

The metaphoric possibilities for netwar deepen if one imagines
combining Go with the key characteristic of kriegsspiel: the screen
that obstructs sight. Again, presume that one side has full knowledge
of his own and the opponent’s array, but the opponent can see only
his own pieces until contact is made with an opposing piece. The
dynamics of Go differ from those of chess/kriegsspiel, but the point
still stands: Both sides start play with virtually equivalent mass and
energy at their disposal. But the side with topsight has far more in-
formation. Thus, it should win handily over a blinded player and re-
quire (or need to risk) far fewer pieces to do so.

It might be illuminating to run experiments about this point, not
only to test its validity, but also to see whether a minimum essential
force size can be defined that invariably wins at chess/kriegsspiel or
Go so long as its side has topsight and the other side is blinded. The
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experiment could vary the amount of information available to either
side, in order to see what types and thresholds of information may
make the most difference. To refer back to the “information pyra-
mid,” it might be found that a game will turn in favor of whoever has
better knowledge and wisdom, so long as both sides have full view of
the board. But the more one side is blinded, the more the game may
turn simply on who has the most data and information in the narrow
senses.

In addition, it might be illuminating to identify for study a series of
cases where apparently small, weak military forces effectively de-
feated or defended against what appeared to be much larger,
stronger forces. The offensive skill of the Mongol “hordes” of
Genghis Khan (which were anything but hordes) comes to mind, as
do the strategically defensive campaigns waged by the Royal Air
Force and related elements in the Battle of Britain, and by hard-
pressed U.S. Navy forces up through the Battle of Midway during the
Pacific War.  There are always many explanations why a smaller,
weaker force wins—but a crucial constant may be superior intelli-
gence and communications, be that because of fast scouts on horse-
back (the Mongol case), breakthroughs in radar and cryptography
(the British and American cases), or other technological and organi-
zational innovations. Indeed, an historical study could help illumi-
nate not only the importance of the information factor, but also the
extent to which it depends on correctly combining the technological
and organizational dimensions of innovation. Such a study, along
with the gaming experiment proposed above, might offer lessons for
whether and how the United States could move to develop military
forces that may seem lighter and leaner yet are more effective than
those of any potential rival in the information age.
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Shield, Desert Storm and Urban Freedom, Special Warfare, July 1994, pp. 22-29.
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60zafranski, “Neo-Cortical Warfare . . ..”
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Landa, War in the Age of Intelligent Machines (Cambridge: MIT Press, 1991); and Les
Levidow and Kevin Robins (eds.), Cyborg Worlds: The Military Information Society
(London: Free Association Books, 1989).

62 See Dawkins, The Selfish Gene, pp. 330-331, where he writes: “What a weapon!
Religious faith deserves a chapter to itself in the annals of war technology, on an even
footing with the longbow, the warhorse, the tank, and the hydrogen bomb.” Eric
Hoffer, The True Believer (New York: Harper & Row, 1951) pointed out that an all-
consuming faith need not be religious.

63An information quotient, once operationalized, would reflect the informational
content of a weapon system relative to its mass and energy. The quotient reflects both
the natural and man-made content of that system, in the context of its intended use.
Many high-tech weapons systems would probably have high information quotients.
However, a high-tech system (like the strategic nuclear missiles of the Soviet Union
during the Cold War) might have a low information quotient even if it has very high
mass or energy quotients.

64Ronfeldt, “Cyberocracy . .." proposed the field of “cyberology.” Thoughts of moving
in this direction should be tempered by reading Heims, The Cybernetics Group, which
recounts an unsuccessful effort in the 1940s and 1950s to create interdisciplinary
studies around the concept of cybernetics.

65Szafranski, “Neo-Cortical Warfare . . .."

66A 1962 piece by Arthur C. Clarke, “I Remember Babylon,” reprinted with comment
in Arthur C. Clarke, How the World Was One: Beyond the Global Village (New York:
Bantam Books, 1992), pp. 181-193, tells of his encounter with a shady fellow who was
purportedly planning to orbit satellites to broadcast television programs that would
perversely charm and then undermine U.S. society.

87The concepts of cyberwar and netwar were fielded in Arquilla and Ronfeldt,
“Cyberwar...."

68See Gelernter, Mirror Worlds.

69 However, the extension of a single piece into a line of pieces (a chain network?)
might be considered a form of maneuver over time.

"0Arthur Smith, The Game of Go (New York: Moffat, Yard and Company, 1908), which
has gone through many reprintings, remains an unsurpassed, lucid study of the game.
Sociologist Scott Boorman, The Protracted Game: A Weich'i Interpretation of Maoist
Revolutionary Strategy (New York: Oxford University Press, 1969) assesses the
Vietnam war in terms of Go-like principles of strategy. Deconstructionists Gilles
Deleuze and Féliz Guattari, trans. by Brian Massumi, Nomadology: The War Machine
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(New York: Semiotext[e], Foreign Agents Series, 1986), pp. 1-11, compare war to chess
(“a game of State, or of the court”) and to Go (whose pieces are “anonymous,

collective”).

T1Smith, The Game of Go, p. 27, notes that this phrase (Ji dori go) is a “contemptuous
epithet” for the uninspired conventionality of such strategies.
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Chapter Seven
WARFARE IN THE INFORMATION AGE

Bruce D. Berkowitz

Pentagon officials and defense analysts have a new topic to add to
their list of post-Cold War concerns: information warfare, or IW, in
the usual manner of military-speak. The term refers to the use of in-
formation systems—computers, communications networks, data-
bases—for military advantage, either by the United States or by a va-
riety of unfriendly parties.

IW is drawing increasing attention for at least two reasons. First, the
United States is potentially vulnerable to IW attack. The United
States, in civilian as well as military matters, is more dependent on
electronic information systems than is anyone else in the world. In
addition to the possibility that computer and communications sys-
tems might prove to be a vulnerable weak link for military forces,
there is also a danger that hostile parties—countries, terrorist groups,
religious sects multinational corporations, and so on—could attack
civilian information systems directly. Attacking these systems could
be easier, less expensive and certainly less risky than, say, sabotage,
assassination, hijacking or hostage-taking, and a quick cost-effec-
tiveness calculation may make IW an aggressor’s strategy of choice.

The second reason why the defense community is so intrigued with
IW is that it may be as much an opportunity as it is a threat. The
United States may be able to develop new military strategies using

*Bruce Berkowitz, “Warfare in the Information Age,” Issues in Science and Technology,
Fall 1995, pp. 59-66. Copyright 1995. University of Texas at Dallas. Used by
permission.
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IW that are perfectly tailored to world conditions following the Cold
War. Information technology is a U.S. strong suit, and military forces
could use this know-how to improve our defense capabilities, per-
haps dramatically, against hostile attack and to defeat any aggres-
sors—and to accomplish both missions at the lowest possible cost.
Indeed, U.S. military planners are already taking the first steps in this
direction.

Yet, despite all of the attention the IW is receiving, several basic
questions about information warfare remain to be resolved. These
include:

* What is the actual IW threat, and how much should the United
States worry about it? IW aficionados have suggested a number
of scenarios in which IW might be used against us, but other ob-
servers think at least some of them are far-fetched.

» If the IW threat is real, what does the United States need to do in
order to protect itself? Conversely, what must we do in order to
make the most of the IW opportunity?

* As a practical matter, how should information warfare be inte-
grated into overall U.S. defense planning? Will IW replace some
military capabilities or merely supplement them? Should IW be
considered “special,” like atomic weapons or chemical weapons,
and kept separate from other military forces, or should IW be
part of the military’s overall organization and planning process?

*  What are the implications of IW for current concepts of offense,
defense, coercion, and deterrence? For example, is it more diffi-
cult to deter an IW attack? Does information warfare automati-
cally escalate to conventional warfare, or vice versa?

¢ What is the relationship between the military and civilian society
in preparing for information warfare? Also, how can the nation
protect democratic values—namely, freedom of expression and
personal privacy—while taking the measures necessary to defend
against an IW threat?

These are very basic issues. We have experience in dealing with simi-
lar questions in other areas of defense policy, but information war-
fare is in many ways quite different. So, if the world is indeed enter-
ing an Information Age and IW has the potential to improve, un-
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dermine, or just generally complicate U.S. military planning, we need
to address such issues now.

ORIGINS OF THE THREAT

Military weapons and military strategy usually reflect the politics,
economy, and—most especially—the technology of any given soci-
ety. Even the writers of scripture understood the technological rela-
tionship between plowshares and swords, and we take for granted
the two-sided nature of nuclear power, long-range jet aircraft, and
rockets. Thus, today’s improvements in computers, communica-
tions, and other electronic data-processing systems that are driving
economic growth and changing society are also changing military
thinking and planning.

Armies have always used information technology—smoke signals in
ancient days, telegraphs at the turn of the century, precision-guided
munitions today—but until recently information systems were sec-
ond in importance to “real” weapons, such as tanks, aircraft, and
missiles. Today, information systems are so critical to military op-
erations that it is often more effective to attack an opponent’s infor-
mation systems than to concentrate on destroying its military forces
directly.

Also, because modern societies are themselves so dependent on in-
formation systems, often the most effective way to attack an oppo-
nent is to attack its civilian information infrastructure—commercial
communications and broadcasting networks, financial data systems,
transportation control systems, and so on. Not only is this strategy
more effective in crippling or hurting an opponent, but it often has
some special advantages of its own, as will be seen.

Some recent books and films have raised the issue of information
mayhem, although they may have exaggerated the dangers. High
school students cannot phone into the U.S. military command-and-
control system and launch a global thermonuclear strike (a la the
1984 movie War Games), and it would be hard for a band of interna-
tional cyber-terrorists to totally eradicate a woman'’s identity in the
nation’s computer systems (as in this year’s screen thriller The Net).
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But consider some of the scenarios that the Department of Defense
has studied:

* Approximately 95 percent of all military communications are
routed through commercial lines. U.S. troops depend on these
communications; in some cases, even highly sensitive intelli-
gence data is transmitted in encrypted form through commercial
systems. Although hostile countries may not be able to intercept
and decipher the signals, they might be able to jam the civilian
links, cutting off U.S. forces or rendering useless numerous intel-
ligence systems costing hundreds of millions of dollars.

e The United States buys most of the microchips used in military
systems from commercial vendors, many of which are located in
foreign countries. The chips are dispersed throughout a variety
of weapons and perform a range of functions. Some experts are
concerned that someone might tamper with these chips, causing
the weapons to fail to perform when needed.

*  One lesson of Operation Desert Storm is that it is unwise to pro-
voke a full-scale conventional military conflict with the United
States and its allies. A more subtle alternative might be to send
several hundred promising students to school to become com-
puter experts and covert hackers. Such a cadre could develop the
training and tactics to systematically tamper with U.S. govern-
ment and civilian computer systems. But unlike pranksters, they
would play for keeps, maximizing the damage they cause and
maintaining a low profile so that the damage is hard to detect.

* Some strategic thinkers believe that “economic warfare” between
countries is the next area of international competition. This may
or may not be so, but it is possible for government experts,
skilled in covert action, to assist their countries’ industries by
well-designed dirty tricks. For example, a bogus “beta tester”
could sabotage the market for a new software product by alleging
on an Internet bulletin board that the prerelease version of the
program has major problems.

¢ Modern military aircraft, such as the B-2 bomber and F-22
fighter, are designed without a single blueprint or drawing.
Rather, they use computer-assisted design/computer-assisted
manufacturing (CAD/CAM), in which all records and manufac-
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turing instructions are maintained on electronic media and
shared on a closed network. This makes it possible for plants
across the country to share databases and to manufacture com-
ponents that fit together with incredible precision. But it also
makes these programs dependent on the reliability and security
of the network, which might be compromised by an insider with
access.

« Like many large-scale industrial operations today, the military
uses “just-in-time” methods for mobilization. That is, to cut
costs and improve efficiency, the military services trim stockpiles
of spare parts and reserve equipment to the minimum, and they
use computers to make sure that the right part or equipment is
delivered precisely when needed to the specific user. If the com-
puters go down, everything freezes.

+ There is a hidden “data component” in virtually every U.S.
weapon system deployed today; this component may be in the
form of targeting information that must be uploaded into a
munitions guidance system or a “signature” description that tells
the guidance sensor what to look for on the battlefield (for ex-
ample, the distinctive infrared emission that a particular type of
tank produces from its exhaust). If this information is unavail-
able or corrupted, even the smartest bomb regresses into stupid-

ity.

DOD and think tanks have in recent years been actively studying the
national security threats that these and other IW scenarios present to
U.S. security. But it is also important to remember that, in addition
to the threat to military forces, many of these same vulnerabilities
apply to commercial industry and the civilian infrastructure. Virtu-
ally all communications systems are computer-controlled. Virtually
all aircraft and land vehicles have computer-based components.
Most transportation systems—aircraft, railroads, urban transit—are
directed by remote communications and computers. Thus, virtually
all of these civilian systems are also vulnerable to IW attack and
could become targets to unfriendly parties.
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THE CHANGING FACE OF WAR

One way to understand the impact of IW on military thinking is to re-
call the evolution of mechanized warfare. Beginning in the mid-
1800s, the Industrial Revolution made it possible to develop new
weapons that were much more capable than anything produced be-
fore: mass-produced machine guns, steam-powered armored war-
ships, long-range artillery capable of hitting targets from several
miles away, and so on. The military also benefited from technology
that had been developed mainly for civilian purposes, such as rail-
roads and telegraphs, which vastly improved the ability of military
forces to mobilize and to maneuver once they arrived at the battle-
field. War became faster, longer-ranged, and more deadly. Just as
important, new technology also created new targets. Military forces
became critically dependent on their nation’s industrial base—no
factories, no mass-produced weapons, and no mass-produced
weapons meant no victory. So destroying a nation’s industrial base
became as important as destroying its army, if not more so.

The result was not just an adjustment in military thinking but a
complete rethinking of how to wage war. Military planners began to
understand that the faster, longer-range weapons offered the oppor-
tunity of leapfrogging the front lines on a battlefield in order to de-
stroy an enemy’s factories, railroads, and telegraph lines directly. A
classic case in point is the progression from the invention of the air-
plane to the development of the entirely new doctrine of strategic
bombing. Moreover, these military planners realized that such an
expanded warfare plan was not only a possibility; in many cases, it
was likely to be the dominant strategy.

Today's information revolution presents a similar situation. And just
as new theories and doctrines were developed for industrial-age
warfare, so have thinkers begun to develop a theory and doctrine of
IW. As with mechanized warfare and strategic bombing, where it
took awhile for military thinking to catch up with technology, IW
concepts have required a few years to mature. In fact, just as aircraft
had been in use for almost three decades before the doctrine of
strategic bombing was invented, the roots of IW also go back many
years. For example, most of the tactics envisioned for attacking an
opponent through its information systems—destruction, denial, ex-
ploitation, and deception—can be traced to classical military and
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intelligence fields, such as signals intelligence and cryptography,
electronic countermeasures and jamming, “black” propaganda and
disinformation, and measures for concealment and camouflage.

What stands clear today is that information technology has reached
critical mass. Information systems are so vital to the military and
civilian society that they can be the main targets in war, and they can
also serve as the main means for conducting offensive operations. In
effect, IW is really the dark side of the Information Age. The vulner-
ability of the military and society to IW attack is a direct result of the
spread of information technology. Conversely, IW’s potential as a
weapon is a direct result of U.S. prowess in information technology.

Indeed, many of the problems of dealing with IW are linked to the
nature of information technology itself. The most important feature
may simply be the falling cost of information processing; since the
1950s costs have declined at a rate of about 90 percent every five
years, and most experts expect this trend to continue for the foresee-
able future. One result is that information technology—and, with it,
the ability to play in the IW game—is constantly becoming more
available, and quite rapidly. Unlike nuclear weapons technology or
aerospace weapons technology, which have been spreading steadily
but slowly, the diffusion of IW technology is likely to accelerate. If a
party cannot afford some form of information technology and IW ca-
pability today, it probably will be able to afford the technology to-
morrow. This is evidenced in the spread of dedicated military elec-
tronic systems, but even more in the availability of commercial in-
formation technology such as computer networks, satellite and fiber-
optic communications, cellular telephone systems, and so on. All of
these can be used for hostile purposes, and can be attacked by a
hostile power.

A second feature of information technology that affects IW is that as
the technology becomes cheaper and cheaper, it becomes less and
less efficient to control information from a central authority. Indeed,
one reason for the current increasing pressure in society to decen-
tralize government, corporations, and other organizations is that
low-cost information technology makes it affordable and feasible to
decentralize. The demand and incentives for decentralization are
following the technological opportunity.
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This trend runs counter to several centuries of military tradition and
experience, which are based on hierarchical command structures,
rank, and centralized control. The new technology does not support
the traditional military model. Also, the trend toward decentralized
information systems changes the government’s ability to interact
with the commercial sector. As result, national security officials and
military planners must find new ways of issuing instructions and
implementing policies.

DEALING WITH INFOWAR

With these characteristics in mind, it is possible to discuss some
specific issues and problems the United States will face in dealing
with information warfare.

The IW threat will grow because entry costs are low. As the cost of in-
formation technology falls, a greater number of foreign governments
and non-government organizations will present a potential IW threat
to the United States. Countries that could not match the United
States and its Western allies in expensive modern weapons systems,
such as tanks, aircraft, and warships, will be able to buy the comput-
ers and communications systems necessary to carry out IW.

One defining feature of the post-Cold War era has been that the sin-
gle, large threat of the Soviet Union has been replaced by a greater
number of lesser threats. The declining cost of information technol-
ogy has facilitated this trend, and many of the new threats will take
the form of IW. As aresult, the U.S. military will need to think about
IW threats coming from a number of different directions.

To complicate matters further, each threat will probably be some-
what different. One terrorist group might like to fiddle with trans-
portation control systems; another might be dedicated to compro-
mising DOD databases. In the past, the United States has tailored its
forces and plans to deal with the single Soviet threat, and has as-
sumed that, if it could defeat the Soviet Union militarily, it could also
deal with what the Pentagon calls “lesser included threats.” In the IW
world, threats are likely to be as varied as tailored software, and U.S.
military forces will need to deal with each on its own terms.
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There will be an international learning curve. Not only will more
players engage in IW, they will steadily get better at it. Because in-
formation is so easily transferred, everyone can quickly learn from
the IW mistakes that others make. For example, Desert Storm was
essentially a situation in which one side fought a classical 20th-cen-
tury conventional war while the other side fought a classical 21st-
century IW war. The Iraqi army was not out-gunned: indeed, it had a
numerical edge, as well as the advantages of fighting from prepared
defensive positions and its experience in battle gained during Iraq’s
decade-long war with Iran. The U.S. advantage was in information
technology—intelligence, communications, precision-guided muni-
tions, night vision equipment, stealth technology, and electronic
countermeasures. As a result, the United States and its coalition
partners were well-coordinated and could adjust their operations in
real time, whereas Iraqi forces were isolated, disorganized, and blind.

It’s unlikely future foes will repeat Iraq’s mistakes and permit oppo-
nents such a free hand in the contest for what DOD has taken to
calling “information superiority” on the battlefield. Indeed, a coun-
try or organization with even a rudimentary knowledge of IW could
take countermeasures that can greatly reduce the U.S. advantage.
The upshot is that the United States will have to work hard and per-
sistently in order to maintain its present IW advantage. Also, be-
cause the U.S. advantage could potentially be tenuous and fleeting, it
will be necessary to monitor the changing IW threat and develop the
systems and expertise necessary to deal with it.

THE CHANGING FACE OF DETERRENCE

During the past 50 years, a well-developed body of theory about con-
ventional and nuclear deterrence has accumulated. Although Star
Wars advocates may quibble, most strategic thinkers would agree
with U.S. military analyst Bernard Brodie, who noted in 1947 that it is
hard to mount a foolproof defense against nuclear attack, so the
more plausible strategy is to deter a nuclear attack through the threat
of retaliation. Alas, the problem seems doubled for IW. So far, evi-
dence suggests that not only will defense against IW be difficult; even
an effective plan for deterrence will be hard to pull off.

One of the greatest difficulties in deterring a would-be IW threat is
that an attacker may be anonymous. A country or nongovernmental
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group could tamper with U.S. communications and computer sys-
tems just enough to cause damage, but not enough so the perpetra-
tor can be identified. To paraphrase a metaphor offered by Thomas
Rona, a long-time IW thinker, we will be unlikely to find a smoking
gun because our opponents will likely use smokeless powder. With
no “attacker ID,” it would be hard to determine who deserves retal-
iation, and without the threat of retaliation, deterrence usually fails.
Indeed, a truly diabolical enemy would most likely adopt the strategy
of an unseen parasite, quietly causing problems that would be at-
tributed to normal glitches we routinely accept with software and in-
formation systems. (Have you tried installing OS-2 Warp or Win-
dows 95 on your computer? Many people simply expect electronics
to be difficult.)

Another problem for deterrence is that, even if an IW attack is identi-
fied, it may be difficult to develop an effective option for retaliation.
As one DOD official has said, “What are we going to do, nuke them
for turning off our TVs?” An IW attack may be just crippling and ex-
pensive, rather than lethal, so conventional retaliation (say, an
airstrike) may be unpopular. On the other hand, because the United
States is so dependent on information technology, we would likely
come out on the losing end of a game of IW tit for tat. And mere
diplomatic responses are likely to be ineffective.

Who will be responsible for IW? In the past, the usual response of the
military to a new technology has been to assign responsibility for it to
a new organization; for example, the Strategic Air Command (now
simply Strategic Command) was created to assume responsibility for
long-range bombers and missiles. Indeed, within DOD responsibil-
ity for information technologies has historically been assigned to
specific organizations—the National Security Agency (NSA) in the
case of signals intelligence and information systems security, the
Central Intelligence Agency (CIA) in the case of covert operations
such as black propaganda and covert political action, the National
Reconnaissance Office (NRO) in the case of surveillance satellites,
and so on.

Currently, each of the military services is developing an IW strategy
to assist it in developing new weapons and doctrine, and command-
ers of U.S. military units deployed in the field are developing plans
for IW in their theater of operation. DOD officials have mused—
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briefly—whether to consolidate responsibilities for IW in a single or-
ganization. Most have quickly concluded that this would not make
sense. Not only would there be turf battles among existing organiza-
tions; such an organization would be inconsistent with the trend in
which information systems are, in fact, becoming more decentral-
ized.

Indeed, the more appropriate question may be why we need large
operating organizations such as NSA and NRO when information
systems are becoming cheaper, networked, and decentralized. It
may soon be more efficient for military units to operate their own
signals intelligence and even reconnaissance systems. There already
is some movement in that direction; for example, Army and Navy
units operate their own reconnaissance drone aircraft.

The objective should be to permit IW technology to spread through-
out the DOD organization while ensuring that IW operations are co-
ordinated so that they are consistent with national policy and the
strategy of military commanders. At the same time, DOD needs to
ensure that IW systems in the military can operate with each other
and with those in the civilian world, without creating an unwieldy
bureaucracy or body of specifications.

PLANNING FOR IW “CIVIL DEFENSE”

Planning for IW requires cooperation between the defense sector
and the commercial sector. Civilian information systems are prime
candidates for attack. So just as cities are targeted in strategic
bombing, in future wars we can expect civilian information systems
to be hacked, tapped, penetrated, bugged, and infected with com-
puter viruses.

Another reason for cooperation is that DOD itself depends heavily on
the civilian information infrastructure. As noted earlier, not only
does the military use civilian information systems for “routine” ac-
tivities such as mobilization; sometimes even the transmission of
sensitive intelligence data is routed through commercial links. Obvi-
ously, it would be impossibly expensive for DOD to make the entire
civilian information infrastructure secure to military standards. And
even if it were affordable, the passwords, encryption systems, and
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other security measures would make it incredibly inconvenient for
public use.

Moreover, the government'’s ability to control or influence the civil-
ian information industry is limited. DOD lacks the leverage it has
enjoyed in other situations. For example, the Air Force can influence
the design of spacecraft because it is the largest operator of space
systems, but DOD’s share of the total computing and communica-
tions market is quite small compared with commercial users. Also,
today’s commercial information industry is often ahead of the de-
fense industry in developing new technology. So, whereas DOD once
could effectively create industry standards in order to enhance se-
curity through its leading-edge role in research and development
and its buying power, standards are now being set by companies in
the market. Add to this the burgeoning information industry
worldwide and DOD'’s influence is diminished further.

The upshot is that DOD cannot use traditional-style directives or
specifications to improve the ability to defend the nation against the
IW threat. If it tries, no matter how well-intentioned, it will likely fail.
As evidence, consider the recent Clipper Chip episode, in which the
federal government tried to cajole and coerce the information indus-
try to adopt a NSA-developed encryption system. The Clipper Chip
was supposedly indecipherable, but critics claimed that any system
designed by the government would permit the government to read
messages using the code (in cryptography parlance, this is called
“back door access”). According to the critics, the government’s ob-
jective was to preserve the ability of NSA and law enforcement agen-
cies to read encrypted communications that they intercepted.

Not only did the industry reject the Clipper Chip, but the govern-
ment was unable to prevent private computer programmers from
developing and illegally distributing their own encryption systems
that the government supposedly could not crack or systems (such as
SATAN) that can detect “back doors.” The lesson of the Clipper Chip
is that DOD must use a more sophisticated, less heavy-handed ap-
proach to get the civilian sector to take measures to protect itself
against the IW threat. Because directives and standards usually will
not work, DOD officials need to learn how to use incentive systems
instead.
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For example, simply informing industry and individuals that they
could be IW targets will often lead them to adopt “street smart” in-
formation behavior to protect themselves from both foreign and do-
mestic attack. DOD officials themselves have suggested that the gov-
ernment could encourage insurance companies to charge appropri-
ately higher rates to corporations that did not take reasonable steps
to protect their data or information systems (again, on the assump-
tion that making the insurance companies aware of the damage an
IW attack could cause will generally suffice). In cases in which DOD
is critically dependent on a civilian information link, it may even
make sense for the government to subsidize the civilian operators so
that they adopt protective measures.

In other cases, the government may need to face that some of its
traditional activities will simply no longer be possible—for example,
easily reading most transmissions that it intercepts. Instead, the
government could concentrate on providing industry with the means
to protect its information system. Indeed, in at least some cases it
would seem that using the government’s technical expertise to give
U.S. industry an edge in the IW wars may do more for national se-
curity than collecting and decoding signals.

ENSURING DEMOCRATIC CONTROL OF IW POLICY

Reconciling information security obviously collides with allowing
easy access to information systems and freedom of expression.
However, IW presents another problem for American democracy.

It is possible to imagine ways in which offensive IW tactics might cost
less or be more effective than conventional military options; suffice it
to say that almost all the tactics ascribed to our opponents could, at
least potentially, be considered for adoption by the United States.
Yet the defense community rarely discusses the offensive use of in-
formation warfare. The reason for this reticence is that, like intelli-
gence plans and systems, IW options are easily compromised once
the opponent learns about them. Even in the case of defensive IW,
some government officials are reluctant to discuss the threat, think-
ing that raising attention to U.S. vulnerabilities will encourage new
groups to target the United States.
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The problem is that it will be hard to integrate IW into U.S. defense
planning without building public support. Citizens will need to un-
derstand why the government is undertaking IW programs and how
the programs may permit other military programs to be phased out.
Without public discussion and understanding of how IW capabilities
might replace some conventional military systems, the nation may
needlessly spend money for both conventional and IW programs.
Secrecy also tends to increase costs by limiting competition and re-
ducing the ability of DOD to draw on unclassified and commercial
programs. One reason why commercial information technology is
usually equal or superior to its military counterparts, and almost al-
ways less expensive, is that greater competition in the private sector
forces innovation and pushes down prices.

Unless U.S. leaders deal with the problem of reconciling secrecy and
democracy, IW will likely remain a marginal asset. In fact, the politi-
cal system has considerable experience in dealing with such issues;
nuclear weapons, intelligence operations, and covert action are all
routinely reviewed by Congress and, at a more general level, are dis-
cussed in the public media. It seems reasonable that the nation can
also have a public debate over the place of IW in U.S. defense policy
without compromising the policy itself.

PRESCRIPTIONS FOR PREPAREDNESS

Dealing with the IW threat and especially with aggressive attackers
who use IW as their main weapon against the United States will re-
quire new approaches. In most cases, it will probably be impossible
to build a foolproof defense for the civilian information infrastruc-
ture. But it should be possible to prevent “cheap kills” by informing
the general public and industry of the threat through formal and in-
formal networks for government-civilian cooperation.

In the case of vital military communications links and computer sys-
tems, it may be possible to build hardened “point defenses,” taking
extra steps to thwart attackers. These could include, for example,
building dedicated transmission lines for communications, isolating
critical computers from all outside networks, and using hardware
and software security systems that might be excessively expensive or
inconvenient for commercial use but which are necessary for vital
DOD systems. These measures would also need to be repeated in the
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production of hardware and software, and in some cases dedicated
production lines might be necessary for the most sensitive systems.

Yet, because defense and deterrence are both so difficult to achieve
in IW, the best strategy to protect the most vital information systems
may be stealth—keeping the very existence of such an information
system a secret so that it does not become a target. Of course, “secret
information system” is the ultimate oxymoron, which is another way
of saying that such systems will also likely be among the most expen-
sive, inefficient, and difficult to use.

The most challenging measures, though, are likely to be political,
economic, and cultural. IW requires new concepts within DOD be-
cause traditional approaches to military planning and military com-
mand and control will not work for it. And the same is true across
society, where the measures for countering the IW threat will often
collide with the essential features of the democratic, free-market
system that an IW policy is intended to protect.
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Chapter Eight

THE SMALL AND THE MANY
Martin C. Libicki

As silicon becomes cheaper, lighter, and faster, more data is collected,
processed, and transmitted, and war is altered through several stages.
Pop-up warfare describes the battlefield in which the means of war
are quiet or hidden until they rise and engage. The growing and (for
the time being) unchallenged ability of U.S. forces to lay a Mesh over
the battlefield permits the tracking and targeting of increasingly
small, quick, stealthy, and transient objects. The logical consequence
of this capability’s spread is Fire-ant warfare, a battlefield dominated
by scads of sensors, emitters, and microprojectiles.

Today, platforms rule the battlefield. In time, however, the large, the
complex, and the few will have to yield to the small and the many.
Systems composed of millions of sensors, emitters, microbots, and
miniprojectiles, will, in concert, be able to detect, track, target, and
land a weapon on any military object large enough to carry a human.
The advantage of the small and the many will not occur overnight
everywhere; tipping points will occur at different times in various
arenas. They will be visible only in retrospect.

The triumph of the small and the many, of information technologies
over industrial technologies, can be discussed in terms of its three
phases. The first, Pop-up Warfare, is the expression of 1990s tech-
nology under the no-longer-valid assumption that the United States
faces an enemy with comparable capabilities. The second, the Mesh,

"Martin C. Libicki, “The Small and the Many,” excerpted from his The Mesh and the
Net: Speculations on Armed Conflict in a Time of Free Silicon, Washington, D.C.: Na-
tional Defense University Press, 1994, pp. 19-51. Used by permission.
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describes how U.S. military power (using technologies available over
the next twenty years) might work against a foe with developed in-
dustrial but underdeveloped informational capabilities. The third,
Fire-ant Warfare, assumes expensive sensors will themselves be vul-
nerable and have to give way to networks of inexpensive information
elements.

POP-UP WARFARE

A tilt toward quality in the quality-quantity equation is a good sign
that a military technical revolution has occurred. During the run-up
to the Gulf War, Allied and Iraqi counts—manpower, tanks and air-
craft—were anxiously compared. War quickly made clear that the
Iraqis could have fielded two or perhaps five times as many men,
tanks, and planes without affecting the outcome much. Allied tech-
nology—both equipment and our sophistication at using it—was so
superior (for the terrain) that exchange ratios were overwhelmingly
in its favor. We could see and they could not. We could speak up
unnoticed and catch them by surprise. Our weapons could be pre-
cisely aimed while theirs were effective only against targets several
miles wide (e.g., Tel-Aviv). We were on one side of a revolution and
they were on the other.

Yet consider how differently we would have had to operate if the
Iraqis had had but a fraction of our capabilities (alternatively, what a
conventional war against the Soviets in the 1990s would have looked
like). Virtually everything we used on the battlefield would have
been vulnerable had it been visible. We would have had to harden or
hide our logistics dumps and command and control nodes. Our
tanks, were they to survive, would have had to be hard to find except
during those few moments spent scurrying or shooting. Surface
ships would have been nearly useless anywhere near shore. Both
sides would have been driven to pop-up warfare—a mode in which
elements are hidden and quiet except during those brief and danger-
ous moments of engagement or movement.

Among the various elements setting the stage for pop-up warfare, the
precision guided munition (PGM) has probably been the most
salient. With PGMs, any locatable object can be precisely targeted
and, most likely, destroyed. Any object with a fixed latitude and
longitude could be targeted (with cheap, accurate aiming systems)
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and struck. To do this, today’s PGMs use complex homing and ter-
rain-matching devices coupled with accurate gyroscopes and ac-
celerometers. Tomorrow's will be helped by GPS-guided seekers.
External systems would relay the latitude, longitude, and altitude of
the target, then the PGM would zip to that point. More sophisticated
systems would use real-time updates against relatively slow-moving
targets and perhaps even local (or relative) positioning systems for
greater accuracy. Moreover, with new assets in space, and the in-
creasing sophistication of airborne sensors (e.g., AWACS, JSTARS), as
well as seaborne sensor packages (e.g., Aegis Cruisers), the number
of objects that would fall under target scrutiny would increase as
well. Thus would fixed and slow-moving targets fare poorly on a
pop-up battlefield.

Pop-up warfare puts a great premium on minimizing one’s own sig-
natures (e.g., stealth) and amplifying the enemy’s (e.g., the data fu-
sion capabilities of Aegis systems). Both sides would have to stay
hidden most of the time, pop up just briefly to move or shoot, and
then scurry back into the background. To succeed, forces would
quickly have to distinguish threats from decoys and friendlies, de-
termine the threats’ location and bearing, fire, and then disguise and
eliminate their own signature.

Can large, fixed, above-the-ground targets be defended? Some tar-
gets can shoot back against incoming missiles. Capital ships, for in-
stance, are equipped with both antimissile missiles and close-in
weapons systems designed to disable incoming missiles with a hail of
lead. Sufficiently valuable fixed sights might be protected by up-
grades of the Patriot missile, or follow-on versions such as Erint,
THAAD, or the Arrow. One proposal calls for hiding anti-SCUD
missiles near potential SCUD sights to chase and overcome the latter
while in boost phase.

Nevertheless, the betting has to be with the attackers rather than
their targets. Targets are bigger than missiles, and missiles shoot
first; they can succeed in aggregate by overwhelming the defense
with numbers (many of which need only be cheap decoys). Defense
against hyperkinetic projectiles could be far more challenging (the
SCUD launches into Israel suggest such missiles are even more dan-
gerous after they fall apart). A projectile that reaches Mach 10 or 20
and then releases a shower of darts clad with ceramic (to stay intact
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under reentry heat) can greatly damage soft targets. If the missile
can elude destruction prior to decomposition, mission completion is
only a matter of time.

The recent emphasis on knocking out anti-ground missiles in their
boost phase suggests the realization that missiles will be very hard to
hit once they stop radiating heat. As it is, today's missiles—hard
enough to hit as it is—have yet to exploit a deep reservoir of stealth
techniques. When they have done so, they will be far harder to hit.
The logical consequence of the missile’s superior penetration capa-
bility is that their targets would have to be dispersed, protected in
very hard bunkers, or be moved around all the time.

Pop-up warfare will evolve as signatures can be harvested by un-
manned objects: loitering missiles, unmanned drones, unattended
submersibles, increasingly sophisticated mines. New techniques of
data fusion can help correlate such signatures. Conversely, plat-
forms will need more stealth to survive. The F-117A, the B-2, and
submarines are already stealthy, but stealth is also mooted for mis-
siles, surface ships, and even tanks.

The contest between stealth and anti-stealth will be long and drawn-
out, but again the betting has to be against stealth for any platform
large enough to encompass a human. A hider must suppress a bit-
stream of information that constitutes its signature. A seeker tries to
amplify these signals in order to read them. As information technol-
ogy advances so does the ability to amplify bits. No such mechanism
favors suppression. Indeed, an ecological axiom states that although
removing half of a pollution stream is easy, each successive halving
is harder. At very low levels, sophisticated devices to clean up one
form of pollution often create another. Moreover, the cost of data
collection and fusion drops with the cost of silicon. New stealth
techniques, although effective, are not getting cheaper.

Thus even with stealth, everything ultimately can be found. All ob-
jects have mass and thus gravity. Every object moving in a medium
creates vortices and must expend energy to do so. If nothing else,
objects of a certain size have to occupy some space for some time. A
set of sensors placed sufficiently close together can, in theory, even-
tually trap everything by getting close enough. A sufficiently fine web
can intersect with any submarine. A line of sensitive receivers placed
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close enough together will find its line-of-sight path to a beaming
object cut if a bomber—no matter how stealthy—rolls past. Neither
architecture may be particularly cost-effective. Yet, both show how
sensors of certain minimum discrimination placed close enough to-
gether can, at some epsilon, catch anything. Hence, the Mesh.

THE MESH

Chances are good that the United States will face a decade or proba-
bly two when it can apply military force against opponents with
greatly inferior capabilities. Their strategy would not be to defeat
American forces in the traditional way so much as to create as many
casualties as possible in hopes that the United States would be dis-
suaded from further pursuit. Our strategy, in turn, is to use our
longest suit to control the battlefield to the greatest possible extent so
as to minimize exposure and casualties. As information gathering
and processing capabilities continue to improve, our ability to see
into the battlefield will increase exponentially. This advance brings
with it both great opportunity and problems.

Combat requires doing two things: finding targets and hitting them
(while avoiding the same fate). PGMs allow their possessors to hit
most anything. Tomorrow’s meshes will allow their possessors to
find anything worth hitting. Every trend in information technology
favors the ability to collect more and more data about a battlefield,
knitting a finer and finer mesh which can catch smaller and stealthier
objects.

A long period can be expected in which elements of the Mesh coexist
with current platforms. The United States, for instance, will probably
be able to deploy fleets of light satellites for surveillance before oth-
ers can target our existing stock of heavy low-earth orbiters. During
that interim the choice of using platforms or the Mesh for any par-
ticular mission would depend on which worked better or was more
cost-effective. Thus, an initial architecture for the Mesh need not
have all capabilities at once as long as platforms to do the same job
can survive.

The Mesh, at its outset, would be one part of a cue-and-pinpoint
system. Today’s airborne sensor system is a multi-layer system of
satellites, large aircraft, UAVs, manned aircraft, and finally, PGMs
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themselves. Under the sea, certain types of sonobuoys detect the
presence of submarines by passive sensors, followed by active sen-
sors which localize the submarine by pinging it, followed by torpe-
does which use acoustic means to land on top of it. Similarly, the
Mesh will be composed of unmanned sensors, infiltrated into exist-
ing systems composed of large and expensive platforms. ARPA’s
Warbreaker project is experimenting with systems that proliferate
sensors in order to scan wide areas for certain types of signatures.

Challenges

Managing the enormous increases in information flow will be among
the greatest challenges created by the workings of the Mesh. The
technical problems—filtering, fusion, and fanning—are daunting
enough, but the stickiest ones deal with the distribution of informa-
tion.

Consider, for instance, a joint task force formed overnight to head off
an unexpected incursion in some otherwise forgettable corner of the
world. As the crisis starts, the relevant CINC will have a certain flow
of information from existing sensors such as satellites, electronic lis-
tening posts, and perhaps fielded seismic and acoustic systems.
Among his first acts will be to duplicate his enormous monitoring
capabilities to some joint task force commander. Shortly thereafter,
a new flood of information will come from various data collection
platforms such as AWACS, JSTARS, Aegis, and perhaps small satel-
lites and UAVs. Suddenly, the relative trickle of information available
to the commander starts to become a current of data, far more than
any human can deal with. This flow must, in turn, be apportioned to
various sector commanders for their action. Atop this flow comes a
new flood of information as various platforms start to deploy dis-
tributed air, water, and ground sensors in various formations. These,
too, then have to be analyzed, dissected, and apportioned to the var-
ious sub-commanders each of which has a different array of capabili-
ties. Managing such information blooming will require considerable
practice.
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Opportunities

The development of large effective information collection and anal-
ysis systems permits the United States to aid an ally without the
commitment of military forces, and in some cases without finger-
prints at all. So far, the Soviet Union has provided satellite imagery
to Argentina (during the Falklands war), and we did the same for Iraq
(fighting Iran) and the Angolan government (fighting UNITA). The
denser the overhead information, the more help is available. Near
real-time imagery of Serbian artillery, for instance, might help Bosni-
ans more accurately target their return fire—information as a real
force multiplier.

In times past, the United States has helped allies by providing
equipment: examples range from the Lend-Lease program to the
provision of Stingers to the Afghan rebels. If these sensors and
emitters become global commodities (not necessarily a happy devel-
opment), the United States could still provide the equivalent of ma-
terial support. It would silently supply the pattern recognition, data
fusion, and command-and-control software that makes these sys-
tems function. Bytes leave no fingerprints.

Could demonstrating a Mesh, in detail, induce surrender without the
need to use much force? To do so would require persuading others
that the ability to lock onto a platform's precise position is tanta-
mount to ensuring its destruction. After all, the Gulf War allies did
not have to shoot down every Iraqi plane to win air superiority. It
sufficed to make a convincing demonstration of “You fly—you die.”
Such correlation can be delivered through open broadcast (e.g., via
one of tomorrow’s virtually infinite channels). The potential victim is
then given opportunity to demonstrate his distance from the tar-
geted machine. The act of seeing oneself on television futilely trying
to hide may be very salutary. Thus might warfare become the child’s
game of hide-and-go-seek rather than the adult’s game of hide-and-
go-kill.

Force Sizing

The last implication of the Mesh is that it simplifies a difficult prob-
lem for the United States—sizing the forces. During the Cold War,
our forces were sized against those of the Soviet Union; without so
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large an enemy, the task is far tougher. Force sizing based on war
counting (e.g., one-and-a-half wars or win-hold-win) is likely to die a
well-deserved death. The use of capabilities-based sizing cannot
satisfy for long, either. The capabilities of others are a much better
guide to weapons development strategies (where numbers are of
limited relevance) than to weapons procurement strategies (where
numbers are highly material). To say that military planners should
disregard intentions and focus on the strength of others logically
leads to a long-run planning goal of an armed forces capable of de-
feating everyone else (including our own allies) in concert.

The rising importance of the Mesh suggests a force-sizing calculus
that could be made independent of the precise size of the opposing
threat. One precedent is the Navy’s rationale for carrier battle
groups. The argument was that the Navy needed three carrier groups
in every area to keep one on station at all times. Before 1980, the four
areas were the Atlantic, the Mediterranean, the eastern Pacific, and
the western Pacific. In 1980, adding the Indian Ocean suddenly
raised requirements from twelve to fifteen. Any debate over the size
of the threat (e.g., a putatively aggressive Soviet Union) could be fi-
nessed; the number of oceans rather than the size of the threat mat-
tered. Similarly, force planners could start by estimating the estab-
lishment needed to deploy, operate, and service the targets
generated by a Mesh. Such a Mesh should have minimal coverage
everywhere and the ability to go to maximal useful coverage in how-
ever many trouble spots for which we have to simultaneously create
targeting solutions. Done right, such calculations should be robust
against wide variations in the size and intentions of likely threats.

FIRE-ANT WARFARE

At some point in the development of the Mesh, our forces will en-
counter the paradox that those platforms whose capabilities make
other platforms vulnerable are themselves vulnerable and ultimately
untenable over the battlefield. Our surveillance planes, for instance,
not only come in highly non-stealthy platforms that do not move too
fast, but they radiate like Christmas trees. Future engagements are
likely to see even relatively backward nations target major sensor
platforms. Should the platforms prove vulnerable, other ways of
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restoring their surveillance capabilities will have to be found, failing
which, everyone returns to the days of the blind.

As argued above, an equally if not more effective way to weave a
Mesh would be from millions of small objects. They are cheap, they
can get closer to the target, and they are collectively most robust
against deliberate attack. Because they are cheap, many can be de-
ployed; deploy enough of them, and it becomes too expensive for the
enemy to kill them.

An analogy to robots may better suggest the wisdom of distributing
capabilities. People perceive robots as complex objects that, in every
successive generation, come closer to resembling man. A new
metaphor developed at MIT is that of robots as ants. Each one ex-
hibits certain limited aspects of intelligence: some specialize in
avoiding shadows; others, in walking without stumbling; yet others,
in staying away from each other. Smart ants are less powerful than
smart robots, but they are small, light, cheap, versatile, and easy to
reprogram. Being cheap, they can be built in large numbers.

Battlefield meshes, as such, can be built from millions of sensors,
emitters, and sub-nodes dedicated to the task of collecting every in-
teresting signature and assessing its value and location for targeting
purposes. Many of these sensors have already appeared, albeit in
rudimentary form. In the future, they will be cheaper, more sensi-
tive, and capable, collectively, of receiving signals from the various
parts of the electromagnetic spectrum. Some would be optical sen-
sors—perhaps small charge-coupled devices tied to neural net pro-
cessors; they could cover not only the visible range, but also near-
ultraviolet, and many shades of infrared. Others would act like small
radar detectors, either singly, or in computational harmony with its
like-minded neighbors. Chemical sensors could detect the passage
of machines or their men. Some would sense changes in magnetism,
air pressure, sounds, vibration, or even gravity, and so on.

Why this proliferation of sensor types? The easy answer is that
warfighting conditions differ. Some environments (e.g., open desert)
and targets (e.g., surface ships) are easy to see; other environments
and targets are tougher. To detect the latter may require exploiting
the inherent differences between machinery and background as they
appear on several sensors. Single-sensor surveillance gives the target




200 InAthena’s Camp: Preparing for Conflict in the Information Age

a single-dimension problem to solve. Tanks strive to be hard to see
and thus employ camouflage and night movement. Submarines
strive to stay quieter, using size, baffling, and ultra-smooth running
machinery. Aircraft are stealthy by controlling their X-band reflec-
tions with special shapes and coatings. Multi-sensor surveillance,
however, complicates the single-dimensional problem by obviating
techniques which dampen emissions of one type at the expense of
another; moreover, the multi-dimensional problem they create be-
comes that much more difficult to solve.

No one sensor need necessarily detect every emanation from a tar-
get. The more capabilities a sensor combines, the more expensive it
gets. Thus the fewer would be used and the easier each would be to
find and kill. Alternatively, specialized, perhaps even single-purpose,
sensors can each collect signatures, exchange them with subnodes,
and collectively form a picture of a target in its environment.

The Mesh would also contain cheap disposable emitters to illumi-
nate targets with reflected radio waves, generate confusing signa-
tures, and broadcast local positioning signals for precise targeting.
Although accurate positioning systems are critical for the operation
of a Mesh, full GPS capability need not be ubiquitous (GPS can also
be jammed). Emitters that know where they sit and can broadcast
relative distances to the other elements of the Mesh may suffice.

Some sensors may be equipped to move; they may have little cilia-
like feet on land, fins in the water, and an airfoil in the air. Mobility
would help right errantly laid sensors, take high ground (trees,
houses, hills) in appropriate terrain, and cluster to where other cuing
systems suggest the presence of target-rich environments. Moveable
sensors fitted with precise chemicals or explosives (e.g., for taking
out a critical piece of electronics) could be the killing mechanism in
some cases.

Perhaps the prototypical sensor would be a sandwich the size of a
penny. On top would sit a photovoltaic energy source or optical sen-
sors; next would be a sliver of microprocessor, perhaps a chemical or
acoustic sensor, and then a penny-sized battery, a transmitter for an
antenna jutting out to the side, and finally some anchoring pod on
the bottom. Another design would make the sensor look like a weed
plant of a meter or two length. The shaft would be the antenna; the
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head a spectral sensor device would be capable of seeing as far as a
human can, and the roots would be acoustic and vibration sensors,
as well as anchors. To use yet another analogy, sensors might be the
size of bottle caps; emitters, the size of soda straws; and miniprojec-
tiles the size of coke bottles.

Architectures

The transition from single source sensors to distributed sensors has
profound architectural implications. For instance, most radars today
couple a relatively cheap emitter with a relatively expensive collector.
Anti-radar missiles home in on the emitter and by so doing destroy
the collector. Distributed architectures would require far more com-
putation to translate the reflections into objects, but proliferating
emitters and spreading them far from collectors complicates the tar-
geting problem of the anti-radiation missile immensely. Emitters
would survive longer and receivers would remain unscathed. When
later generations of missiles learn to recognize receivers by their
shape, the latter themselves could be distributed among smaller
networked patches. Again, the computational requirements of
putting together a big picture increase, but the costs of computation
are continuing to decline.

Another advantage of distributing sensors both over space and by
type is that it complicates countermeasures. An aircraft pursued by a
missile knows it is being tracked, in effect, by only one sensor, and,
more likely than not, in only one frequency. Thus dispersed flares,
even though they travel far slower than planes, can be picked up as
aircraft by IR missiles, which can recognize the bearing of a signal
but not its distance (and thus speed). Tracking a plane using multi-
ple sensors requires that the countermeasures exhibit the same
three-dimensional behavior as aircraft do; using multiple sensors
also requires all countermeasures to stay together rather than just
appear aligned by the perspective of the missile (e.g., the flare, the
jammer, and the chaff have to travel together). This is a far more
complex undertaking.

The Mesh may also replace man-to-man coverage of a battlefield
with zone coverage. The pursuit of a given target, which is to say, its
signature, need not be performed by chasing it. Instead the overall
Mesh can selectively pay attention to zones over which the target is
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running. It tunes into successive sub-meshes by expanding the lat-
ter’'s communications bandwidth and triggering external sensors to
concentrate on an area. This shift has more than metaphorical sig-
nificance; it also alters one of the rationales of maneuver warfare.
The latter has always assumed that being there at the right part of the
battlefield was paramount. But being there is not necessarily a pre-
requisite to seeing there, and not necessarily a prerequisite to hitting
there if the range set of one’s own weapons is sufficiently dense.

The last idea suggests the eventual waning of a currently popular
theme in army doctrine (first the Soviet’s and now ours)—the use of
overwhelming force as a psychological disruption at the outset of an
operation. This technique may not work as well as expected against
a sufficiently well architectured Mesh. One necessary feature in a
Mesh is a sufficiently high degree of disaggregation so that the differ-
ence between engaging targets all at once or one at a time is rela-
tively minor. The second feature is at least some practiced capability
for graceful degradation so that a percentage loss of capability does
not mean a total loss of effectiveness. The ideal is a Mesh that has no
center of gravity and thus must be defeated in detail.

Tips of the Spear

Finding targets is one thing, but ending their useful life takes more
than bytes. Tomorrow’s weapons would likely resemble today’s
PGMs. Evolutionary improvements in energy chemicals suggest that
the warheads and engines could be somewhat smaller but probably
not so small as to be radically different creatures.

One big change would be increased use of weapons that do not have
to be borne on manned platforms; mines are a good example. Radio
contact with the weapon and external cuing systems for its launch
would allow the weapon to be positioned closer to its potential tar-
gets without putting platforms in harm’s way. Thus a battlefield can
be seeded with air-dropped munitions which can be raised, oriented,
and activated on command.

A second big change would be in the logic of the seeker—or what is
left of it. Today's PGMs have to find targets on their own. Sometimes
they get external help (reflected laser tags or radar waves); sometimes
their path is pre-programmed (e.g., cruise missiles); sometimes they
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have to take advantage of passive measures such as heat signatures
or pattern recognition. In any case, they have a nontrivial
computation to perform. Up to 90 percent of a PGM's cost is in the
guidance and control, and most of that is in the guidance.

PGMs operating in a sensor mesh, however, can use the latter’s intel-
ligence. APGM that is given a target’s exact location can get there on
its own in many ways. If GPS is jammed, it can use local positioning
signals. If it knows where it starts from, its own gyroscopes and ac-
celerometers will tell it where it is going. A purely ballistic flight path
may work against slower targets. Others might simply home in on a
sensor attached to the target. A PGM that needs less processing can
use a simpler guidance system. Thus cheaper, it can be made in
greater numbers and can defeat heavily defended targets by saturat-
ing them with multiple incoming warheads.

Logistics, Command and Control

The capabilities of even the most elegant military systems are useless
without reasonable solutions to the problems of getting them there
and talking to them when they arrive.

Getting Mesh components to where they are needed is a problem
whose solution will depend on both circumstances and the architec-
ture of the system employed. A platform to insert Mesh parts is a tar-
get no less than the platforms the Mesh was designed to fight against.
Parts which are hardened can be dropped from air—even from
space—or launched by artillery. Sometimes, special forces could
distribute them into very small but critical areas. Micro-motors
might even, at some point, allow them to walk into theater (but at no
small demands on energy systems) or even drift into theater. Sub-
marines and stealthy surface vessels may be able to lay down a naval
Mesh. All these creatures can be also delivered by civilian means. A
Mesh intended as a defensive field inside one’s borders can be de-
ployed as a mine field might be—except that by separating the trig-
gers (the sensors) from the explosives (the PGMs), both are far harder
to detect.

Although command-and-control functions are integral to the Mesh'’s
operation, a Mesh sees no distinction between communications and
- operations; one is not overlaid atop the other.
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The more information the sensors collect, the less of it they can send
to a central collection point. Radio spectrum is limited (at the mega-
hertz range; gigahertz spectrum is more available but requires more
energy to tap) and battery life is precious. A high-definition video
image of a scene (which is still far less than a human eye can see) re-
quires 800 megahertz in raw form, and even 20 megahertz in com-
pressed form. Audio input is continuous and also data-intensive.
Only anomalies could be reported.

The challenge of distributed sensors is to identify an object by using
disaggregated readings. Like neural nets, any such meshes would
have to depend on a hierarchy of filtering and analysis. Some read-
ings would be matched against pre-determined patterns. This
matching requires that each sensor be able to make partial sense of a
partial reading, and that these partial readings can be knit into an as-
sessment.

The route between sensing and determination is bound to be com-
plicated. Some sensors—e.g., a particularly good eye—might deter-
mine a target on their own, but that would be the exception (if noth-
ing else, two eyes are needed to perceive depth for absolute loca-
tion). Many identifications will be probabilistic based on, say, sight-
ings, heat signatures, sounds, and perhaps chemical emanations.
This faculty will be critical when the other employs decoys—not ev-
erything that appears to be a tank actually is one. Because battle-
fields will always feature new and different objects, sensor processors
will have to be capable of some level of logic abstraction. Humans,
as multi-sensor creatures, are for that reason very good at identifying
objects. However, there is no inherent reason to pack two eyes, two
ears, and a nose on every sensor if these functions can be distributed
among many of them. (Perhaps one needs a hundred eyes as often
as one needs ten ears or one nose.)

To coordinate, sensors each would have to talk to one another; their
activities would have to respond to what others sense (comparable to
moving eyes to follow something). Some of these sensors would
have to act primarily as nodal processors, collecting information
from other sensors to assess a pattern. These too would have to be
proliferated to assured robustness; even higher level nodal functions
would, in turn, be scattered throughout the battlefield in lesser
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densities, and so on down to those communicating directly to hu-
mans, off-site coordinators, and/or fire control units.

A key coordination problem among sensors is how to identify them-
selves upon disbursement. Each must indicate where it has landed,
how well it is functioning, and who it is near (and thus will be talking
to). Many sensors will die on arrival; others may be incapacitated by
virtue of their poor placement. Inevitable gaps in coverage will re-
quire that sensors be added, moved around, or converted from one
type to another (e.g., we have enough sensors listening to this, listen
to that instead). Constant communications would then be needed to
determine which sensors still work, which are silent, and which are
phony (digital signature can prevent spoofing but requires that sen-
sors know who their neighbors are). Such communications also
would indicate where more coverage is needed.

Vulnerabilities

The most prominent vulnerability of a distributed Mesh is that the
links among sensors, emitters, and microprojectiles are key to its op-
eration. Unlike complex platforms which couple their various ca-
pabilities internally, capabilities of the Mesh are coupled externally;
thus they may be disrupted by what the Soviets called “radio-elec-
tronic warfare.”

Sensor broadcasts can, in theory, be jammed or faked, just as those
from platforms can. Yet, doing so may be harder than it looks.
Jamming requires knowing exactly which frequencies are being used,
but more important, where signals are coming from. Today’s jam-
mers tend to disrupt a signal from one point to another operating in
support of a mission (e.g., confound reflections from a large radar
meant to be bounced off an incoming bomber). With proliferated
sensors, the only effective jamming technique would be to over-
power radio signals by jamming continuously in all directions. This
technique requires considerable energy—a fact that makes a jammer
a highly visible target itself. Besides taking advantage of existing
techniques to avoid jamming—frequency hopping, spread spectrum,
extreme directionality—the Mesh might also use laser communica-
tions, acoustic means, hopping on enemy frequencies, or just not
communicating for long periods of time. Indeed, frequent among
Mesh communications might be the repeated admonishment to stay
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quiet for a while because the enemy is trying to smoke you out.
Thus, no one could be really sure that all emitting elements in would
be silenced (or just waiting for the right time to turn on).

Faking the broadcast of a digital emitter is even more difficult. By
broadcasting a digital signature, a sensor can simultaneously ascer-
tain that the message is actually coming from the sensor, and that
the message received was actually that which was broadcast.
(Corrupted messages would be internally inconsistent.) This tech-
nique requires that each broadcasting sensor have a unique signa-
ture and that each receiving sensor memorize the signature of each
broadcasting sensor—this is a memory burden, but one which be-
comes easier with every passing year. Moreover, techniques that al-
low a communicator to sign a message also permit them to send out
false messages knowing that they will be ignored but hoping the en-
emy will, if not listen, then at least waste power jamming on a fre-
quency not being used.

PLATFORMS AGAINST FIRE-ANTS

The fate of platforms can be illustrated by examining how they might
fare against fire-ant elements.

Tanks

Consider the tank as it rolls over terrain littered with sensors and
emitters backed by hidden microprojectiles. Such sensors may have
arrived hours earlier or they may lie buried for years awaiting a wake-
up call. Sensors to search for large ground objects need not be lo-
cated on the ground. Much of the load may be carried by drones that
can broadcast more information than today’s models, stay aloft
longer, operate more stealthily, and cost less. If costs get enough at-
tention, the deployment of many good drones will be preferred to a
few great ones.

An unfriendly tank passing through sensor fields could be brought
down in several ways. The most direct solution, if available, is to
broadcast the tank’s location in real-time to an external missile (or
some other fire-control solution). Sensors may also be rigged to take
a more direct role. A sensor, for instance, that rides atop a passing
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tank (much as fleas on passing dogs) can serve as a homing device
for an anti-tank round (before it is detected by the tank’s smart skin
and removed). Sensors may amble over to a tank’s vulnerable parts,
then kill it by eating their way through gaskets, fuzing moveable parts
(e.g., a powdered aluminum-magnesium burst), befouling its air
supply, jamming its electronics, smearing its optics, and so on. The
latter methods may well evolve from current research on non-lethal
warfare. To wit, the chemicals required to stop a tank without killing
its crew may be far more compact and thus efficient than those re-
quired to blow it up.

Planes

Today’s aircraft are optimized—at great expense—to win one-on-
one (or one-on-not-too-many) duels against other aircraft and anti-
aircraft ground units. The fate of fifty million dollars’ worth of
aircraft (roughly one aircraft before infrastructure and other tail is in-
cluded) contesting fifty million dollars’ worth of loitering sensors,
emitters, micro-projectiles may be far less satisfying.

An air-borne sensor screen might contain thousands of nasty objects
that may collectively cue firing units in real-time by announcing a
target’s location and bearing, illuminating it with spattered chemi-
cals, or by bouncing radar on it. Alternatively, if such objects ex-
ploded a rain of carbon fibers or ceramic shards, they could take
down the aircraft’s engines on their own.

Although current technologies do not allow objects to loiter in the air
very cheaply (helium balloons aside), today’s drones can stay aloft
for two weeks. A typical floater may, in a few decades, be the size and
shape of a handkerchief, powered by a coat of photovoltaic paint,
and girded by a semi-rigid skeleton acting as both antenna and air-
sail. Its sensors and processors, no larger than fingernails, would al-
low it to sense wind movements and configure itself to bob up and
down accordingly. Upon detecting hostile aircraft, it so signals to
fire-control units or tries to get itself and thousands of its friends to
find their way softly into the aircrafts’ engines. To friendly aircraft, it
sends what it knows about the not-so-friendly skies and otherwise
gets out of its way. These floaters need not be stealthy; when de-
ployed in the millions, they will simply be beyond the capability of
anything to shoot down.
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Ships

The same problem of coping with scads of hostile objects would also
bedevil ships and submarines. The elements of a Naval mesh are
presaged by sonobuoys—cheap sensors routinely produced in the
hundreds of thousands today. Lower power requirements, more ef-
ficient batteries, and perhaps tethered photo-voltaic collectors will
give future versions longer lives. They will also be able to sense bet-
ter, process more information themselves, and communicate both
with their peers (vice overhead aircraft) and associated floating tor-
pedoes. They may even be armed and could maneuver to where
ships are most vulnerable. Anti-submarine aircraft squadrons will be
used only for initial distribution. If sonobuoys can loiter for years
until activated, a much smaller fleet of them could handle even this
task.

Naval meshes might be supported by fleets of robotic submersibles—
perhaps just very large torpedoes—that can chase fast or stealthy tar-
gets into heavily mined waters. To protect themselves, ships and
submarines would have to physically sweep large stretches of sea
before them. They may need a layered net swept fore and aft to a
distance of several miles. This would slow them down considerably
and reduce their efficacy in a power projection role.

Space

Tomorrow’s space forces will combine very high earth orbiters with
large fleets of very low earth orbiters. Their tasks will, however, be
the same ones they carry out today: communications, observation,
navigation.

One shift will be from strategic to tactical uses of surveillance
(already being developed in the TENCAP program). To support tar-
geting and treaty compliance, strategic surveillance needs very de-
tailed pictures (e.g., 10-centimeter resolution) of compact spaces
looking for installations that rarely move. Tactical surveillance, al-
though it can use the detail, needs more real-time information. Cov-
erage also needs to be wider because, in a typical tactical scenario
(e.g., Bosnia) the field of action is not fixed; it can move quickly and
unpredictably. Today’'s needs for wide-area coverage—looking for
certain high-energy events like the launch of a SCUD missile, for ex-
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ample—are met by large satellites in geosynchronous orbit. At
40,000 kilometers up, such orbiters are usually too distant to localize
such events precisely. Tactical operations need much denser cover-
age, and probably from much closer.

Large earth orbiters are also vulnerable to anti-satellite systems no
better than those the United States demonstrated off the wings of an
F-15 in the middle 1980s. Eventually, large earth orbiters will prove
nearly impossible to hide because they are hard to camouflage
against an earth background. Since every one must cross the equator
fifteen times a day, constant searching can be confined to a small
equatorial band. From a higher equatorial orbit, precise optics cou-
pled with powerful on-board processing would make a first sighting
inevitable. The movement of satellites, once spotted, can be pre-
dicted with great accuracy. Satellites that use energy to jerk into un-
predictable orbits would emit characteristic energy plumes that
would instantly cue seekers to the orbital path. Under such circum-
stances, a spacecraft would be hard put to get more than one or two
passes over the battlefield before being targeted and destroyed.

Hence the watchwords will be to fly high (and thus get lost in far
vaster reaches) or fly small and dense. The logic of space dominance
would require getting the most capability into orbit the fastest and
protecting it there against attack the longest. This capability would
provide short-term tactical advantages at precisely the right mo-
ment. Satellites made small and cheap enough could proliferate and
thus make their complete destruction complicated. Surveillance
satellites might therefore survive better in the aggregate. Weapons
satellites (if not forbidden by current treaties) might not—due to the
added size and weight of a platform required to carry a minimally ef-
fective warhead.

Continuous real-time coverage from space would remain infeasible
until satellites become far cheaper. The best look comes from orbit-
ing 400 kilometers high (below which atmospheric drag pulls satel-
- lites back to earth, and above which complicates the optics problem).
From there, a 30-degree field of view to each side yields a 400-kilo-
meter swatch but requires 4,000 birds (90 birds per each of 45 orbits)
to maintain continuous coverage (between the north and south 60-
degree parallels). Affording this fleet within a feasible $20 billion in-
vestment budget would require that each bird and shot be less than
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$5 million. Split 50:50 (assuming $6,000 per pound to low-earth or-
bit) suggests that each satellite cost less than $2,500,000 and weigh
less than 400 kilograms.

The data burden from such a system is big. To picture everything in
the world in 1-meter resolution with 8-bit detail requires roughly
1,500 terabits. If each point is shot once a minute, a total send rate of
3,000 gigabits/second is required. Even with 10:1 image compres-
sion and 4,000 satellites, each bird must broadcast 600 megabits per
second (roughly equivalent to 30 TV signals). Further reduction is
possible by sending only the difference between the actual and ex-
pected image, although this requires each bird to store 18,000 giga-
bytes (150 terabits) of image per bird—free silicon in the extreme. If
the resolution doubles, the data collected must rise fourfold. Staring
satellites can cover known swathes more efficiently, but successful
use of the technique assumes the area covered is significantly smaller
than Bosnia. Longer revisit times return us to the current system,
which is unusable for real-time operations.

Looking up rather than down, denser information technology makes
it easier to construct a functioning ballistic missile defense. A dense
enough sensor system should be able to track missiles, which must
be large (if they are to hold nuclear weapons) and fly against a fairly
clear background. Destroying the missile, once it is found, is consid-
ered the lesser half of the problem.

BROADER IMPLICATIONS

By changing the conduct of war, the Mesh changes its nature as well.
It raises serious questions about human command, affects the pace

of conflict, and blurs the distinction between civilian and military on
the battlefield.

Human Control

Current leitmotifs of information warfare suggest that because mili-
taries possess a command core linked to field armies by command
and control networks, killing the core leads to cheap victory. Yet ad-
vances in information technologies may mean that the core need not
sit in any one location. Teleconferencing, for example, permits a
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command center to occupy dispersed locations. The core data base
can be similarly duplicated (or can be built as a distributed system to
begin with).

Human command would also evolve. Information technology
permits greater centralization—because better telecommunications
increase the amount of data that can be sent to core. However, it
also permits greater decentralization—because better computation
allows units to handle more date from colleagues. Tomorrow’s mili-
tary systems will do both. Headquarters will be able to do more de-
tailed unit control, but units will be able to undertake more functions
in degraded communications environments.

Meshes could be engineered to take humans out of many decision
loops. Complete removal from the loop is possible. Yet, a technol-
ogy which permitsless human oversight need not compel it. The bo-
geyman of an automated war machine will be no greater than it is
today. As it is, many existing weapons lack call-back mechanisms.
Most mines, for instance, have no man-in-the-loop between detec-
tion and explosion. Once a ship’s close-in weapons system is turned
on, its choice of targets is determined automatically. How different
are a strategic ballistic missile that leaves human control once
launched and a loitering cruise missile that searches for and destroys
atarget on its own?

Could fire-ant systems elude human control altogether? Hollywood
likes making movies such as Fail-Safe, Dr. Strangelove, War Games,
and Terminator 2 that show strategic systems going autonomous.
Accidental system autonomy in conventional systems is a lesser
problem because they contain multiple decision points and do not
have to make all decisions at once. Regardless of how complex the
software, the inclusion of enough if-maybe-then-stop locks can limit
the risks. An adversary may, however, establish a doomsday ant-
mesh system—but these concerns have been familiar grist to nuclear
theologists for decades.

On a battlefield where machines command others, foot soldiers—
whose relative ranks have been dwindling for a few hundred years—
may be the only humans left. Platforms already dominate low-
density environments such as air, sea, plains, and deserts with their
ample running room; these platforms in turn will be supplanted by
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the Mesh. High-density environments such as cities, jungles, and
mountains remain the preserve of the foot soldier; the Mesh will take
over much more slowly in such realms. Foot soldiers can still benefit
from technology. Helmets, for instance, may house cellular radio re-
ceivers, IFFN transponders, video display terminals embedded in
pull-down visors, and computers. The latter would coordinate sen-
sor inputs, generate tactical assessments of battlefield conditions,
and transmit maps. Passwords or biological markers could ensure
that only the owner be able to use them. The individual soldier could
thus be made part of the military Mesh (as well as the'’commercial
Net).

The Pace of Conflict

The Mesh may be tomorrow’s version of what the Maginot line was
supposed to be, a barrier through which no platform can transit
without being detected and destroyed. The Maginot line—despite its
subsequent reputation—succeeded where it was placed. Unfortu-
nately, because it cost so much to build, France was unable to finish
it, and Germany ran around it to the south. Mesh warfare favors de-
fense. However, unlike the technology of World War I, which was
supposed to favor the defense, in the next century technology will
permit each side to bombard the other civilian infrastructure with
relative ease. Thus, it will be possible to destroy an opponent’s
above-the-ground civilization without being able to occupy its terri-
tory.

Conflict may then resemble siege warfare—perhaps even mutual
siege warfare. The same cordon sanitaire technology that can protect
a state against invasion can be used by invaders to blockade defend-
ers. Offensive siege operations are a highly unsatisfactory way of
going about war for all the usual reasons: they are slow, uncertain,
and hurt the powerless while the powerful can claim scarce re-
sources for their own ends. Iraq’s experience after the Gulf War is a
good example. Long-term maintenance is also a problem. In the
21st century, how long might technology allow a besieged party to
endure a total blockade? Would modern polities have the patience or
stomach to maintain sieges over years, as the besieged project pitiful
images of their victims? Would technology let the besieger blockade
such electronic communications or douse the besieged with mes-
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sages of panic or despair? If such sieges prove impossible—societies
always prove surprisingly resilient against aerial attack—what other
techniques would be available to contain aggressors one could not
destroy?

Mesh warfare could simultaneously be faster and slower than current
conventional warfare. Compared to the several months the United
States needed to deploy to the Gulf, a mesh could be laid down in
several hours. A heavy lifter could transit over the affected area, dis-
persing large quantities of sensors, emitters, microbots, and
miniprojectiles. Upon landing, they would automatically configure
themselves into a coordinated network. Some countries may leave
heavy lifters on runways for precisely such contingencies. Perhaps
the United States could protect a future Kuwait upon first hearing
that it had been invaded, although such a policy would not be an
unalloyed plus. The ability to promise quick commitments may de-
prive decisionmakers of the time needed to contemplate the long-
run consequences of such decisions. National leaders could regret
not leaving presumptive allies to their own devices.

If both sides tried to set up meshes at the same time, would the race
be destabilizing? Provided each mined inside its borders, the first to
do so might, at worst, compel the other to follow. Often, however,
such distinctions are not so pat. One party’s fence may include dis-
puted or third-party territory. Many collectors see over boundaries:
airborne sensors can enjoy a 300-kilometer line of sight; sensitive
seismic or acoustic sensors can monitor the entire world. Establish-
ing the space component of the Mesh may also induce conflict par-
ticularly if the first up can prevent the second from getting up. World
War I was supposedly accelerated by the competition among various
countries to mobilize their troops at the border before the other side
could. Once the trains, with their rigid timetables, started moving,
momentum moved with them to war.

While a Mesh may be built quickly, its operation may retard war
considerably. A recent RAND study argued that a squadron of B-2
bombers could destroy an invading armored column in the open.
Knowing this, what country would be foolish enough to afford us
such opportunity? Instead, unless an invasion could be completed in
a few hours, a conventional invasion force opposing a high-informa-
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tion opponent would want to do so very gingerly, with methods simi-
lar to those of submarine warfare.

The Achilles heel in any information system is the extent to which it
can be spoofed—a constant throughout military history. An effective
strategy would have to combine false negatives (sneaking through
untouched) and false positives (decoys). Some methods work better
than others. To find a tank requires looking for a correlation among
as many parameters as possible. Yet finders must be flexible to see
that if something looks like a tank, walks like a tank, quacks like a
tank, but does not smell like a tank, it may nevertheless be a tank.
Conversely, a decoy does not have to simulate a tank in every respect
to be classified as one—just in all features considered important by
the other side. It may require many decoys to find which parameters
the opposing software deems important and thus uses for target
identification. All this assumes, of course, that in an attrition conflict
one can trade decoys for missiles and still emerge on top. Con-
versely, a Mesh may let a few tanks by to hide its true parameters.
For these reasons, the offense will want to move very slowly while
searching for weak spots in the system.

Another technique may take advantage of the fact that the ability to
transmit information among many of the nodes may be limited by
the small amount of spectrum they each have. Thus a strategy of
flooding certain nodes with information may degrade the system. In
a poorly engineered system, relevant signature information will be
randomly dropped. Even in the best engineered system, concentrat-
ing on the important data will force the less highly ranked but still
threat-defining data flows to be dropped. Either way, the defense
deteriorates. However, determining the information architecture of
the other side’s Mesh to know exactly where it is weak is anything but
easy.

It is not clear how one side’s Mesh would combat another side’s
Mesh. Most sensors and miniprojectiles would not only be small,
and at least partially buried, but quiet as well; they would be listening
all the time and transmitting rarely. Might hunter-killer microbots
be developed to search out and destroy their opposing numbers?
Both the difficulty of the likely terrain and their slow speed suggest
that such an effort would be extremely drawn out. Confirming that
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an area is safe is even harder, particularly if the Mesh lets a few items
through as a trick.

Economics may also inhibit an ant-on-ant warfare strategy. By virtue
of their mobility and additional sensors, hunter-killer ants are bound
to be more expensive than their more passive victims. If the hunter-
killers have to get close to passive sensors to find them, then a certain
percentage of the victims could be mined to blow up upon being jos-
tled by a hunter-killer. At some percentage those employing hunter-
killers must expend more resources than they disable. Killing from
afar could easily require armament that is more expensive than the
individual sensors themselves, and so on.

Civilian as Military

Mesh warfare not only makes it hard to keep platforms alive on the
battlefield, but complicates the task of getting them anywhere near
it. Logistics assets, notably airlift, sealift, and prepositioned supplies,
are among the largest and slowest of military assets. The difficulty of
getting there against an opposing Mesh should be of particular con-
cern for the United States and others who help allies by projecting
power over large distances.

Because, paradoxically, lift assets are among the most civilianized of
military assets, the solution to the lift problem may be to consciously
imitate civilian assets until very close to theater. A ship used to carry
war material for West Island would be indistinguishable from one
used to carry commerce to East Island. At some point its destination
would be obvious, but by then, it might have already passed its load
of sensors and emitters to where needed. East Island could counter
this strategy by explicitly granting a digital signature to specific ships,
planes, and messages it selects for its own trade. It is not clear
whether other nations would cooperate in setting up an IFFN track-
ing system with a nation that attacks world commerce. Otherwise,
East Island would have difficulty isolating West Island from military
help without isolating itself from the commercial world it was in-
creasingly networked to. ’

Wars are not just contests. Removing all platforms—and thus those
who man them—from the field of war would not make war safe for
everyone, but the opposite. If Meshes promote siege warfare or the
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civilianizing of military assets, then the distinction between military
and civilian erodes to the great detriment of the latter—a reminder,
again, that not every advance in the art of war is tantamount to an
advance in civilization.

CONCLUSIONS

Regardless of how the many implications of pop-up warfare, fire-ant
warfare, or the Mesh play out, one conclusion is inescapable. The
days of the platform as the king of the battlefield are drawing to a
close. With its eventual demise comes a similar demise of organiza-
tions built around such platforms and the systems used in acquiring
them.




Chapter Nine

INFORMATION WARFARE: TIME FOR SOME
CONSTRUCTIVE SKEPTICISM?’

John Rothrock

Future historians might well cite the years 1993 and 1994 as the pe-
riod during which the U.S. military and associated national defense
organizations identified Information Warfare as a conceptual vehicle
for transitioning from the precepts of the Cold War into the new
global realities of the Information Age. The concept is gaining mo-
mentum throughout the national security community at a breakneck
pace.

Information Warfare’s already strong institutional influence is read-
ily evident in the spate of military and other national security organi-
zations which have taken it on as a key element of their mission re-
sponsibilities or, as in a growing number of cases, which have been
explicitly created to advance and pursue the concept. Simultane-
ously, millions of dollars are being programmed to provide new data
bases, network architectures, advanced software, and other sophisti-
cated capabilities all under the rubric of Information Warfare.

Also by now, most major military organizations have specially se-
lected some of their best minds to help them define and address the
new intellectual, organizational, programmatic, and technological
challenges that the concept presents. Similarly, defense industry has

“This is a longer version of John Rothrock, “Information Warfare: Time for Some
Constructive Skepticism?" American Intelligence Journal, Spring/Summer 1994, pp.
71-76. National Military Intelligence Association. Used by permission. A figure and
all references to it were omitted for this version.
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quickly and heavily come on board, seeing the concept to present a
legitimate need and therefore also a business opportunity for bring-
ing new, innovative mixes of its expertise to bear on post-Cold War
problems. Throughout the national security community, belief in
and enthusiasm for the concept seem to grow by the day as a key to
coping with the ever accelerating changes that have continued to be-
set it since the fall of the Berlin Wall.

The following extended quote from the Secretary of Defense’s 1994
report to the President and the Congress summarizes the compelling
logic which undergirds this enthusiasm while also testifying to the
broad acceptance which the concept seems to enjoy at the highest
policy levels:

Information Warfare is a means to not only better integrate C41I
(Command, Control, Communications, Computers, and Intelli-
gence), but also to address the comparative effectiveness of a
potential adversary's C4I. It consists of the actions taken to
preserve the integrity of one’s own information systems from
exploitation, corruption, or destruction while at the same time
exploiting, corrupting, or destroying an adversary's information
system and, in the process, achieving information advantage in the
application of force. Thus, Information Warfare is an aggregation of
and better integration of C4, C4 countermeasures, information
systems security and security countermeasures, and intelligence.

Information Warfare provides a method of better organizing and
coordinating efforts to ensure an optimized information system re-
sponsive to the very demanding information requirements inherent
in a smaller force structure, a rapid response capability, and ad-
vancing military technologies such as deep strike and precision
guided weapons and enhanced mobility of forces. Information
Warfare is an integrating strategy that makes better use of resources
to provide for a better informed force—a force that can act more
decisively increasing the likelihood of success while minimizing ca-
sualties and collateral effects.!

Certainly, if the first milestone for achieving a U.S. Information
Warfare capacity suitable for the early decades of the coming century
must be development of policy and resource support for the concept
throughout the breadth and depth of the national security estab-
lishment, that objective now seems to be fairly well secured. The
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concept’s impressive thrust within the national security community
has accelerated to the point where most briefings and discussions of
the concept now acknowledge Information Warfare to constitute a
new medium of conflict even beyond the military dimension to in-
clude new modes of global economic, political, and even cultural
competition.

ISSUES OF THRUST VERSUS VECTOR AND MEANS VERSUS
OBJECTIVES

But, what is Information Warfare, beyond the nondiscriminating
generalities of the DoD Annual Report and Claims that it is a new
form of global competition for the Information age? The Information
Warfare concept’s policy and institutional thrust seems to be fairly
well established. Now the challenge is to address the intellectually
even more difficult issues of its vector.

Thus far, the specifics of the concept’s achieved thrust have focused
primarily upon organization, process, and resource issues—i.e., es-
sentially the means of Information Warfare. But, beyond the
generalities of the DoD Annual Report and claims of the concept’s
relevance as a new ubiquitous form of Information Age competition
and now well established military objectives of countering enemy
command and control while protecting your own, the objectives of
Information Warfare remain relatively undefined. And, with the
concept’s objectives undefined, its potential implications also suffer
from underdefinition and, therefore, lack of examination.

Much of this tendency to shy away from difficult definitions of con-
ceptual objectives has to do with the traditional American intellec-
tual style which is one of pronounced pragmatism. The American
institutions generally—and the American military particularly—are
decidedly more comfortable with process than with theory, with ac-
tion more than reflection, with efficiencies more than effectiveness
(there is often a difference), with particular performance than with
general coherence, and with the particular more than with the holis-
tic.

This inclines the U.S. military, along with many other American insti-
tutions, to reduce general propositions such as Information Warfare
as quickly as possible to specific “means” issues—i.e., essentially
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those of resources, organization, and process—with relatively less at-
tention paid to the more general concerns associated with objectives
and the more integrated, more coherent address that such concerns
demand. Traditional American resource management tools—
including the DoD Planning, Programming, and Budgeting System
reflect and reinforce these tendencies.

While this especially American style proves its practical mettle over
and over in dealing effectively with specific problems, it has definite
weaknesses in its capacity to treat several problems at once in con-
text with each other. Unfortunately, it is exactly this sort of inte-
grated, contextual address that an idea as complex and far-reaching
as Information Warfare demands. Today, it is far from certain that
the structure of institutional relationships and processes through
which the U.S. Government manages the country’s global security
affairs—the PPBS, service department and joint service doctrinal and
organizational relationships, the functional junctures of military and
civil infrastructures, to name just a few—can cope with Information
Warfare in all of the dimensions and manifestations that the con-
cept’s logic demands.

SOME CHALLENGING QUESTIONS

Today, when one reads about Information Warfare and hears about
the concept in presentations, it remains very difficult to determine if
there is anything that Information Warfare is not. A skeptical mind is
soon prompted to ask, “If Information Warfare is everything, can it be
anything?”

Several other questions might follow. For example: Is, as some of its
harsher critics suspect, the concept primarily of a bureaucratic and
resources thrust toward specific means with little intellectual vector
toward specific objectives? Is it truly a trend or merely “trend surf-
ing”? Might not the concept be fundamentally flawed intellectually
in constituting, as it does, an attempt to explicitly address phenom-
ena (those of information) which are implicit to all human endeavor,
including warfighting? Is there a risk that Information Warfare could
become a convenient lip-service repository for all of the difficult is-
sues of post-Cold War relevance for a national security structure and
military whose general forms and culture remain rooted in Cold War
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precepts? (“Sure, we're relevant in the new era, we subscribe to In-
formation Warfare.”)

And, more specifically: If Information Warfare holds that all or most
information is valuable and targetable but that it also must be acces-
sible and readily “fungible,” what are the implications for traditional
concepts of information security and classification? Can classified,
heavily compartmented approaches—running as they do essentially
against the grain of the Information Age’s defining characteristic,
that of information proliferation—be effective in pursuing a military
concept supposedly suited specifically to the character of that age?
Where do the military’s purview and responsibilities concerning In-
formation Warfare and information security begin? Where do they
end? Are the American society and its military, as the most informa-
tion-dependent society and military in the world, really wise in advo-
cating Information Warfare as our preferred new style of conflict? If,
as is increasingly espoused, Information Warfare is more than just a
military proposition, must the society as a whole be capable of
pursuing—and defending against—it if the military is to be able to do
its part effectively? If the society has problems in meeting IW’s chal-
lenges (say, for example, in mustering the national will that the con-
cept’s defensive imperatives presume), does the military have an ap-
propriate role in helping the society deal with such non-military
requirements and implications? If so, what is that role?

These are hard but fair questions which the quickly forming Infor-
mation Warfare community should be prepared to answer. At a
minimum, their serious consideration should provide the concept
with an intellectual vector appropriate to its thrust—of course, that is
if Information Warfare is more than the mere fashion that some
skeptics suspect it to be and, also, if our national security structure is
capable of recasting itself adequately to effectively implement such a
comprehensive idea. If the concept is faultable on either of the latter
points, the questions would of course ferret that out as well.

A SUGGESTED PRISM THROUGH WHICH TO CONSIDER
INFORMATION WARFARE

But, how are such questions most effectively addressed? Is there
perhaps a particularly suitable intellectual prism through which to
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consider Information Warfare with the necessary rigor appropriate to
the importance that the concept’s advocates claim for it? How best
to explicitly examine a spectrum of issues as implicit to so many
other considerations as those comprising Information Warfare?

THE “INFORMATION WARFARE ARROW”

The head of the “Information Warfare Arrow” is comprised of intel-
lectual effectiveness of a highly complex sort. Probably more so than
any other form of global security competition, Information Warfare
will require exceptional intellectual mastery of the important but
subtle hierarchical relationships between policy, strategy, operations
(“campaigns”), and tactics. It will equally demand a sophisticated
appreciation of the relationships of all of these perspectives to tech-
nology. Without such mastery of these relationships, Information
Warfare carries with it great risks.

The best technology, even when employed with the greatest of tacti-
cal effectiveness, can be counterproductive if the technology and its
employment are not orchestrated against a set of well conceived, hi-
erarchically consistent operational, strategic, and policy objectives.
While this observation is true regarding any military or quasi-military
undertaking, it is especially important regarding Information War-
fare which is first and foremost an intellectual rather than a techno-
logical or physical undertaking. Information Warfare carries with it
especially heavy risks of “winning battles but losing wars.” The best
of technology and tactics cannot protect against these risks in the
face of poor policy, strategy, and operational concepts and the un-
precedented degree of conceptual, doctrinal, structural, procedural,
and technology integration—i.e., far beyond “jointness"—that effec-
tive Information Warfare is certain to demand.

The arcane (and now largely irrelevant) policy and strategic machi-
nations of the Cold War excepted, Post-World War II U.S. military
thinking has been generally at its best at the levels of tactics (i.e., the
specifics of “employment”) and technology. True, the 1970s saw a
renewed appreciation of the “operational art” perspective (also
known as the “campaign level”) of military employment and the Gulf
War demonstrated that since then we have made great strides in or-
ganizing ourselves at that level. However, most observers agree that
the operational level still does not yet constitute our military’s long
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suit. Yet, excellence at the operational level is vital to success in In-
formation Warfare for it is the conceptual bridge between higher-
level objectives and the means for achieving them.

Beyond these concerns, our system of government necessarily places
considerable ethical and political burdens upon those charged with
developing policy, strategic, and higher-level operational objectives—
burdens that are rooted in a logic borne of tradition and culture that
goes far beyond the exigencies of any particular set of global security
considerations. The net result is a national security and military
structure that is much more comfortable in addressing the techno-
logical and resource means of conflict than it is in considering the
higher policy and strategic objectives of conflict.

For this much greater proficiency regarding means as opposed to
objectives not to constitute a potentially fatal flaw in the United
States’ pursuit of Information Warfare—certainly if the concept is
carried to its ultimate logic—will require fundamental changes in
how we understand conflict and the appropriate responses of our
society to it. In fact, the changes that might be required could be so
great as to raise a legitimate issue of not only whether we can but
even of whether we should make them, the challenges of Information
Warfare notwithstanding. Does our society want to be the sort that is
adept at the degree and types of control of information that some of
the more enthusiastic advocates of Information Warfare seem to pre-
sume?

This brings us to the concept of national will. Advocates of Informa-
tion Warfare must discipline themselves to assure that the overall
concept—or any particular aspects of it, even those under cover of
heavy security classification—do not conflict with or exceed the im-
peratives of the national will and the crucial bond of trust between
people and their government. The loss of this trust would obviously
be the greatest Information Warfare disaster that can be imagined.

An Information Warfare concept that depends upon an unrealistic or
warped perception of the national will, while possibly still maintain-
ing its means thrust will certainly lack appropriate vector, possibly
even to the point of coming back to victimize those employing it. In
judging how and to what degree specifics of Information Warfare
employment are or are not commensurate with national will, it will
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always be instructive to look at the factors of culture, politics, eco-
nomics, and infrastructure (all as perceived by the society). If a con-
cept runs against the reality or the societal perception of any of these
guiding factors, it must be regarded as highly risky. Again, reliance
upon heavy security classification to protect a concept from the ex-
tent to which it might run against the societal grain can only exacer-
bate the possibility and potential consequences of its failure.

INFORMATION WARFARE EMPLOYMENT AND DOCTRINE

Even if fairly conservatively applied, the Information Warfare con-
cept will require highly integrated, holistic employment throughout
the policy > tactics/technology spectrum of perspectives which must
exceed anything our current military culture and structure has ever
demonstrated to da